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PREFACE

Army Special Operations Forces (ARSOF) need timely and accurate intelligence and
information to—

o Plan missions.

o Protect the command.

o Secure the element of surprise.

o Identify and develop targets.

¢ Protect friendly command, control, and communications (C3).

This is done across the operational continuum of peacetime competition, conflict, and
war.

This manual focuses on the missions and functions of intelligence elements and
organizations which provide intelligence and electronic warfare (IEW) support to
ARSOF organizations. It provides doctrine for special operations forces (SOF) IEW
operations, including military intelligence (MI) organizations, missions, functions, and
capabilities from support operations team-A (SOT-A) and S2 section levels to SOF and
the senior intelligence officer (SIO) at the joint level. It shows how these IEW assets
meet ARSOF operational needs within the established IEW system. It also lays out some
"how to" techniques and procedures required to conduct IEW operations within the
framework of the intelligence cycle.

This manual expands upon the doctrine in FM 34-1 and FM 100-25. This doctrine is
written specifically for SOF S2s, military intelligence (MI) commanders, and other
assigned MI personnel, and the elements which support them. It also includes SOF
commanders and their staffs. The doctrine reflects current Army SOF IEW capabilities.

Unless this publication states otherwise, masculine nouns and pronouns do not refer
exclusively to men.

The proponent of this publication is US Army Intelligence Center. Send comments
and recommendations on DA Form 2028 (Recommended Changes to Publications and
Blank Forms) directly to Commander, US Army Intelligence Center, ATTN:
ATSI-TDL-D, Fort Huachuca, AZ 85613-6000.

This manual does not implement any International Standardization Agreements
(ISAs). It complies with Standardization Agreements (STANAGs) 2033, 2044, and 2084;
and with Quadripartite Standardization Agreements (QSTAGs) 170, 523, and 528.
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CHAPTER1

ARMY SPECIAL OPERATIONS FORCES AND THE INTELLIGENCE AND
ELECTRONIC WARFARE SYSTEM

This chapter introduces ARSOF units and the IEW
system that supports them. It contains historical ex-
am\R/I&s of IEW support to ARSOF. It places ARSOF
I[EW reguirements in perspective by comparing them

with the IEW requirements of conventional combat units.
It also discusses the intelligence cycle and the intel-
ligence preparation of the battlefield (IPB) process.

ARMY SPECIAL OPERATIONS FORCES

ARSOF includes Special Forces (SF), rangers, special
operations aviation (SOA), psychological operations
(PSYgQ_u ' ivil affair% nits—these are
discussed in|Chapters 4through shows the
ARSOF organizational structure based in the continental

United States (CONUS). The seven primary ARSOF
missions are —

« Direct action (DA).

Specia reconnaissance (SR).
Counterterrorism (CT).
Unconventiona warfare (UW).
Foreign internal defense (FID).
PSY OP.

o CA.

ARSOF are forces specificaly organized, trained, and
equipped to conduct special operations (SO) or to
provide direct support (DS) to other SOF. ARSOF—

« Provide aflexible military capability to defend US
national interests.

« Play animportant part of our total defense posture
and are a strategic Instrument of national policy.

« Give the National Command Authority (NCA) op-
tions from which they can choose to respond to In-
ternational Situations at reasonable cost and risk to
USinterests.

o Deploy in regions of national geopolitical and
military interest to support unified and specified
(U&S) commands.

Missions are assigned to ARSOF to directly support
the operational requirements of the theater commander-
in-chief f(CI NC). These missions are integrated, vital ele-
ments of both theater strategy and national objectives.
ARSOF missions and activities span the operational con-
tinuym.from peacetime competition through conflict to
war.|Figures 1-2 and[1-3 show the operational con-
tinuum.

Commanders need properly executed and timely col-
|lection, processing, and dissemination of intelligence and
combat information across the operational continuum.
ARSOF commanders use the IEW system to prevent
surprises and to concentrate fighting forces and combat
systems where they will be most effective.

At the tactical level, the IEW mission is to support
commanders with situation development, target develop-
ment, electronic warfare (EW), and counterintelligence
(CI). At the operational and strategic level, the [EW
mission also includes indications and warning (1&W).

shows the |EW mission.

The IEW system supporting ARSOF includes or-
ganizations and assets from the national level down to
and including the tactical ARSOF soldier in the field.
This system supports all ARSOF activities across the
operational continuum.

1-1
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NATION ASSISTANCE _Z;ZREGIONAL CONFLICT . LIMITED/GENERAL . ,
HUMANITARIAN ASS]STANCE ~ PEACEMAKING OPERATIONS CONVENTIONAL/NUCLEARf:ﬂ-
SECURITY ASSISTANCE | ATTACKS AND RAIDS DECLARED/UNDECLARE
CIVIL-MILITARY»OPERATIONS DIRECTACTON &

Figure 1-2. Operationai continuum.

End of iran-Iraq war

Iraq invades DESERT STORM PROVIDE

e e Kuwait (Ain) COMFORT
PEACETIME / \ PEACETIME
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\ / GALLANT NP '
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Figure 1-3. Example of operational continuum

SITUATION I TARGET

_ |PEVELOPMENT] |DEVELOPMENTY

Figure 1-4. The intelligence and electronic warfare mission.
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OPERATIONAL CONTINUUM

The operational continuum is a dynamic spectrum con-
sisting of three environments: peacetime competition,
conflict, and war. Within this continuum, the US can
find itself in peacetime competition with one nation and
a war with another nation, while in conflict with till
another nation —all a the sametime. Moreover, as
recent peacetime  contingency missions (such as
URGENT FURY, JUST CAUSE, OPERATION
DESERT SHIELD, and OPERATION DESERT
STORM) reveal, the operational continuum is not a one-
way street but rather a multi-path avenue which permits
operationsto flow in al directions.

Figure 1-3 shows how OPERATION DESERT
HIELD and OPERATION DESERT STORM flowed
along the operational continuum. Initially, the US and
Irag were in an environment of peacetime competition
that began at the end of the Iran-Iragq War.

The US was hoping to ?ain some influence over'Banh-
dad and pull them out of the Soviet sphere. But in July
1990, Iragq massed troops on the Kuwait border and

threatened to invade if Kuwait, anong other things, did

not cut its oil production. The US response was mostly

in the diplomatic arena; however, we held some joint air

defense exercises with our Persian Gulf alieswhich

placed us on the verge of a conflict environment on the
operational continuum.

When Iraq appeared to back off, the situation ap-
peared to remain in a peacetime competition environ-
ment. However, after Irag’ sinvasion of Kuwait and the
subsequent execution of OPERATION DESERT
SH IfIIE_L , the US and Iraq entered the environment of
conflict.

HISTORICAL

Timely and accurate intelligence and unprocessed com-
bat information can be a significant factor in operational
success. Historically, the commander who has superior
knowledge of mission, enemy, terrain, troops, and time
available (METT-T) factors has a critical edge in com-
bat. As the following examples show, the more informa-
tion and intelligence commanders have, the greater their
chances for success.

1-4

Had OPERATION DESERT SHIELD succeeded in
convincing Iraq to withdraw from Kuwait, then it would
not have been necessary to move into the next environ-
ment of the continuum — war. However, when months of
diplomatic and military maneuvering failed, the US and
itsaliesinitiated OPERATION DESERT STORM. At
this point, we crossed over into the war environment.

Initially, the allies limited their actions to aerial bomb-
ing, hoping to persuade Irag to withdraw. However,
Irag's failure to withdraw forced the alied move deeper
into the war environment. After the NM-hour ground
war, the allies called a halt to offensive operations but
maintained forces inside Irag — thus moving into the con-
flict phase of the continuum.

Still within the conflict environment of the continuum,
the situation with the Kurdish refugeesin northern Irag
caused the US to initiate OPERATION PROVIDE
COMFORT. This was a disaster (manmade) relief effort
under the heading of a Peacetime Contingency Opera-
tion.

AIthou?h thefinal chapter in the war with Irag remains
uncompleted, the allied goal isto work through the
operational continuum while rebuilding Kuwait and Iraq
and to reestablish a peacetime competition environment.
However, it is up to Irag whether that happens. The
potential exists for the US to shift backwards through
conflict and war again before achieving peace.

The ARSOF SI0 must be prepared to meet the
commander’s intelligence requirements for any mission
and be able to anticipate what new reguirements might
arise as the operation flows aong the continuum.

PERSPECTIVE

e InJanuary 1945, timely and accurate intelligence
enabled the 6th Ranger Battalion to rescue 511
American and Allied prisoners from a Japanese
prisoner of war (PW) compound near Cabanatuan
In the Philippines.

. Durir]?.the Korean War the i .ntellitgence communit%
identified enemy vulnerabilities for exploitation by
psychological warfare teams. These efforts were



very successful in lowering the morale, reducing

combat effectiveness, and encouraging desertion

and defection of communist troops. In summary, it
Is estimated that 65 percent of more than 150,000

communist PWs said US psychological warfare had

some influence on their decision to surrender.

« In South Vietnam, the combined intelligence
center’simagery interpretation (11) photographic
stud>édpro|9ram provided valuable intelligence that
helped SF units set up camp and hamlet security.
Often these camps became isolated strongpoints
astride communist infiltration routes and were a
constant thorn in the side of the North Vietnamese.

« In Panama, timely and accurate intelligence enabled
US forces to achieve al mission objectives within a
shorttime.  While thisintelligence resulted in a
quick end to the fighting, gaps in the intelligence
support to post-hostilities operations (population

FM 34-36

resource control, military government) slowed the
transition from combat to nation building.

o Inlrag, superb intelligence support resulted in an
overwhelming victory over the Iragi armed forces.
Intelligence d'so played akey rolein dealing with
the Shiite Musdlims in occupied southern Irag.
However, in northern Iraq, the US had to pl
catch-up to determine the direction the Kurdi
rebellion was taking and was reconnoitering for
suitable sites for refugee camps. This occurred only
days before the camps were to be established.

What history tells us is that the intelligence community
does an excellent job of supporting combat operations.
However, it isincumbent upon both the IEW system and
ARSOF to identify intelligence requirements for opera-
tions across the operationa continuum to include pre-
and post-hostilities phases.

COMBAT INFORMATION

Combat information is unevaluated data. It is gathered
by ARSOF elements during any combat operation or
wartime environment.  This information is provided
directly to the ARSOF commander which, due to its
highly perishable nature or the criticality of the Situation,
cannot be processed into intelligence In time to satisfy
the user’ s intelligence requirements.

Information becomes intelligence onceit is collected,
evauated, analyzed, integrated, and interpreted. In
other words, the distinction between combat and intel-
ligence isin how the information is processed and used.
When information must be processed and analyzed, or if
it needsto be integrated with other data and then
analyzed and interpreted, it is intelligence and not com-
bat information. Information may be both combat infor-
mation and intelligence, but in sequence. (See FM 34-1,
Chapter 2.)

Unevaluated information collected by ARSOF units
during target specific operationsis considered combat
information. It can be combined |ater with other intel-
ligence or information as part of the al-source intel-
ligence product.  Only after the datais validated,
analyzed, and processed does it become intelligence.
(See FM 6-20-10.) There are two types of intelligence
products. single-source and all-source.

SINGLE-SOURCE INTELLIGENCE

If the sources of an intelligence product are from only
one intelligence discipline, the final product iscalled a
single-source intelligence product. The following are
SOF-related examples of each intelligence discipline:

« Human intelligence (HUMINT) isintelligence
derived from information collected and provided by
human sources. ARSOF units provide the IEW sys-
tem with HUMINT through SR and debriefings of
units after operations. SR isexplainedin detail in

Chapter 4. M1 units support ARSOF with
HUMINT through controlled collection and tactical

interrogation operations.  (See FM 34-60, Chap-
ter 5; and FM 34-52, Chapter 3.)

o Signasintelligence (SIGINT) isintelligence that in-
cludes al communications intelligence (COMINT),
electronicsintelligence (ELINT), and foreignin-
drumentation  signals intelligence (FISINT).
ARSOF units use SIGINT to prepare for and
conduct infiltration and exfiltration; to locate actua
or potential threat positions; and to analyze possible
courses of action (COAs?i ARSOF units can collect
limited COMINT with organic assets. (See
FM 34-40, Chapter 4.)

15
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o |Imager inteIIiPence(IMINT) isintelligence derived
from the exploitation of products from visual
photography, infrared sensors, lasers, electro-optics,
and radar sensors.  ARSOF units use IMINT for
targeting, infiltration and exfiltration, and genera
reconnaissance or area orientation. (See FM 34-55,
Chapters1and 2.)

« Technical intelligence (TECHINT) isintelligence
concerning foreign technological developments, and
the performance and operational capabilities of
foreign materiel, which have or may eventualy have
a Eractical application for military use. ARSOF use
TECHINT products to exploit foreign weapons.
Since ARSOF units operate deep in hostile or
denied territory, they are often first to discover,
identify, and provide information concerning new

or previously unidentified material. (See FM 34-52,
Chapters 1, 3, and 4.)

o Measurement and signature intelligence (MASINT)
is a highly sophisticated application of state-of-the-
art technology and processing techniques to detect
and identify specific foreign weapon systems based
on inadvertent signatures. Thisidentification aids in
determining capabilities and intentions. ARSOF
unitsuse MASINT for developing target data.

ALL-SOURCE INTELLIGENCE

All-source intelligence can be a combination of combat
information, intelligence from more than one intelligence
discipline, or even datafrom previously completed all-
source intelligence products. To be called all-sourcein-
telligence, it must contain information from at least two
of theintelligence disciplines.

THE NEED FOR INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT

Today, ARSOF commanders depend even more on
timely, accurate intelligence and combat information
than did their historical counterparts. ARSOF com-
manders must be able to exploit METT-T factorsto their
advantage and to capture and keep the vital element of
surprise throughout the operational continuum.

ARSOF commanders need IEW support becauseit is
crucial in assisting the commander to make informed
decisions during the decision-making process. All IEW
disciplines are ARSOF operational multipliers. Each
discipline provides the accurate, sensitive, and timely in-
telligence and combat information commanders need to
complete their missions successfully.  1EW su#)ports
ARSOF commanders as they plan and execute effective
maneuver, firepower, force protection, and leadership.

SIGINT and EW are operational multipliers because
these assets provide ARSOF commanders with passive
and active means to protect C’systems. SIGINT and
EW are employed by combining both offensive and
defensive operations, as well astactics, techniques, and
procedures (TTP). Assets and products from disciplines

like HUMINT and IMINT are also valuable combat mul-
tipliers because they provide information or intelligence
that cannot be obtained otherwise.

Each intelligence discipline supports the final product
by confirming or denying the validity of information col-
lected by the other disciplines. 1EW products are
gathered and integrated into all-source intelligence
products to support the commander’ s concept of opera-
tions.

ARSOF commanders and their staffs must understand
how the IEW system works and how to integrate IEW as-
sets and products, along with the principles of integra-
tion, synchronization, and interoperability, to support
their concept of the mission. The environments and
types of operations will, of course, vary. The key to effec-
tive ARSOF intelligence support is for ARSOF to fully
use the intelligence system.  To do this, ARSOF
operators must work with supporting intelligence agen-
cles to sensitize the intelligence community to ARSOF
requirements.

THE INTELLIGENCE OFFICER

The ARSOF SO isthe ARSOF commander’slink to
the total IEW system. The commander relies on the SIO
to provide intelligence and combat information when
needed. The ARSOF commander directsthe IEW

1-6

process by establishing the commander’s critical informa-
tion requirements. These requirements consist of the
commander’s priority intelligence requirements (PIR)



and information requirements (IR) and the operational
requirements for the staff.

The SIO must know the composition of the IEW sys-
tem, the ARSOF SIO’s place in it, and how to use it;
otherwi cannot answer the commander's PIR
and IR | Figure 1-5{shows SOF IEW requirements.

The SIO plans, supervises, and coordinates collection
and analysis efforts to make sure the commander and
staff elements get timely combat information and intel-
ligence products. Using the intelligence cycle and the
|PB process, the SIO develops and maintains an intel-
ligence data base.

THE INTELLIGENCE CYCLE

The existing intelligence cycleistailored to meet
ARSOF IEW requirements. The intelligence cycleis
used by the SIO to ensure the commander is supplied
with pertinent, timely, and continuous intelligence
products and combat information.

As its name implies, the intelligence cycle is con-
tinuous. It has no true beginning nor end and, although
each step is done sequentially, all phases are done con-

rrrently. The intelligence cycle, which is shown in

| Figure 1-6} consists of four steps: directing, collecting,

processing, and disseminating and using. Supervising
and planning are inherent in al phases of the cycle.
| Chapter 2|discusses the intelligence cyclein detail.

INTELLIGENCE PREPARATION OF THE
BATTLEFIELD

The SIO uses the IPB process to provide answers to the
commander’sPIR and IR. IPB gives the commander
and staff a continuous picture of METT-T and other
operationa factors. They use this information as a guide
to determine where and when to use available resources.
The IPB product is continually updated and briefed to
the commander, who yses this information when makin
decisions|Figure 1-7|shows the IPB process. The TT
of IPB to Support SOF operations are in|Chapter 10,
Details of IPB process are in FM 34-130, Chapter 2.

INTELLIGENCE DATA BASE
All MI officersmaintain a general data base for their

commander’s assigned AO as well as for potential con-
tingency areas. This data base containsinformation on

FM 34-36

threat, weather, terrain, sociology, polities, training,

economies, psychology, and other factors. The mission
and the commander’s direction define the parameters of
the data base.

ARSOF commanders and their staffs also maintain in-
telligence data bases, but these bases are three-tiered
pyramidical bases; they consist of generic datg, durable
data, and perishable data, as shown in{Figure 1-8.

Generic data, shown at the bottom of the figure, isin-
formation common to or characteristic of a whole group
or class rather than an individual or specific target; for
example, fundamental, critical components of thermal
power generation that are found at any thermal power
generation plant anywhere in the world.

Themiddle tier contains site, system, or area specific
data that are not time perishable. Thisincludes durable
information about existing natural and synthetic terrain
features, installations, equipment, and personnel. It also
includes imagery blueprints, layout diagrams, flow charts,
maps, demographics, biographies, and other data that
will not change significantly for as |org as such features,
installations, equipment, or personnel exist. (Both the
lowest and middle tiers of data are assembled before a
warning order isissued and address what may be tar-
geted by ARSOF.)

Thetop tier contains Site, system, or area specific real
time or near-red-time (NRT) data that are time perish-
able. This includes transitory information about existing
installations, equipment, and personnel. It is assembled
after awarning order is issued and focuses on the actual
locations and status oggeo |e, places, and things that
will be targeted by ARSOF. Examples of datain this tier
include guard routines, locations of hostages, operational
status of special weapons, and transport and delivery sys-
tems during the ARSOF targeting window.

The ARSOF commander and staff usethisd
throughout the mission planning process| Figure 1-9
shows how the commander’ s guidance and interpretation
of the operation plan (OPLAN) set the parameters of the
data base and support operational and logistical plan-
ning.

1-7
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Figure 1-9. SOF mission planning.

INTELLIGENCE CYCLE AND MISSION PLANNING PROCESS
The intelligence cycle directly correlates with the com-

mand, intelligence, operatiops, and logist

ARSOF mission planning. | Figure 1-10

Cs processes for

shows how the

SOF commander keys the directing step of the intel-
ligence cycle and defines the parameters of the intel-
ligence data base. The development and maintenance of
the SOF intelligence pyramid falls within the collecting

and processing steps of theintelligence cycle. Thedis-
semination step of the intelligence cycle ensures that the
ARSOF operations and logistics elements receive the in-
telligence they need to plan, equip, and execute the
operation.
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CHAPTER 2
INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT

The ARSOF commander employs the IEW system
throu%hout the operationa continuum. This chag(t)er
describes how the total IEW system works with ARSOF
to accomplish the mission. ARSOF commanders have

limited organic |EW assets and depend highly on con-
nectivity with theater and national level [ntelli agen-
cies for operationa intelligence support| Figure 2-1 lists
these assets by organization and echelon.

THE INTELLIGENCE CYCLE

All intelligence operations follow a four-step process
known as the intelligence cycle. The mission drivesthe
intelligence cycle 1sing and planning are inherent
in each step of it Figure 2-2Fsh0wsAR F unit intel-
ligence cycle functional responsihilities.

Theintelligence cycleis continuous. Even though the
four steps are conducted in sequence, all are conducted
concurrently. While available information is processed,
additional information is collected, and the intelligence
staff is planning and directing the collection effort to
meet new demands.

Previoudly collected and processed information (intel-
ligence) is disseminated as soon asiit is available or
needed. Often this process must be compressed to meet
mission requirements. For example, ranger battalions
must deploy and be target-bound within 18 hours.
Products resulting from this process are used to support
the ARSOF commander’s changing PIR and IR.

Intelligence planning begins concurrently with other
staff planning. Until an intelligence estimate is available,
detailed operational planning cannot be completed. The
SIO must be ready to provide an estimate for the next
operation and revise the current estimate to meet chang-
ing operational conditions.

As planning progresses and operationa details are
devel oped, the commander continues the decision-
making process. As a result, intelligence plans are either
substantiated or changed. The farther an operationis
projected into the future, the more likely it is that chan-
ges in the situation will alter intelligence plans. The
commander’s intent, concept of the mission, and the in-
tellieg?ence estimate are the basis for allocating resources.
Intelligence planning and supervising must remain

flexible. IPB isan integral part of planning and supervis-
ing throughout the intelligence cycle.

Both the intelligence cycle and the IPB process are
cyclicinnature. Just like the intelligence cycle, al IPB
functions are performed continuously and simultaneous-
ly to support the commander’s concept and mission. The
estimate s developed from conclusions derived from the
IPB process and from information drawn from intel-
ligence data bases.

DIRECTING

The commander, through the SIO, directs the intel-
ligence effort.  The ARSOF S2 performs collection
management planning before the operation begins and
guides the effective emplo]yment of collection resources
during the operation.  The graphic data bases are
developed and maintained through research and | PB.
IPB, coupled with available data bases, provides a foun-
dation for situation and target development. This
provides ameans for prcjecti ng battlefield events and ac-
tivities in the operational area and for predicting COAs.
By comparing these projections with actual eventsand
activities as they occur, the SIO can provide the com-
mander with timely, complete, and accurate intelligence.

Intelligence agencies from national level down con-
stantly develop and maintain intelligence data bases. The
SO accesses these data bases to prepare initia intel-
ligence estimates and to analyze the area of operations
(AO) showing probable foreign COAs. Thisanalysisis
based on mission requirements and the commander’s
PIR. The product resulting from this guidanceisanin-
telligence estimate. (See FM 34-1, Appendix B.) The in-
telligence estimate is integrated with other staff
estimates. It is presented to the commander who decides
what actions are needed to accomplish the mission.

21



FM 34-36

n
N

ECHELON PRODUCERS ORGANIC RESOURCES | REQUESTS SPT FROM
EAC J2 Interrogators Theater USAF, USN,
JIC TECHINT analysts USMC, nationai ievel
SOCJ2 Controlled collection agencies, and host nation
Theater Army G2 MDCI spt dllies
EACIC SIGINT analysts
HF jamming
IMINT collection and
analysis
TASOSC ISE Analysts SOC J2
EACIC
Theater Army G2
USASOC ** G2 Analysts (aii) SO J2, USSOCOM #*
USASFC DCSINT TASOSC *
USACAPOC G2
SF Group Group S2 Staff SR teams USASFC **
Group Mi Det MDC! spt SOC, JTF, TASOSC*
Bn S2 Staff Interrogators
Bn Mi Det SOT-A
TCAE
Imagery analysts
Soidiers
Ranger Regiment | Regt S2 Staff MDCI USASOC **
Bn S2 Staff Regt Recon Det SOC, JTF, TASOSC*
Soldiers
Patrols
Analysts
Imagery analysts
SOA Regt S2 Staff Air crews USASOC **
Bn S2 Staff Soldiers SOC, JTF, TASOSC*
CA Bn S2 Staff Soldiers USASOC **
Analysts SOC, JTF, TASOSC*
POG R&A Co Interrogators usasoc **
Group S2 Staff Soldiers SOC, JTF, TASOSC*
Bn S2 PDC Staff PSYOP specialists
LEGEND: * Conflict or War =+ Peacetime
Figure 2-1. IEW assets by organizations and echelon.
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Based on the commander’sintent, PIR, and initial in-
telligence estimate, the SIO determines the specific IEW
assets needed to satisfy the commander’s requirements.
FM 34-2, Chapter 2; and FM 34-130, Chapter 5, discuss
IPB collection management.

The commander’s PIR drives the SIO collection and
dissemination efforts. Based on thorough knowledge of
al operational factors, the SIO devel ops recommended
intelligence requirements to support the commander’s
concept of the operation. The intelligence staff—

o Accesses data bases.

o Tasksasss.

o Assesses capabilities.

o Directs, processes, and disseminates intelligence

and combat information during and after deploy-
ment.

« Usesnational intelligence capabilities to forecast
foreign intent, COAs, and vulnerabilities.

« Coordinates multidiscipline  counterintelligence
(MDCI) support before, during, and after the
operation.

PIR and IR are the basis for intelligence collection and
production. ARSOF PIR are as concerned with host na-
tion and loca populace as they are with the threat and
the other characteristics of the AO. The commander ap-
proves PIR and the SIO approves IR. These IR reflect
some of the intelligence requirements that are less criti-
cal to the commander’s decisions, but still include infor-
mation to support the operations. Once approved, PIR
and IR are integrated into the all-source intelligence col-
lection plans that drive situation and target development.

As these mission requirements change or as old re-
quirements are met and new requirements are estab-
lished, the SIO develops new PIR and IR to answer
them. Aﬂpendix A contains a sample collection plan and
a chart that lists sources and agencies with the units and
activities that fit into each category.

COLLECTING

Collecting entails gathering information from all sour-
ces. Collection operations are guided by PIR and IR.
The SIO focuses them on named areas of interest
(NAls), which are points or areas where activity confirms
or denies a particular COA; or on target aress of interest
(TAIS), which are engagement points or areas. These
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areas usually are along an avenue of approach (AA)
mobility corridor where the interdiction of a threat force
by fire, maneuver, or jamming will reduce or deprive that
force of aparticular capahility.

ARSOF TAls include population groups, installations,
and critical facility nodes within a strategic target system.
Some examples are key bridges, assembly areas, trans-
portation d air defense artillery (ADA) sys-
EI?EIS SeeIChgter 10jfor more information on NAI and

For ARSOF, the collecting phase of the intelligence
Cé/de begins as soon as mission area requirements are
identified. The collection process is conducted using all
the means available within the IEW system — both inter-
nal and externa to the ARSOF organizations. Collected
information is reported to the collection management
and dissemination (CM&D) section of the M| detach-
ment. Asincoming reports are received, thgy are
matched with the collection requirements they sati g and
forwarded to the all-source production section (ASPS)

for processing.
PROCESSING

Processing is the phase of the intelligence cycle where
information becomes intelligence. Processing results
finished intelligence products the ARSOF commander
and steff use for planning and executing the mission.
lE)’(reloc ng consists of the three operations discussed

ow.

Recording

Recording convertsinformation into writing or other
forms of graphic copy and then arranges it into groups of
related items. Recording can be done manually or by
computer and ranges from the simple logging-in of in-
coming message traffic to preparing IPB terrain
Broducts._ Posting on an incident map or overlay would

e recording.

Evaluation

Evaluation determinesif the information is pertinent,
reliable, and accurate. The analyst can rule out or con-
firm the validity of the information by applying his
knowledge of the terrain or other conditions. However,
this process can require the reorientation of collection
assets to confirm or deny the validity of agiven report.
Thisiscritical for ARSOF units preparing to operate
againgt targets deep behind enemy lines or in denied
aress.




Analysis

Analysis determines the significance of the information,
based on information and intelligence aready known,
and then draws conclusions about the probable meaning
of the evaluated information. Analysisis a continuous
process applied to al available data. However, it be-
comes critica during the threat integration function of
the IPB process. During threat integration, the friendly
commander and staff analyze all available information
against al possible enemy and friendly COAs. Anim-
portant task performed through the evaluation and
processing operations is indications and warnings

(1&W).
DISSEMINATING AND USING

The final part of the intelligence cycle is disseminati n(_?
and using. Intelligence and combat information are 0
little value if they are not delivered when and where they
are needed. Failure to do this defeats a thorough and
successful collection and processing effort. Since most
intelligence and combat information s time sensitive, in-
telligence products must be disseminated to the ARSOF
operations officer and commander when they need it and
inaform they can use. Report formats are discussed in
FM 34-1, Chapter 3 and Appendix G, and are shownin
FM 34-3, Appendix A.

FM 34-36

Disseminating is driven by ARSOF operation require-
ments. The fast-moving nature of ARSOF operations
dictates the need for transmitting information quickly.
Electrical message, data link, secure voice radio, and
courier are the primary means of dissemination during
ARSOF operations.  Spot reports can be transmitted
quickly and contain the bulk of combat information.

Combat information and operational data are the
mainstay for ARSOF commanders.  ARSOF com-
manders use this data to accomplish their mission. Any
element that obtains combat information must dissemi-
nate it by the fastest, most direct means available. In an
ARSOF unit, thisis done by entering the appropriate
net. ARSOF commanders must ensure that intelligence
nets are established. If direct communication over these
nets is not possible, information should be passed
through any available communications net to arelaying
headquarters.

Combat information also is reported through intel-
ligence channels for processing and disseminating. Intel-
ligence, combat information, and targeting data are
disseminated based on established requirements stated
in unit SOPs. Although these requirements may vary,
each unit must use a System that establishes priorities to
distribute the most critical information first.

SPECIAL OPERATIONS FORCES COMMANDER'S
INTELLIGENCE REQUIREMENTS

Because the intelligence cycle is predicated on the
commander’ sintent, the ARSOF commander executing a
mission is best suited to define his intelligence needs.
When the commander clearly identifies and prioritizes
the PIR, M1 assets can provide the type and amount of
intelligence needed to direct the operation.

To best support their commanders, ARSOF collection
managers must identify and prioritize their standing and
time-sensitive collection requirements. They must then
forward these requests for intelligence information

(RI IszI to their higher headquarters to be incorporated
into the theater and national requirements list. The Joint
Tactical Exploitation of National Systems (JTENS)
Manual and FM 34-2, Appendix C, specify request
formats to get support from national systems. Other
support requests should use theater-specified formats.

Ive |EW mission tasks, which are shown at
Figure 1-4[ are discussed below.

SITUATION DEVELOPMENT

Situation development is the process resulting from col-
llecting and integrating intelligence and combat informa-
tion into all-source products that provide an estimate of
the situation and a projection of foreign capabilities and
intentions. These products |et ARSOF commanders see

and understand the operational environment in sufficient
time and detail to employ their forces effectively. Thus, a
picture is developed based on an analysis of intelligence
holdings which are continuously updated by collecting
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and processing information. Situation development in-
corporates all four steps of the intelligence cycle.

During situation development, the SIO uses IPB in the
mission planning process to provide systematic and con-
tinuous analysis of al the operationa factors in specific
geographic areas.

The following types of ARSOF analytical products are
integrated into the IPB product to support Situation
development.

o General area study.

o PSYOP estimate.

o Target intelligence package (TIP).

o Area assessment.

o Civil-military operations estimate.
GENERAL AREA STUDY

Generd or specific area studies provide broad back-
zround knowledge of an area, region, or country. Each

RSOF unit performs a general area study to orient its
members on potential operational areas.  With ASPS
support, the unit's area specidist team (AST) manages
the area study program and assists the ARSOF element
with its generd area studies. Appendix B provides a
sample outline for ageneral area study.

PSYOP ESTIMATE

A PSYOP estimateis an analysis of the current situa-
tion from a psychological viewpoint. It considers al of a
commander’s feasible COAs, analyzes and compares
them, and then recommends key PSY OP factors affect-
ing accomplishing the overall mission.  Appendix C
provides a sample outline for a PSY OP estimate.

TARGET INTELLIGENCE PACKAGE

TIPs containi n}g operationa area intelligence are
detailed studies of specific targets within a designated
joint special operations area (JSOA). The special forces
group SFG) and battalion ASTs and ranger order of

atle (OB) sections maintain libraries of approved spe-
cid oReraIi ons mission planning folders (SOMPFs).
With ASPS support, they continualy review and update
TIPs to provide the latest operational area intelligence to
deploying SOF units,

Once an ARSOF unit deploys, the supporting AST or

OB section continues to search for intelligence of interest
to the ARSOF team. The AST monitors RIls submitted

2-6

by the deployed ARSOF unit and ensures timely answers
to the unit’s questions.

Multiple military and national intelligence agencies
prepare TIPs to satisf¥ ARSOF planning needs for
specific targets.  Each TIP includes data on the target
and important installations in the surrounding area,
military aspects of terrain, and forces near or at the tar-
get that could affect accomplishing the mission.

TIPs are specially designed to support SOF require-
ments, however, they should also be useful to any
services' ground forces, or air targeting forceswith amis-
sion against the target. TIPsinclude but are not limited
to-

 Army country profile (ACP), which is used to obtain
basic data on a specific AO.

« Imagery, which playsthe biggest role in the up-to-
date information that goes into each TIP. It is used
to confirm or deny existing OB information, as well
as to provide the |atest images of ongoing construc-
tion and levels of activity. Imagery I1salso used to
produce the highly detailed graphics and overl
that accompany each TIP. JCS Publication 3-05.
specifies the format and control of TIPs.

o Maps and overlays, which are used to portray the
latest known locations of unitsin thefield, unitsin
garrison, defense sites, key terrain, and other
facilities such as communication sites, ports and har-
bors, and lines of communication (LOC).

o Automatic data processing (ADP), which is used to
produce up-to-date information that is incorporated
Into each TIP.

« Country studies and other publications, which are
used to provide information demographics, culture,
religion, hydrology, and other general subjects.

AREA ASSESSMENT

ARSOF area assessments are internally generated.
The area assessment is a continuous process that con-
firms, corrects, refutes, or adds to previousintelligence
gained before deploying. The ARSOF unit transmits the
results of the area assessment to its operational base onl y
when thereis new intelligence that differs significantly
from the intelligence they receive before deploying. By
conducting an area assessment, a deployed ARSOF unit



continually adds to its knowledge of the JSOA. The
ARSOF unit begins its area assessment as soon as it
enters its operationa area.

Thereisno rigid format for making an area assessment,
but the area study outline at Appendix B provides a
guide. The area assessment serves as the basis for the
commander’s estimate of the situation.  Some major
aspects of the area assessment include —

« Foreign situation and security measures.
« Situation of the supported indigenous force.

FM 34-36

o Attitude of the civilian population.
CIVIL-MILITARY OPERATIONS ESTIMATE

The civil-military operations estimate aids commanders
in accomplishing their missions while minimizing civilian
interference and reducing collateral damage to the
civilian populace and economy. These estimates include
information concerning civilian population density, con-
figuration, public health, public safety, and probable
routes and numbers of dislocated civilians. Appendix D
contains asample outline for a civil-military operations
estimate.

TARGET DEVELOPMENT

Target development for ARSOF is conducted during
peacetime, conflict, and war. ARSOF employstwo dis-
tinct target development processes which overlap:

o Deliberate targeting process, which is along-term
process that occurs during peacetime.

. sdeaotivc_e targeting, which is an accelerated process
used during crisis or war.

The MI concept of targeting most closely parallels the
SOF adaptive targeting process.

DELIBERATE TARGETING PROCESS

In the deliberate targeting process, ARSOF missions
focus on facilities, installations, and system components
which are critical to anation’s warfighting capabilities,
infrastructure, or internal stability. Thistarget selection
program must examine all potential target systemsto
determine which are best suited to accomplish the sup-
ported CINC's objectives. Since the deliberate targeting
program occurs prior to hogtilities, critical node selection
Is based on peacetime data bases and analysis.

ADAPTIVE TARGETING PROCESS

In the adaptive tar((];eti ng process, target selection goals
are not confined to destroying or damaging a freed target.
The major goals are to dter, affect, Impede, or report

ELECTRONIC

EW coordination is a shared responsibility of the
ARSOF staff. This staff consists of the S2, S3, signal of -
ficer, and MI detachment commander. The commander
uses EW to determine, exploit, disrupt, and deceive
foreign C'systems whale protecting friendly use of the

threat activity. Movers, shooters, emitters, and sitters
which are identified and located by ARSOF in the JSOA
become acritical set of target categories.

However, while a conventiona forces targeteer can
task units to actively pursue threat forces—much asa
hunter stalks prey —the ARSOF targeteer must approach
the deep battle adaptive targeti n% process from the
mindset of atrapper. The ARSOF SIO examines the
JSOA and its adjoining areas to predict threat force
movement patterns and to assess their speed of move-
ment. These analyses result in identifying NAIswhich
the ARSOF commander can nominate as future TAI or
future JSOASs to his theater specia operations com-
mander. These TAIs can then become assigned JSOAs
for ARSOF target missions.

It isimportant for the ARSOF SIO to know that the
deliberate and adaptive targeting |orocesses depend on
effective and timely use of the intelligence cycle. ARSOF
target development is the result of complete and ac-
curate Situation devel oFment during peacetime contin-
gency planning and battlefield analysis during conflict or
wartime. |PB supports target development programs
and provides the ARSOF commander with the intel-
ligence needed to select valid target nodes for his opera-
tional elements.

WARFARE

electromagnetic spectrum.  EW can be defensive or of -
fensive. It contributes significantly to command, contral,
and communications countermeasures (GCM). ARSOF
commanders consider integrating Air Force and other
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non-SOF EW support into special operations. EW sup-
port is used—

« During infiltration and exfiltration.

« During critical timesin mission execution (par-
titularly in DA and CT missions).

« Asan anti-pursuit expedient.
DEFENSIVE EW

Defensive EW, or electronic counter-countermeasures
(ECCM), protects friendly C’systems. ECCM include
such passive procedures as emission control and terrain
masking. They also include immediately identifying and
reporting meaconing, intrusion, jamming, and inter-
ference #M 1J1) of afriendly C'facility. The signal officer
has staft responsibility for ECCM. However, ECCM is
the responsibility of every soldier who uses or supervises
the use of communications and noncommunications

emitters.
OFFENSIVE EW

Offensive EW exploits, disrupts, or deceives threat
command, control, communications, and intelligence
(C'l) systems. There are two types of offensive EW:
electronic countermeasures (ECM) and electronic sup-
port measures (ESM).

Electronic Countermeasures
ECM systematically disrupt hostile C systems by jam-
ming and deception.  Selective jamming and imitative

deception can disrupt and delay foreign reaction to the
presence of SOF on the ground at the objective. The S3

has staff responsibility for ECM. The SF group has a
very limited organic tactical jamming capability so it
relies primarily on theater systems to provide ECM sup-
port for its operations. The S3 EW officer (normally an
additional duty) gl ans and coordinates this support with
the help of the S2. One of the major dutiesisto protect
friendly frequencies.

The Joint Restricted Frequency List (JRFL) isatime
and geographically oriented listing of taboo, protected,
and guarded functions, nets, and frequencies. It is com-
piled and managed by the signal officer, coordinated with
the intelligence officer, and approved by the operations
officer. The JRFL islimited to the minimum number of
frequencies necessary for friendly forces to accomplish
assigned missions. It facilitates friendly EW actions by
placing the minimum number of restrictions on ECM sys-
tems.

Electronic Support Measures

ESM intercept, identify, and locate threat emitters.
ESM provide information required for ECM, ECCM,
targeting and situation development, and operations.
ESM resources provide information to support EW ac-
tivities like avoidance, targeting, and hor_nin(};. Such
resources may also be a source of information for loc
electronic order of battle (EOB) development, target
surveillance, and EW mission control. In the process of
performing the functions listed above, ESM also provides
Intercept, location, and identification of hostile signals by
using equipment and techniques similar to those used to
produce SIGINT. ESM may also draw on data bases
produced by other SIGINT activities and intelligence
SOUrces.

COUNTERINTELLIGENCE

Cl provides analysis of foreign intelligence threats to
include espionage, sabotage, subversion, assassination,
terrorism, and other threats.  Thisis accomplished
through the four major Cl functions: investigation, col-
lection, operations, and analysis and production. (See
FM 34-60, and FM 34-6(3A, for more information on Cl.)
Cl operations-

« Must include specific actions which support the
protection of the force.

« Counter the foreign multidisciplined intelligence
threat.
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» Counter foreign sabotage, subversion, assassination,
and terrorism.

Cl does not include -

o Personnel or information security.
» Physical security.
o Operations security (OPSEC).

MDCI analysis provides ARSOF commanders with
detailed assessments of foreign all-source intelligence
and security threats near their operational basesand in
their operational areas. These foreign threat assessment



are critica to the unit’'s OPSEC and base defense
programs.

MDCI analysts also support ARSOF deception opera-
tions by determining foreign intelligence collection as-
sets. MDCI analysts provide the S3 with recommen-

INDICATIONS

I&W isacritical subfunction of the processing step of
the intelligence cycle. Thisis where the intelligence com-
munity monitors threat activity to ensure that their politi-
cal, mi IitarK, economic, or diplomatic actions are not a
prelude to hostilities or other acts contrary to USinter-
ests. Analysis of 1& W reports can alert the system to
possible threat activity and can be used to refocus and
adjust intelligence requirements and collection efforts.

At the national level, the Department of Defense
(DOD) performs 1&W by using the Worldwide Warning
and Indication Monitorinﬁ System (WWIMS). Under
the auspices of WWIMS, the national intelligence agen-
cies, service branches (Army, Air Force, Navy), and
unified and specified CINCs maintain 24-hour [&W
watch centers.

At the theater level, I&W analysis allows commanders
to better anticipate and understand NCA actions which
may |ead to the decision for military involvement. In
order to impede a threat attempt at Strategic surprise,
theater-based all-source intelligence analysisis vital to
the theater commander and to the NCA.

High-intensity conflict in a theater of war would be
preceded by atailure on the part of the countriesin-
volved to adhere to long-standing rules of behavior.
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dations of friendly activities to support the deception; if
these activities are employed, they will help evaluate their
effectiveness. See FM 90-2 and FM 90-2A for details on
battlefield deception and electronic deception principles
and TTPs.

AND WARNINGS

Once a theater intelligence staff has discerned the
threat's political designs, the information gl eaned durin
the performance of the second and third functions o
operational level of war IPB yields abroad picture of
how athreat could be expected to fight and to what ob-
jectives.

ARSOF is both a consumer and producer of 1&W
reporting. It uses [&W reporting on world military-
political developments to focus and refineitsintelligence
collection priorities and update and guide its operational
and contingency pl annirég. This becomesincreasingly
critical once an ARSOF element enters the final mission
preparation and execution stages.

Once deployed, ARSOF elements can provide unique,
first-time 1& W reporting from denied areas, and can
confirm or deny 1&W reporting from other sources.

Although WWIMS supports al of DOD, the SOF-
specific [&W centers are located at the Joint Special
Operations Command, Fort Bragg, NC, and at US Spe-
cial Operations Command at McDill AFB, FL. For
ARSOF, the USASOC EOC monitorsthe |&W system
from its headquarters at Fort Bragg.

ARMY SPECIAL OPERATIONS FORCES INTELLIGENCE AND
ELECTRONIC WARFARE TEAM

The |EW team that provides dedicated support to
ARSOF operationsis led by the ARSOF commander.
Under the C*and guidance of the ARSOF commande,
the S2, S3, and the supporting MI unit commander work
together to provide the information and intelligence the
ARSOF commander needs to support the concept of the
operation.

The MI commander executes the SOF commander’s
|&W directives. The ARSOF commander leads the IEW

team. The commander provides team leadership,
motivation, focused perspective, and direction. He
provides the SIO withinitial guidance on hisintent and
concept of the operation and identifies his PIR. The SIO
evaluates the commander’s PIR and recommends adjust-
ments if needed. The commander then approves the
fina PIR and the intelligence cycle begins.

The SIO manages and supervises SOF intel-
ligence operations and security programs. Based on

2-9
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intelligence requirements, the SIO develops intelligence « Determines friendly vulnerabilities by comparing

collection requirements and tasks subordinate elements, the friendly force profile with the MDCI estimates
including organic and supporting M1 units. provided by the CI section.

The S3 plans and directs EW and OPSEC based on « Recommends OPSEC measures and evaluates their

mission requirements. The S3- effectiveness. The MI detachment commander
manages organic M| assets to accomplish assigned

o Tasks subordinate elementsto carry out these mis- IEW missions and exercises C'over al organic and

sons. attached M| elements and operational control

(OPCON) over supporting M| assets.

2-10
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CHAPTER 3
ORGANIZATION STRUCTURE AND COMMAND AND CONTROL

This chapter describes the ARSOF IEW organization
and C, ADP links and support, and the collection

management process.

ORGANIZATION AND COMMAND AND CONTROL

SOF organizations are based on generic group or
regimental and battalion structures. These structures are
modified to meet specific environmenta and operationa
considerations which may be unique to specific theaters
where they are employed.

There are five theater SOF commands:

« Specid Operations Command, Europe (SOCEUR).

o Specia Operations Command, Pacific (SOCPAC).

o Specia Operations Command, Atlantic
(SOCLANT).

o %Scial Operations Command, Central
(SOCCENT).

o Specid Operations Command, Southern
(SOCSOUTH).

These SOF commands are subunified commands
whose missions are to conduct special operations when
authorized by each unit’s combatant command. Theater
Army Special  Operations Support Commands
(TASOSCs) and the active and Army reserve PSY OP
groups and CA elements are also task organized in the
same way. The ranger regiment can be committed to a

ecific theater CINC or held.under national control,
epending on the situation, Figure 3-1 shows the com-
batant command (COCOM) siructure.

USSOCOM

The US Specia Operations Command (USSOCOM) is
the unified COCOM for specia operations. All
CONUS-based SOF are assigned by the Secretary of
(SECDEF) to the CINC, USSOCOM.

igure 3-2

shows the command relationships. The CINC
exercises COCOM of assigned forces through a com-
bination of service and joint component commanders.

USSOCOM and most of the theaters it supports have
command arrangement  agreements (CAA) which
authorize direct liaison authority (DIRLAUTH) between

US Army Specia Operations Command (USASOC)
operational elements and the supported theater's Special

perations Command (SOC). These direct channels
support ARSOF intelligence tasking and reporting re-
quirements. That is why these DIRLAUTH arrange-
ments are extended to the major subordinate units
(MSUs) and the organizations that will exercise OPCON
over them in contingencies and wartime. This ensures
these elements get timely and accurate intelligence
throughout the mission or operation.

The J2 USSOCOM establishes the policy, guidance,
and overd| direction of SOF intelligence operations.
The policy, guidance, and overall direction of ARSOF in-
telligence operations in peacetime is executed by the
USASOC DCSINT.

THEATER SPECIAL O(S’ZE)RATIONS COMMAND

The SOC (J2), as the theater SOF intelligence mission
tasker —

« Developsin-theater IEW policy, planning, and coor-
dination.

o Ensures there is enough intelligence support re-
quested for each mission tasked by the special
operations commander.

« Coordinates with theater service IEW organizations
to collect, produce, and disseminate intelligence to
meet SOF requirements.

o Tasks callection and production assets to satisfy
SOF intelligence requirements.

« Coordinates joint special operations intelligence
collection operations and the production and dis-
semination of TIPs to support SO targeting. (See
FM 31-20, Chapter 1; and FM 100-25, Chapter 6.)
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Coordinates with the SOC Communications-
Electronics Directorate (J6) to ensure the
availabili éycof Secure sensitive compartmented infor-
mation (SCI) voice and data communications be-
tween SOC headquarters, SOC component
commands, and the TASOSC.

Maintains direct liaison with operational and
strategic level intelligence agencies.

Maintains direct liaison with combined and allied
SOF intelligence staffs.

SDOe\IéeI ops |EW policies, plans, and programs for

Maintains maps and terrain and imagery products
for immediate contingency use by the SOC head-
quarters.

US ARMY SPECIAL OPERATIONS COMMAND
USASOC is the mgjor Army command (MACOM) for

s&ecial operations.  Itsmajor subordinate commands
(MSCs) are -

US Army John F. Kennedy Special Warfare Center
(USAJFKSWC).

US Army Specia Forces Command (USASFC).

US Army Civil Affairs and PSYOP Command
(USACAPQOC).

75th Ranger Regiment.
160th Specia Operation Aviation Regiment.

The DCSINT, USASOC -

3-4

Directs the intelligence, Cl, and security support to
al CONUS-based Active Component (AC) and
Reserve Components (RC) ARSOF.

Advises the commander on all intelligence training
matters. Thisincludes current policy, doctrine, and
concets.

Develops and implements policy and guidance used
to evaluate and monitor the readiness status of the
AC and RC intelligence units.

The Office of the Dept

Coordinates directly with USSOCOM and the
Theater Army to ensure continuity and com-
patibility of theater SOF intelligence requirements.

Manages readinesstraining (REDTRAIN) and live
environment training opportunities and programs
for ARSOF personnel.

Isthe SIGINT mission activities manager for al AC
and RC SOF.

Serves as the functional interface between ARSOF
and M1 to resolve doctrinal, training equipment,
and personnel issues.

ODCSINT ORGANIZATION
y Chief of Staff for Intelligence

(ODCSINT), as shown in|Figure 3-3, is discussed below.

Plans, Policy, and Programs Division

The Plans, Policy, and Programs Division —

Prﬁ)ares long-range intelligence plans like medium-
and long-range threat assessments and crisis impact
analyses.

|dentifies trends and issuesin the intelligence field
which may affect the SOF community.

Reviews, analyzes, recommends, and manages the
ODCSINT segment of the USASOC goals and ob-
jectives.

Identifiesintelligence production requirements
(IPRs) in support of SOF.

Provides policy and guidance, higher and lower, for
thSOe |:|oroducti on of intelligence studiesin support of

Develops interoperability guidance for MACOM
and MSC intelligence entities.

Establishesintelligence requirements for the com-
manding general and staff and develops the format,
content, focus, and timing of periodic output by the
MSC to meet these requirements.

Provides policy oversight of al intelligence
programs.
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ODCSINT

PLANS, POLICY, IEW REQUIREMENTS S SPECIAL
and PROGRAMS SUPPORT MANAGEMENT %‘l\‘/’l‘é{g;\; SECURITY
DIVISION DIVISION DIVISION OFFICE
Figure 3-3. USASOC ODCSINT organization.

« Develops ODCSINT operating policies and SOP in
accordance with guidance from the ODCSINT.

o Managesthe ODCSINT budget.

« Compiles and maintains ODCSINT history; estab-
lishes suspense dates and registers requirements
with the Requirements Management Division for
tasking and tracking.

« Maintains continuing liaison with policy makers at
USSOCOM and Department of the Army.

o Administers the Strategic Industrial Targeting
- Analysis Program.

« Produces quarterly progress reportson ODCSINT
goals and objectives.
I[EW Support Division
The IEW Support Division —

Isthe focal point for all incoming intelligence ar-
chitecture taskings and actions.

Develops IEW equipment requirements.

Interfaces with the USAJFKSWC, USASOC, and
US Army Intelligence Center on doctrinal, training,
and other combat development matters as required.

Coordinates to acquire nondevelopmental items
(off-the-shelf equg\)ment) in corp unction with
USASOC Deputy Chief of Staff for Operations
(DCSOPS).

Isthe intelligence focal point for USSPACECOM
actions.

Is the command focal point for the Tactical Ex-
ploitation of National Capabilities (TENCAP)
program.

3-5
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Coordinates and controlsthe DCSINT automation
program.

Isthe staff proponent for all intelligence training
matters.

Represents USASOC to INSCOM, HQDA, and
other agencies and commands to identify intel-
ligence training requirements and training oppor-
tunities that support USASOC goals and its [EW
personnel.

Directs the command's tactical
REDTRAIN program.

Establishes an ARSOF Military Intelligence
Speciaty Training Element (MISTE) program and
becomes the focal point for MISTE after the
program isinitiated.

Isthe focal point for al USASOC M& CG activities.

intelligence

Represents the DCSINT on intelligence matters re-
|ated to the Joint Readiness Training Center (JRTC)
and the National Training Center (NTC).

Reviews doctrina publications.

Manages the command'’s intelligence readiness
reporting programs.

Requirements Management Division

The Requirements Management Division —

3-6

Serves as the ODCSINT focal point for @l require-
ments levied by internal or external sources.

Publishes and develops intelligence requirements
management guidance and policy.

Validates and processes statements of intelligence

interests (SlIs) and reguirements for recurring pub-

k/lcgié:ons of subordinate units submitted through the
S.

|dentifies CONUS-based ARSOF intelligence re-

uirements and forwards them to USSOCOM or
the appropriate national agency for incorporation
into the national intelligence requirements collec-
tion apparatus.

Establishes an all-source intelligence ADP facility to
support MACOM, MSC, and MSU automated in-

telligence information requirements in support of
missons.

Validates and processes MSC and MSU requests for
intelligence information.

Serves asthe DCSINT focal point for all imagery-
related matters and activities.

Performs SIGINT operational management in ac-
cordance with existing regulations.

Publishes, develops, and periodically updates the
command's SIGINT architecture concept of opera-
tions.

Conducts SIGINT directives management in ac-
cordance with existing policies and guidelines.

Registers, validates, prioritizes, and processes all
HUMINT requirements for integration into the all-
source production effort of ODCSINT, USASOC.

Coordinates and participates in National Security
Agency (NSA) field assistance visitsto all MSUs
through MSCs.

Coordinates with the theater J2 and applicable na-
tional level organizations and agencies for theater
and national level SIGINT support.

Performs SIGINT operationa coordination for re-
questing, validating, processing, maintaining, and
prioritizing command SIGINT requirements for ex-
ercise, contingency, and real-world military opera-
tions.

Validates, maintains, and performs SIGINT
authority tasks.

Provides technical support to the Fort Bragg im-
agery readiness facility.

Develops and maintains SIGINT training material
and COMINT technical support packages for all
SOF-supported contingency plans (CONPLANS)
and OPLANS.
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» Plans and supervisesall EW activitiesfor the com- o Directs—
mand and establishes priority targets for all EW
operations. — Foreign disclosure activities.

* Servesasthe DCSINT focal point for the manage- — The command's special access programs (SAPS).
ment and operation of the USASOC secondary im- _ _ _
agery dissemination system. —MDCI threat and combatting terrorism analysis.

* Coordinates multispectral imagery requirements for — Personnel security program.

USASOC. o o
— Foreign visitor accreditation.

* Monitors and maintains the USASOC imagery _ _
reconnaissance objectiveslist (IROL). — Automation security program.

* Directsthe overt collection programs.  (See — Compromising emanations (TEMPEST) control
TC 34-5, Chapter 3. program.

o .Securlty Division — Cl and information security for the COMSEC
The Security Division - program.

. [r)1@ rects the information security program. To do — Security education program.

this, it -

_ _ » Administers the intelligence property book account.
— Advises and represents commanders on informa:

tion security matters. o Administers the intelligence contingency fund ac-
count.
— Takes action on reports of possible compromise
and security violations within the command. o Managesthe TOP SECRET hillet control system.
— Develops policy and procedures to protect clas- - Special Security Office
sified information within USASOC. The Specia Security Office—
o Directs Cl activities. To do this, it — o Manages the established SSO support for USASOC.
— Develops palicy, implements directives, and « Manages the SCI billet program for subordinate
overseesthe Cl effort within ARSOF. reserve and national guard units.
— Provides support to counter-HUMINT opera- o Ensures SCI is properly controlled, transmitted,
tions, oversight of intelligence activities, Cl and destroyed, packaged, and protected.
security support of DCSOPS specia category _
(SPECAT).  Ensures hard copy SCI products are sent via
_ defense courier service.
— Recommends deception measures to support
DCSOPS plans and operations. o Administersthe SCI billet program.
— Provides Cl and security support to the DCSOPS o Disseminates SCI to persons who are authorized ac-
OPSEC program and to MACOM participation. Cess.
— Administers badge and access systems at the o Conducts—
MACOM to physically secure restricted aress. _ _
— TEMPEST ADP security actions.

3-7
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— All physical security actions for the sensitive
compartmented information facility (SCIF).

— SCI security awareness programs for all SCI in-
doctrinated personnel.

— Required interface with SCI telecommunication
center and ADP facilities to ensure SCI security
and proper dissemination.

Provides privacy communications system (PCOMS)
support for the command group.

o nvestigates SCI security infractions.

o Maintainslistings of available SCI hard copy
products and ensures prompt dissemination to all
authorized personnel.

¢ Processes SCI incoming and outgoing visitor
clearance certifications.

o Tailors SSO support to the changing needs of the
command.

o Establishestemporary SCIFs as necessary.
o Performs tier-duty-hour inspections of the SCIF.

THEATER ARMY SPECIAL OPERATIONS SUPPORT COMMAND

The theater army DCSINT and the supporting EACIC
are the theater's primary sources of intelligence products
for ground OB.  The DCSINT controls most theater
army |[EW collectors. He may request topographic sup-
port from the theater engineer command which controls
theater topographic assets. The DCSINT also controls
theater army Intelligence training assets.

The EACIC directly links with all other theater and
strategic level intelligence production agencies. Since
most ARSOF operations are ground-based, the EACIC
IS the single most important intelligence production
management center avallable to the TASOSC.

The TASOSC is a subordinate functional command of
the theater army. The TASOSC missionisto plan and
coordinate support and sustain theater ARSOF conduct-
ing SO. The TASOSC SIO | SE assists the theater SOF
by providing all-source IEW support. The TASOSC
commander collocates an | SE near either the unified
command'’s joint intelligence center (JIC) or the theater
army EACIC. The TASOSC I SE plans and coordinate
ARSOF intelligence and security support requirements
with the theater SOC J2, theater army DCSINT, and sup-
porting theater and theater army organizations.

Under the staff supervision and control of the
TASOSC Director of Intelligence (DOI) and based on
SOC J2 guidance, the TASOSC ISE chief validates, con-
solidates, and prioritizes ARSOF standing and routine
intelligence requirements and other RIls. The ISE satis-
fiesthe Rlls or forwards them to either the EACIC or
SOC J12, d%ending on theater requirements. Then the
TASOSC | SE monitors RII status until the appropriate

3-8

tactical, operational, or strategic level collection asset
responds. It also-supports the targeting process by
producing TIPs| Figure 3-4{shows the doctrinal flow of
ARSOF RII when'in the theater.

The TASOSC ISE maintains an automated NRT intel-
Iie?ence data base to support ARSOF requirements. It
relies on existing theater SCI communications channel
to pass information to the supported in-theater SOF unit.

The TASOSC ISE has gq_to three intelligence support
teams (ISTs).  These ISTs collocate with supported
major operational headquarters. Examples of major
operational headquarters are subunified commands, joint
task forces (JTFs), and NATO MSCs. Operating from
the supported headquarters SCIF, the IST helps ex-
pedite the flow of intelligence datato and from the sup-
ported headquarters.

The TASOSC | SE chief task-organizes his element to
provide theater ARSOF with —

o Intelligence CM&D support. The TASOSC ISE
CM&D team processes and tracks ARSOF Rlls.
The team disseminates ARSOF intelligence reports
to the EACIC. Then it forwards required intel-
ligence products to the supported ARSOF and
reviews EACIC intelligence products to seeiif they
can be used by ARSOF.

¢ SO target development support. The ISE target
development team develops and produces all-source
TIPsand other target intelligence data. Thisdatais
used to support the SO targeting process. (See
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Figure 3-4.

for information about the SOF targeting
process.

« Technical control and analysis element éTCAE) in-
terface. The TASOSC ISE TCAE provides connec-
tivity between the theater TCAE and ARSOF units
that have EW and SIGINT capabilities.

« Intelligenceliaison. The TASOSC ISE places ISTs
at the all-source intelligence centers (ASICs) sup-
porting major operational headquarters; for ex-
ample, subunified commands, JTFs, and NATO
MSCs. This speeds the flow of combat information
and intelligence between conventional forces and
SOF. The TASOSC ISE and IST use established
theatﬁr SCI channels to communicate with one
another.

SFGs and battalions have organic intelligence staffs
and M| detachments which provide DS to SF units. The
PSY OP groups and battalions have small organic intel-
ligence staffs. Other intelligence assets within PSY OP
unitsinclude interrogation specialists on the interroga-

The doctrinal flow of ARSOF RIl and the DIRLAUTH relationship.

tion and debriefing teams in the battalion’s support com-
ﬁany, and the test and evaluation teams in the battalion’s
eadquarters company.

Thereisaso asmall tactical intelligence and interroga-
tion section in the product development center (PDC) of
each PSY OP tactical company. CA units have an or-
Panic intelligence staff but have no other organic intel-
Igence resources.  The SOA regiment and the rangers
have regimental and battalion S2 staffs but have no other
organic Ml support.

The ARSOF unit SIO -

o |dentifiesand prioritizes unit intelligence require-
ments.

o Tasksunit collection and analysis assets.
Deployed ARSOF SIOs identify requirements that can-
not be satisfied at unit level and forward them to the

TASOSC ISE. While in CONUS, ARSOF SIOs forward
these same requirements to USASOC.

39
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ASSISTANT CHIEF OF STAFF, G2, USACAPOC

The G2, US Army Civil Affairs and Psychological
Operations Command (USACAPOC) organization, as
shown in Figure 3-5, is discussed below.

Cl/Security Division

The Cl/Security Division -

Performs foreign visitor accreditation and disclosure
functions.

Develops Cl threat to support terrorism counterac-
tions.

Performs asinformation systems security manager
for the command.

Performs all SSO functions for the command.

Maintains the personnel security program for the
command.

Maintains the information security program for the
command.

|[EW Division

The IEW Division-

Maintains the REDTRAIN program for the com-
mand.

Identifies intelligence training requirements and
training opportunities for the command.

Programs and reviews the intelligence readiness
posture for the command.

Assists in developing the IEW force structure for
the command.

Develops training in conjunction with the G3.

Performs mapping, charting, and geodesy require-
ments for the command.

Serves as the focal point for the EW training
program.

ASSISTANT CHIEF OF STAFF, G2, USARMY

SPECIAL FORCES COMMAND (AIRBORNE)

The ACofS, G2 organization, as shown infFigure 3-6, is

discussed below.

Special Security Office

Thisisaone-soldier section. It provides doctrina SSO
support for the headquarters and coordinates closely
with USASOC SSO.

L

CI/SEC
DIVISION

EW
DIVISION

3-10

Figure 3-5.

G2 USACAPOC organization.
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Figure 3-6.

[EW Training Division
The IEW Training Division -

«» Servesasthefocal point for intelligence architecture
I Ssues.

« Manages the command REDTRAIN program.

* Sarvesasthefoca point for intelligence training for
MSUs.

* Plansand conducts the Intelligence Certification
Program.

* Reviewsall intelligence doctrina publications.
Security Countermeasures Division
The Security Countermeasures Division —

« Directsthe information, personnel, and automation
security programs for USASFC.

o Servesasthefocal point for dl Cl issuesfor the
command.

« Provides oversight for SAP management.
« Administersintelligence contingency funds.

 Administers the badge and access program for the
command.

G2, USASFC (airborne).

« Recommends programs and operations to support
the command OPSEC program.

All-Sour ce Intelligence Center
The ASIC -

Serves as the focal point for al intelligence requests
for USASFC and MSUs.

Prepares mid- and short-term intelligence estimates
on critical regional developments in support of cur-
rent or planned USASFC or MSU operations.

Monitors, analyzes, and maintains data base files on
current, all-source message traffic, multiple source
and national level intelligence documents, and con-
tingency support packages.

Prepares a weekly, all-source commander’s intel-
ligence briefing folder (Black Book) and collateral
intelligence update for the headquarters staff.

Coordinates with MSUs to ensure current collection
plans and PIR are on hand.

Manages the SF intelligence collection management
system for the command and MSUs.

Coordinates with the MACOM to integrate higher

priority RII into the USASFC collection and
production plan.
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o Conducts analyst-to-analyst coordination when it is
necessary to ensure adequate coverage of areas
identified as areas of command interest.

o Servesasafocal point for all IMINT and SIGINT
activitiesfor USASFC and MSUs.

Operations Division
The Operations Division -

« Servesasthefocal point for integrating new intel-
ligence systemsinto SF.

e Plans for and provides intelligence support to MSU
exercises.

« Develops interoperability guidance for the intel-
ligence activities of the command and its MSUs.

o Providesintelligence oversight for the command.

AUTOMATIC DATA PROCESSING

The Defense Communications System (DCS) and
theater communications systems link EAC intelligence
agencies with their supporting, supported, and adjacent
commands. Many of these links are through ADP

stems.  For example, USASOC interfaces with

SSOCOM and national or DOD production centers via
Itgevsave ,gs[‘)( Psystems. These ADP systems support all

tasks.

Depending upon system configuration, national and
theater level ADP systems can provide —

« NRT intelligence to users as requested.

Data supporting the deliberate planning process,
contingency planning and training requirements.

Global access to secondary imagery.

Analyst-to-analyst communications.

Graphics or fused intelligence plotting.

 Remote data base access.

o Automated mission planning or rehearsal.

» Automated intelligence message handling.
o Electronic mail.

o Automated collection and requirements manage-
ment.

The timeliness, quality, and quantity of intelligence and
combat information supporting SOF missions vary in
proportion to —

o Thecollection assets available.

o The assigned collection priorities.

o Theanalytical resources dedicated to the support of
SOF requirements.

« Theavailahility and interoperability of supporting
communications.

COLLECTION MANAGEMENT

Collection requirements are always met b% the lowest
possible echelon so the requestor receives the informa-
tion or intelligence as soon as possible.

The theater SOC J2 functions as the SOF collection

management authority within the theater. He communi-

cates directly with supported theater elements and with
the national level agencies of other nations, as well as
with our own national level agencies and organizations.
Intelligence sections of MSUs in the theater act as re-
quirements managers. They forward combat information
and intelligence to the theater SOC J2 and to the re-
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questing unit. Thisdatais used to satisfy-tk t
commander’s collection requirements (seg Figure 3-4).
Liaison elements from the national level intelligence
agencies (CIA, NSA, DIA, and other agencies) can be
deployed into atheater area of responsibility. These are
known as liaison national elements (LNE). They deploy

with dedicated communications and provide real-time in-
terface between these agencies and their parent agencies.

LNE provide limited in-theater analysis of national
platforms and systems down-links in support of theater



requirements. Normally, these LNES are available only
during contingency operations or for major exercises.
When they deploy, they are collocated with the sup-
ported theater headquarters. In wartime, requirements
to national and theater assets are requested or levied at
the Unified Command level.

The J2 passes time-sensitive requirements for national
level assets to the theater J2. The J2 also gives an infor-
mation copy of the requirement to the EACIC in-theater.
Thisway, if the EACIC aready has the information or in-
telligence, it can cancel the original request and fulfill the
requirement itself,

The theater J2 attem(j)ts to satisfy the RII with the data
base by passing production requests to other service
theater collection assets. If the request still cannot be
satisfied at the theater level, it is passed to the ap-
propriate national intelligence agency where a collection
requirement islevied on assets available at that level.

All ARSOF SIOs are responsible for meeting their
commander’s intelligence and combat information re-
quirements. Often, they cannot do this using organic
resources, they need access to national and theater level
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resources.  SIOs validate all subordinate unit SIIs re-
3UI rements for collateral and compartmented recurring

ocuments, one-time document requests, RIls, and intel-
ligence production requirements (IPRS).

During peacetime, if the S2 determines that organic
resources cannot satisfy arequest, intelligence support
relating to OPLANSs or CONPLANS are validated and
prioritized by the SOF component S2. The S2 passes
these requirements to the appropriate SOC J2 with an in-
formation copy to the appropriate MSC (for example,
USASFC and TASOSC). The SOC J2 confirms and
validates the request and forwards it to the JIC if the re-
quest cannot be satisfied by the SOC J2 data base.

Non-OPLAN related requirements are sent by the
ARSOF S2 to the appropriate MSC (for example,
USASF% with an information copy of the request to
USASOC DCSINT. Requests that the M SC cannot
sati_sf%/ are validated and sent to USASOC DCSINT with
an information copy to USSOCOM. USASOC attempts
to fulfill the request; however, if it cannot, it is validated
B%JSSOCOM with an information copy provided to

3-13
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CHAPTER 4

INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL FORCES GROUP (AIRBORNE)

This chapter discusses |EW support to SF operations.
|t describes the organization and missions of SF and the
intelligence units that support SF. It describes the role of
the M1 Group S2, the MI Battalion S2, and the Ml

Detachment S2. Finally, it describes the organic and
nonorganic |EW support the Army provides to SF. (See
FM 100-25, Chapter 13.)

MISSIONS

The Special Forces Group (Airborne) (SFG(A)) is a
unigue combat arms organization. It is gPabI eof plan-
ning, conducting, and supporting SO in &l operational
environments and across the operational continuum. SF
IS an unconventional combat arm. It combines at the
lowest tactical level the functions performed by several
conventional branches of the Army. In effect, it isacom-
bined arms branch. SF commanders must integrate and
synchronize their organic capabilities with those of other
SOF and theater assets.

As a component of ARSOF, SF plans, conducts, and
supports the full range of SF activitiesinall o erational
environments in peace, conflict, and war. Each SFG is
assigned an AO, depending on OPLAN requirements.
SFGs also conduct DA, SR, CT, UW, and FID missions
and collateral act|V|t|es, as requwed and within their
capabilities.

All military forces stand ready to perform missions for
which they are not specifically organized, trained, or
uipped. (See FM 31-20, Chapter 3, for more informa-
tion about the SOF missions and collateral activities.)
These collateral or secondary missions include —

o Humanitarian assistance.

e Security assistance.

e Search and rescue.

« Counter-drugs.

« Antiterrorism.

o Other security and special activities.

These wide-ranging missions, which are discussed
below, require accurate, detailed, and timely intelligence
that can be obtained onIy by a multidisci plined collection
and analysisintelligence organization.

DIRECT ACTION MISSIONS

SF conducts DA missions to achieve various goals. The
goasinclude-

« Degrading the enemy’s C’and destroying his critical
assets.
o Developing desired psychological effects.

o Preempting enemy operations.

DA missions require, at @ minimum, detailed
knowledge of the target Site, infiltration and exfiltration
routes, and OB of any threat counter- -responsive forces.
Facts about the target must be more detailed than re-
quired for conventional targeting.

DA missions are often launched against targets deep
within enemy-controlled territory, far beyond the sensing
capabilities of tactical collection systems. Each target re-
quires construction of its own mission planning folder
containing detailed target specific data and in-depth area
studies of the Al

A complete picture of the Situation is developed after a
multidisciplined analysis of all categories of intelligence
Is completed and provided to the SF in response to their
PIR.

Each missionisan individual effort requiring—

¢ Development and maintenance of a data base.

« Continuous monitoring of pertinent crisis situations
and other specific geographical Als.

¢ Accessihility to and coordination with national,
strategic, and operational level collection systems.
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o Multidisciplined analysis of all information in sup-
port of the mission.

SPECIAL RECONNAISSANCE MISSIONS

SR missions require capabilities that exceed the opera-
tional capabilities of tactical collection systems in order
to obtain information not available through other means.
These operations generally have the same requirements
for detailed intelligence information as DA missions.
However, these missions are designed to satisfy intel-
Iggence gaps or to confirm information in the intelligence

ase.

Operations on the ground could detect indicators that
help to develop the needed intelligence. Forces conduct-
ing these missions must understand the intelligence
needs that the missions are designed to fill. Planning for
these missions must be accomplished jointly by the SF
unit and the intelligence agency requesting the mission.

COUNTERTERRORISM MISSIONS

CT missionsinvolve offensive measures against ter-
rorists. They include preemptive, concurrent, and puni-
tive actions. This category of SF mission is not generic to
all SF units. SF participation in CT is limited to those
specially organized, trained, and equipped SF units
designated in theater CONPLANS.

Because terrorist organizations maintain a very low
profile, it is extremely difficult to identify targets for
these missions. The IEW system supports these missions
Ib_y providing accurate, detailed, and responsive intel-
igence.

Intelligence must identify terrorist personalities and
locations, organizational composition, and logistical sup-
port systems; and describe their weapons, equipment,
training and tactics as well as pertinent information
about any hostages. Close coordination between mission
planners and various national and military intelligence
agenciesis required to collate, analyze, and immediately
provide the SF unit performing the CT mission with the
Information it requires.

UNCONVENTIONAL WARFARE MISSIONS

UW is abroad spectrum of military and paramilitary
operations against an established government or occupy-
ing power.  They are normally of long duration,
predominantly conducted by indigenous or surrogate for-
ces organized, trained, equipped, supported, and
directed in varying degrees by an external source.
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UW includes guerrillawarfare (GW) and other direct
offensive, low-visihility, covert, or clandestine operations,
aswell as the indirect activities of subversion, sabotage,
intelligence collection, and evasion and escape (E&E).
UW normally involvesinserting SF elementsinto areas
controlled by hostile forces. These elements need out-
side support.

Intelligence gathering during UW comes from various
sources includi n? those developed within the AO. SF
elements make effective contact with partisans and guide
them in operations that support US national objectives.
They conduct extensive preemployment preparation.

They need detailed intelligence about their geographical
AO. (Refer tg Appendix Clfor details of the information
rﬁquirements. ISsTntelTigence includes, among other
things—

o Knowing and being able to recognize the languages
spoken in the area.

Economics.
Politics.

Climate.
Geography.
Sociology.

Ethnic groups.
Religious groups.
Key personalities.

® & © o & @& o o

SF elements need detailed information and all-source
intelligence on targets and target systemsin the area; the
situation within and between partisan groups; and vir-
tually al other pertinent information that can be
gathered. They also require the aid of indigenous sup-
port personnel prior to insertion to help them survive
and make contact with the partisan movement.

~ SFteams conduct LL SO to provide security and meet
intelligence requirements within the UW operational
area.

Thelocal intelligence nets must be organized and
resourced to provide the best possible security for UW
forces and to meet the intelligence requirements of the
supported commander.

SF operational elements must receive multidisciplined
intelligence tailored to their specific mission. This intel-
ligence must be all-source, processed, and be presented



in a usable format for planning and operational employ-
ment of assets.  SOF uses national and theater intel-
ligence means to identify potential in-country sources.
This allows SF elements to successfully accomplish their
missions.

Because UW operations are diverse, they need awide
range of support. Thisincludes everything from basic
support to a very sophisticated system using ADP and in-
telligence specialties. All-source intelligence is essential
regardless of the mission.

FOREIGN INTERNAL DEFENSE MISSIONS

In FID missions, SF and other ARSOF support the
host-nation government.  These missions include civic,
psychological, and military operations.

US personnel must know the host nation’s population,
psychology, religions, customs, and moral attitudes to
Perform FID missions. They should also know sources of
riction and irritation within the host country that could
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impact on the acceptability and success of the govern-
ment.

Successful FID missions require using the IPB process
to develop the following intelligence products:

o The supported host country’s defense and security
establishment’s OB.

o Details on foreign intelligence organizations active
within the host country.

« OB on insurgent groups with the potential to over-
throw the host-nation government.

« Country studies about the host nation, its people,
and its infrastructure.

o Key persondlities.

ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL FORCES

Organic |EW support is essential to successful infiltra-
tion, exfiltration, survival, and mission execution of
operational unitsin various hostile environments. The
SF commander requires organic IEW support with com-
mensurate analysis, collection management, security,
weather, and communications capabilities tailored to
supported regional command requirements across the
operational continuum.

Intelligence assets organic to SF are organized accord-
ing to operational and analytical needs. IEW assets are
located at the group, battalion, company, and operational
detachment-A (ODA) levels. Each intelligence asset has
its own missions, functions, and limitations.

The SF detachment intelligence staffs and M| detach-
ments are the key components of the organic IEW team.
The SF staff plans, organizes, directs, coordinates, and
controls while the M1 detachment commander executes
the directives. The SF MI detachment is led by the
detachment commander who gives the team |eadership,
motivation, focused perspective, and direction.

GROUP &2

The group S2 is the principal staff officer for al intel-
ligence and security matters. Based on the commander’s

requirements, he develops intelligence collection mis-
sions and tasks subordinate elements, including organic
and supporting M1 units.

A group S2 section generally consists of an S2, assistant
S2, SSO, SF technician, senior NCO, and additional
NCOs for operations, intelligence, C-SIGINT, imagery
anayss, and intelligence anaysis.

The group S2 -

o Directsthe group collection effort, tasking ap-
propriate organic and attached assets and forward-
Ing RIIs to higher headquarters.

. Suer)ervisqsthe group information, ADP, and person-
nel security programs.

o Advises the commander in the employment of SF
unit intelligence assets,

o Providesintelligence support to OPSEC, EW opera-
tions, and deception planning.

o« Exercises staff supervision over the unit’s Ml
detachment.
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« Coordinates Cl activitiesin support of operational
requirements.

o Coordinates and manages the group intelligence
training program.

o Exercises staff supervision over the special staff
functions of the USAF SO weather team when a
weather team is attached.

o ldentifies, validates, and coordinates priorities for
unit geographic area requirements for MC& G
products to support OPLANs and CONPLANS, and
monitors and validates map requisitions.

» Requests topographic support through command
channels for specific Als. This support may include
tailored terrain products, terrain studies, and over-
printed MC& G products and services.

o Providesintegrated all-source intelligence collection
management, analysis, production, and disseminat-
ion in support of group level situation and target
development. This includes DS to the ODAs.

o Establishes and operates atactical or field SCIF in
the SFOB OPCEN.

o Provides SCI communications between the SFOB
and the deployed forward operations bases (FOBS).

GROUP MI DETACHMENT

The group MI detachment provides integrated all-
source Intelligence collection management, anayss,
production, and dissemination in support of group level
Situation and target development. These functions cor-
respond to, but are much broader than, those performed
b?/ the tactical operations center (TOC) support element
of a conventional MI unit.

The detachment establishes and operates a tactica
SCIF in the SFOB OPCEN and provides SCI com-
munications between the SFOB and the deployed FOBS.
It provides interrogation and CI support.

The detachment commander may work for the deputy
group commander under the staff supervision of the

(rqroup S2. When the detachment is formally detached
rom the support company, the detachment Commander

exercises normal company level command, but the
detachment remains dependent on the support company
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for administrative and logistical support, Figure 4
shows this structure.

BATTALION &

The battalion S2 is the battalion’s principal staff officer
for al matters pertaining to intelligence and CI. The
duties are similar to those of the group S2. He provides
special security representative (SSR) support to the bat-
talion. The SSR functions are under the technical con-
trol of the supporting SSO. The supporting SSO will be
the e%Iroup SSO only when the two headquarters are collo-
cated.

The SF battalion S2 section generally consists of the S2,
asenior intelligence NCO, an intelligence analyst ser-
geant, and ajunior intelligence NCO.

BATTALION MI DETACHMENT

The battalion MI detachment mission and arganization
are similar to the group M| detachment
showsthis structure.  Six exceptions are [1Sted be
The MI battalion detachment —

o Islimitedinitsorganic capability to perform -
— Intelligence collection management.
— All-source intelligence anaysis.

— Production for the SF battalion and its attached
elements.

« Depends on the group intelligence data base and
other technical assistance from the group Ml
detachment.

o Has three organic support operations teams-A
gSOT-A). They deploy with SF teams to provide
|GINT and EW support.

» When authorized and directed, participatesin active
Cl operations through the CI section.

« Does not have any organic interrogation teams.
This support is obtained from the SF group M
detaggment or from other external agencies, asre-
quireg.

o Worksfor the battalion commander under the staff
supervision of the battalion S2.


Misprint
Hole punch took out the rest of the figure number.  Probably supposed to be figure 4-1.
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INTG TM

| LEGEND: * ASPS and CM&D sections are consolidated on TOE. .
_ * * All SIGINT MOSs are consolidated under the ASPS per the 31803L000 TOE.

Figure 4-1. Organization, Military Intelligence Detachment,
Support Company, Special Forces Group.

LEGEND: = ASPS and CM&D sections are consolidated
with the TCAE (SOT-B) on the TOE.

Figure 4-2. Organization, Military Intelligence Detachment,
Support Company, Special Forces Battalion.
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ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE ASSET DEPLOYMENT IN
THE OPERATIONS BASE

The SF group commander exercises C'through a net-
work of operational bases. These operational bases com-
bine the functions of the CP and unit trainsinto a single
entity. They are normally located at secure and logisti-
cally supportable sites in the communications zone
(COMMZ). The SFOB is a command, control and sup-
port base established and operated by an SF group from
organic and attached resources. FOBs are also com-
mand, control, and support bases but they are estab-
lished by the SF battalion.

Each SF group and battalion commander normally or-
ganizes the SFOB or FOB into an OPCEN, a support
crt]anter (SPTCrI]EN), ?]nd asigna center (SIGCEN). All
three centers have their own organizationand functions
but their activities are interdependenshows
thisstructure.  (FM 31-20, Chapter 6, discusses the
OPCEN, SPTCEN, and SIGCEN in detail.)

Organic |EW assets are normally located at the
OPCEN. The OPCEN is the fictional activity that
directs and controls SF operations in a designated opera-
tional %eg It performs the functions of a conventional
unit's TOC.

The OPCEN, as shown in Figure 4-4, has staff super-

vision over a separate isolation facility (ISOFAC) with an
area specialist team (AST); headquarters commandant;

MI detachment; liaison section; consolidated plans sec-
tion; and S2, S3, and S5 sections.

Based on approved plans and guidance from the base
commander, the OPCEN director supervises all opera-
tiona aspects of mission planning and execution. The
OPCEN director synchronizes S2, S3, and S5 activities
within the OPCEN.

The S2 section and the M1 detachment are discussed
below. FM 31-20, Chapter 6, discussesin detail the other
sections located within the OPCEN.

S2 SECTION

Under the staff supervision of the unit S2, the OPCEN
S2 section isthe focal point for all-source intelligence
production and collection management. This section
consists of the S2 staff, elements of the group or battalion
MI detachment, and the USAF weather team.

46

These personnel are then task organized into four ele-
ments which are organic to the S2 section: S2 operations
branch, SSO, S2 security branch, and USAF weather
team. In addition, elements from the MI detachment are
OPCON to the S2 section.  These personnel staff the
ASPS, CM&D section, SSO communication section,
TCAE, IA, and the terrain team.

S2 Operations Branch

The S2 operations branch directs and coordinates the
daily operations of the S2 staff. It exercises staff super-
vision of the tactical SSO; the attached USAF weather
team; and the M1 detachment’s ASPS, CM&D, TCAE,
imagery analysts, and terrain team.

2 Plans Section

The consolidated plans section maintains OPLANS for
the entire OPCEN. The S2 representative to the con-
solidated section coordinates and plans intelligence sup-
port for future and conti g%ency SF operations. It
physically locates with the S3 plans branch or the con-
solidated plans section.

S2 Security Branch

The S2 security branch develops unit personnel, infor-
mation, ADP, and physical security programs and super-
vises their implementation. Under its staff supervision,
the M1 detachment CI section provides CI support to the
S3 OPSEC program and to deception planning.

USAF Weather Team

The USAF staff weather officer (SWO) serves as a spe-
cial staff officer to the group commander on all weather
matters. The team provides —

o Current and forecast weather data.

o Climatic analysis studiesin support of all group mis-
sions.

o Forward arealimited observing program (FALOP)
trai nilng and mission support information to ODAS
in isolation.

When approved by the group commander, the SWO
may attach weather team members to ODAs, operational
detachments-B (ODBSs), or SOT-A’sto gather critic
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tion, and S2 support to OPSEC and EW planning and
mission management.



Establishes and operates atactical SCIF inthe
(S)SFgEN Within the SCIF, the unit SIO provides the

Responds to formal taskings from the operationa
base SIO.

Directs and controls the TCAE, the SSO com-
munications team, and the interrogation and Cl sec-
tions with guidance from the S2.

Proper IEW support depends on direct daily contact
and informal tasking and coordination between the SIO
staff elements and the various sections of the M1 detach-
ment.

All-Source Production Section

The ASPS performs IPB and consolidates information
from all sources to meet the SF commander’ s needs. The
ASPS -

Processes, correlates, and integrates all-source intel-
ligence in response to taskings from the CM& D sec-
tion.

Isthe focal point for all situation and target
development.

Develops and maintains the unit’s intelligence data
base, to include the intelligence journal, OB infor-
mation, IPB products, targeting data, and the Situa-
tion map.

Monitors the CM&D collection plan and recom-
mends revisions to close identified gaps.

Receives and processes intelligence products and
combat information from higher, lower, and ad-
jacent commands.

Prepares intelligence estimates, reports, summaries,
and briefs as required.

CM&D Section

The CM&D section formulates detailed collection re-
quirements and tasks collectors for required information.
The CM&D section-

Performsintel Iigence collection management for the
SIO operations branch.
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Obtains the commander’s approved requirements
from the unit SIO, prioritizes them based on SIO
guidance, and transiates them into collection mis-
sions.

Prepares the unit collection plan and forwards the
unit's PIR to the TASOSC | SE and the SOC J2.

Tasks organic and attached MI collection assets.

Through the S3, requests intelligence collection mis-
sion tasking of SF teams or other subordinate non-
M| assets.

Disseminates combat information and intelligence
within the command and to higher, adjacent, and
lower headquarters.

SSO Communications Section

The SSO communications section is located within the
SCIF. It provides —

Secure communication to the SF commander.

Secure SCI communications between the SFOB and
its deployed FOBs.

Higher headquarters provides SCI communications to
the SOC J2 and TASOSC ISE.

Technical Control and Analysis Element

The group TCAE carries out the SIGINT and EW
management functions. It —

Produces the SIGINT collection plan.
|s collocated with the ASIC in the SCIF.

Provides centralized technical control and collection
tasking authority over deployed SOT-A's through the
battalion TCAE (SOT-B).

Analyzes and correlates intercepted SIGINT traffic
from the SOT-A’s with data from other sources in-
cluding TENCAP; and then passes these products
to the ASPS and the TASOSC's | SE.

Develops and maintainsthe SIGINT technical data
base and the EOB database.
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« Interfaces with theater and national intelligence sys-
tems to complete the integration of technical data
generated by tactical units with the technica data
produced by the National Security Agency (NSA).

« Provides technical support (such as SIGINT techni-
cal data) to the battalion TCAES as required.

o Performsall functions of the SIGINT Collection
Management Authority (CMA). The OIC performs
these functions, which are detailed in a separate
CMA directive. He also provides technical support
to the battalion TCAE as required. (The battalion
TCAE does essentialy the same functions as the
group TCAE.)

CONUS-based TCAEs interface directly with the
Army TCAE during peacetime for all technical support
requirements and USSID-required readiness reporting.

Imagery Analysts Section

Imagery analysts extract information and develop intel-
ligence mainly from imagery collected from aerial
TENCAP sensors. Within SF units, imagery anaysts are
assigned to the group and battalion M1 detachments. A
thorough knowledge of threat tactics and ground OB
enables them to recognize, identify, locate, describe, and
report information concerning objects, activities, and ter-
rain on a variety of imagery products.

Imagery analysts make associations between visible ob-
jects and configurations and analyze the results to deter-
mine strength, disposition, and enemy capabilities.
They—

« Anayze imagery and report specific information on
threat operations, activities, dispositions, logistics,
communications, installations, and civilian activities
and their possible effect on SF operations.

o Prepare and maintain imagery prints to supplement
and update maps for SF operationa planning.

o Brief and debrief air crews.

o Extract information from imagery in DS of unit mis-
sion area analysis, target feasibility analysis, and
ODA mission planning and target analysis.

o Prepare battle damage assessments (BDAS).
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o Prepare mosaics and terrain models to support
operational planning.

o Accomplish imagery exploitation, reporting, and

roduction in DS of SFOB and FOB requirements

romajoint or theater army imagery exploitation ac-
tivity.

o Prepare and maintain  a decompartmented
TENCAP imagery data base for the unit’smission
area.

s Provide technical assistance to the unit CMé&D sec-
tion, as required.

Battalion SOT-A

Both the battalion and group M1 detachments provide
support to the SOT-A. In turn, the SOT-A provides or-

anic SIGINT and EW capabilities to the SF group. The

F group commander exercises technical control of
SIGINT and EW operations through the group TCAE.

The group TCAE trandates each SOT-A mission task-
ing into atechnical tasking and forwards the tasking and
IPB products and technical data to support mission areas
anaysis to the appropriate battalion TCAE. Then the
battalion TCAE tasks the SOT-A to execute the mission.
If no deployed SOT-A is capable of collecting the infor-
mation, the battalion S3 commits and deploys another
team to meet mission requirements.

SOT-A’'sare normalll__y deployed with an SF team to
provide ESM to the SF team commander and the bat-
talion TCAE during the operation. This may require
SOT-A’sto-

o Deploy independently and then infiltrate to join a
deployed SF team.

o Deploy with the SF team.
« Deploy independently from the SF team.

When a SOT-A is deployed with an SF team, they com-
bine security tasks and CSS requirements. A SOT-A has
the capability to support an SF team with limited inter-
rogation, trangation, interpretation, and communications
support.

The SOT-A team |eader executes the technical aspects
of the mission. In addition to providing EW to support



the SF team commander, the SOT-A transmits collected
information to the battalion TCAE for decryption,
processing, analysis, and dissemination. The TCAE for-
wards this information to the group TCAE where it is
further processed within the group TCAE and then dis-
seminated to the appropriate users.

The SOT-A’s are capable of operating in al environ-
ments and across the operational continuum in support
of special operation elements. Their small size and
ability to task organize in a variety of combat configura-
tions supports SF commanders’ intelligence require-
ments.

Cl Section

The primary function of the CI section is to perform
MDCI analysis to support the ASPS and the unit’s
OPSEC and deception programs. It Performs source ad-
ministration functions in support of al group LLSOs. It
also supports the unit’s personnel security and informa-
tion security functions. Its Cl teams conduct liaison with
other US and host-nation security organizations located
in the vicinity of the base.

The Cl section manages CI support to OPSEC and
deception. It is located within the OPCEN and main-
E\aérllss direct contact with S2 security personnel and the

Counter-SIGINT teams are able to provide com-
munications monitoring and analysis of commercia and
military landlines and radio telephones at the SFOB.
When authorized, organice SOT-A teams can provide
limited communications monitoring support. ~ When
necessary, the CI section coordinates this and other non-
organic support with the supporting theater Army Cl ele-
ment.

The Cl Section—

o Conducts MDCI analysis to support ASPS situation
and target development.

o Develops detailed assessments of foreign intel-
ligence and security threats near SF operational
bases and in SF operational aress.

» Recommends appropriate OPSEC measuresto
reduce friendly vulnerabilities.
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o Evduates, if possible, the effectiveness of OPSEC
measures implemented to correct identified friendly
vulnerabilities.

o Briefsdeploying SF teams on the |atest threat data.

o Provides SF teams with technical advice and assis-
tance to prepare them to establish and operate
LL SOs during long-term UW and FID missions.

» Supports SF deception operations by determining
forergn vulnerabiities to deception.

o Providesthe S3 with recommendations for decep-
tion measures and eval uates their effectiveness
through MDCI analysis.

» Requests external support, when necessary, to
eva uate foreign reactions to friendly deception
operations.

~ When directed, the SF battalion’s Cl teams participate
in L1SOs. Also, when directed, they conduct CI inves-
tigations of suspected sabotage, subversion, and
espionage activity directed against the SF group.

Terrain Team

The supporting terrain team, while not part of the
group MI detachment, collocates with and functions as
an essential element of the OPCEN. The S2 tasks the
team and controls its activities. The terrain team col-
lects, compiles, and produces graphic and textua terrain
data to support the group’ s needs. It also assists the
ASPSinits|PB function by producing general and
detailed terrain analysis, terrain studies, overlays, and
overprinted maps.

Interrogation Teams

The group’s MI detachment has two interrogation
teams. They normally deploy three two-person teams, as
required, to support group operations. One of the teams
may be attached to the joint interrogation facility (JIF).
SF interrogation activitiesinclude -

o Interrogating EPWs and debriefing detainees,
returned US personnel, and other persons of intel-
ligence interest to the supported commander.

o Exploiting documents that appear to directly satisfy
the supported commander’s SOR.
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« Participating in overt elicitation activities. These ac-
tivitiesinclude liaison, escort, observer, and treaty
verification missions,

OTHER ORGANIC SUPPORT

In addition to the support provided by the OPCEN, the
SF company, ODA, and S3 a'so provide organic support.

SF Company

The SF company technician has staff responsibility for
the organization, training intelligence and Cl activities,
and combat operations of the company and its operation-
a detachments.

ODA

‘At the ODA level, the assistant operations and intel-

ligence NCO supervises intelligence training, collection,
analysis, production, and dissemination activities. The
NCO -

o Assiststhe operations sergeant in preparing all
studies, briefbacks, OPLANS, and OPORDs.

e Processes and questions EPW.
o Briefsand debriefs patrols.

Conducts LL SO, as directed by higher head-
uarters; thisis done with the assistance of the
etachment members.

S3

The S3 has primary coordinating staff responsibility for
ogerations, organization, and training. These include or-
chestrating, developing, and tasking for EW, OPSEC,
and deceyption operations.

Medical Section

The group and battalion medical sections are excellent
sources of information about the health threat and the
medical personnel and facilities of deployment locations.

NONORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL FORCES

IEW su_lplgort for SF consists of HUMINT, SIGINT,
IMINT, TECHINT, MASINT, EW, and CI. Although
organic IEW assets provide dedicated support to their

respective operational bases, nonorganic support still is

required. In CONUS, this nonorganic support is normal-
ly requested through USASFC G2, USASOC
ODCSINT, and USSOCOM.  Qutside continental
United States (OCONUS) nonorganic support is re-
quested through the SOC J2 and the TASOSC S2.

|EW SUPPORT FROM HIGHER HEADQUARTERS

Intelligence requirements for SF operations are unique,
highly sensitive, and compartmentalized. The Require-
ments Management Division of USASOC coordinates
with USSOCOM and theater intelligence organizations
to provide the intelligence that cannot be provided by
MSCs.

The SOC J2 primarily is concerned with in-theater
ITEhW og:c\yl/zformulati on, planning and coordination.
e —

o Ensures sufficient intelligence sugport isavailable
for each mission tasked by the SOC.
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« Relies on the theater service IEW organizations
collect, produce, and disseminate intelligence to
meet service component SOF requirements.

« Coordinatesjoint SO intelligence collection opera-
tions and the production and-dissemingation of TIPs
to support SO targeting. (Seg Chapter 9.)

» Tasks subordinate ARSOF units to collect and
report information that supports SF intelligence re-
quirements.

The SOC Director of Communications-Electronics (J6)
coordinates to obtain secure SCI voice and data com-
munications among the headquarters of the SOC, its
component commands, and the TASOSC.

The TASOSC DOI provides all-source IEW support to
dl in-theater ARSOF. Complying with guidance from
the SOC J2, the DOI validates, consolidates, and
prioritizes standing and routine IR and RIIs. He then
forwards them to the TASOSC | SE collocated at the
theater army M1 brigade' s EACIC.



ISLlJEnder the staff supervision of the TASOSC S2, the
o Responds to RIls by integrating them into the
EACIC requirements list.

o MonitorsRII status until the appropriate collection
assets respond.

Maintains an intelligence data base to support
ARSOF requirements.

Supports the targeting process by producing TIPs.
HUMINT Support

HUMINT is collected using a variety of methods.
HUMINT collectors —

« Interrogate EPWs and debrief or interview civilian
internees, detainees, and refugees.

o Debrief returned captured US personnel, escapes,
and evaders.

o Exploit CEE and CEM.
o Perform controlled collection operations.
« Conduct LLSOs.

%)gsc;uct LRSO, patrols, and observation posts

 Conduct liaison with local military or paramilitary
forces and the local populace.

o Obtain reports from friendly troops.

The supported command' s M1 brigade or tactical ex-
ploitation battalion provides additional interrogation
support for SF missions if required and authorized.

SIGINT Supporting

SIGINT isthe product of information gathered when
electromagnetic emissions are intercepted, collected,
evauated, analyzed, or integrated with other intelligence
and combat information, and then interpreted. SIGINT
subdivisions include communications intelligence
ECOI\/IINT), foreign instrumentation signals intelligence

FISINT), and electronic intelligence (ELINT?. By
‘integrating SIGINT with intelligence from other
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resources, accurate targeting and threat data can be
obtained.

Although SOT-A’s of the battalion M| detachment
provide an organic SIGINT/ESM capability to the SF
group, additional SIGINT support maybe required. The
type of support needed depends on the target and threat
capabilities. SIGINT support for SF missionsis available
from the supported command’s M1 brigade.

IMINT Support

IMINT comes from radar, photographic, infrared, and
electro-optic imagery. Imagery analysts use imagery to
identify and locate threat activity, instalations, and
equipment for SF actions. Imagery and |A are significant
sources of information and intelligence for SF elements.

IMINT, which covers various seasons, conditions, and
angles of atarget, provides details on terrain. To a lesser
extent, personnel movement and EOB patterns also can
be analyzed from IMINT.

IMINT tasking is done through either fra%mentary or-
ders (FRAGOs) or intelligence annexes to the OPORD,
SOP, or the RH. Formats to request support from na-
tional systems are in the J TENS Manual, Sections 3, 4,
and 5; and in FM 34-2, Appendix C. IMINT systems
controlled by a higher headquarters, other services, or
national agencies respond to approved RIls through ap-
propriate channels.

The channels used depend on the agency and the re-
quirement, the agency receiving the request, and com-
mand procedures. Corps and division assets can provide
IMINT when the target area falls within the range of
their organic systems. Other services and national assets
also can provide IMINT in support of SF operations.

TECHINT Support

TECHINT consists of S&TI and battlefield TECHINT.
TECHINT provides SF personnel with intelligence about
foreign technological developments and the performance
and operational capabilities of foreign materiel. Bat-
tlefield TECHINT, a subdivision of TECHINT, provides
the tactical commander with countermeasures to neutral-
ize and defeat enemy systems and materiel.

TECHINT products are produced by the Captured
Materiel Exploitation Center (CMEC) or by a battlefield
TECHINT team. TECHINT teams provide a variety of
support to SF personnel preparing to deploy. This sup-
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port includes training and information on foreign
weapons, equipment, and vehicles.  Requests for
TECHINT team support must go through the SOC J2
(when in theater) or through intelligence channels to
USASOC ODCSINT.  For more information on
TECHINT, see FM 34-54.

EW Support

Superior and aggressive EW is a vital capability of
ARSOF. The application of EW in ARSOF is not unlike
that of conventional warfare operations, with the excep-
tion of the proximity of ECM and the vulnerahility of
ARSOF.

EW will require ESM or the collection, analysis, and
location of threat emitters and the decision of which tar-
getswill be subject to ECM. ECM will consist of both
jamming and deception.

« Jamming will be used to deny the intended receipt
of communications from the transmitting station to
deny threat C.

o Deception will be used to spoof the intended
receiver for aperiod of time in which to achieve an
immediate objective.

ECCM is aso an essential element of EW in SOF
operations based on the vulnerability of SOF and the
proximity to the threat.  Detailed communications
operating procedures must be established and practiced
tlgN ensure SOF operations are not vulnerable to threat

Cl Support

Cl detects, evaluates, counteracts, or preventsforeign
intelligence collection, subversion, sabotage, and ter-
rorism. The organic group and battalion Cl sections
primarily perform MDCI analysis. In addition, SF com-
manders normally receive additional Cl investigative and
technical support from the supporting CI unit of the
theater army M| brigade. (See FM 34-60 and FM 34-60A
for details on Cl.)

OTHER NONORGANIC SUPPORT

A working relationship between the supporting CA unit
and the SF S2 aids the commander’ s mission planning

preparation, and execution. A good relationship ensures
Information passes quickly between the two elements and

eliminates duplicated effort.
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CA Support

In daily operations, CA personnel deal with people,
equipment, and documentary material that may provide
valuableintelligence. Thisisimportant since many SF
missions depend upon the support of the civilian Fopul &
tion. UW and FID missions can fail without popular sup-
port. That is why SF commanders must consider the
Impact of al of their activities on the civilian population.

In support of SF mission planning, preparation, and ex-
ecution, CA elements —

o Train and advise members of the supported SF unit
in civil military operations (CMO) and the political,
economic, social, and cultura factors that influence
SF operations.

o |dentify and acquire foreign resources.

« Coordinate with other agencies to minimize civilian
interference.

o Assistin meeting legal and moral obligations to the
local population, families of supported indigenous
forces, and persons displaced by SF operations.

 Supplement the intelligence effort by collecting in-
formation during CMO.

o Act asstaff focal point for cultural aspects that af-
fect SF operations.

« Coordinate and integrate CA activities with PSYOP
activities.

o Provide technical advice and assistance on civil as-
sistance, military civic action, and humanitarian as-
sistance programs.

o Provide input during pre-mission planning and
preparation.  Thisminimizes civilian interference
and reduces collateral damage to the civilian
populace and economy.

PSYOP Support

PSY OP are particularly important to SF. PSYOP units
can provide SF intelligence personnel with key informa-
tion concerning influential population segments, vul-
nerabilities of hostile groups, and other information that
addsto the overall intelligence effort in the operational



area. The earlier a close working relationship is estab-
lished between the SF unit and the supporting PSY OP
unit, the greater the chances of mission success.

SF PSYOP elements—

L]

Provide advice and assist SF units as they work to
obtain and sustain the support of neutral and un-
committed segments of aforeign power.

Exploit hostile vulnerabilities in the operationa
area.

Design PSYOP for deployed SF teams to execute.

Recommend and plan actions like civil dis-
obedience, rallies, and demonstrations that degrade
or neutralize hostile influences on the target audien-
0ES.

Review SF plansto identify potentialI?/ adverse ef-

fects on target audiences that could affect mission

accomplishment.

Train SF soldiersin the customs they must honor in
the operational area.

Provide basic and special PSY OP assessments that
add ;lo the overal intelligence effort in the opera-
tiondl area.

Advise SF commanders and their staffs on the
psychological impact of military operations on target
audiences within the operational area.

SF Support to IEW

By using SR in denied areas, SF can provide the IEW
system with human eyes on the objective.

SR operations encompass a broad range of intelligence
collection activities to include reconnaissance, surveil-
lance, and target acquisition. The SR collection effort
emphasizes US unilateral (or aliance) intelligence re-
quirements, not the requirements of an indigenous resis-

tance organization.

SR complements national and

theater collection systems (such as high altitude imagery
or SIGINT) that are more vulnerable to weather, terrain,
masking, and hostile countermeasures.

SR operations can be broken into two categories.
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Battlefield reconnaissance and surveillance, which
involves the use of standard patrolling tactics and
techniques.  Such missions are often for extended
durations beyond or in the absence of conventional
fire support and sustainment means.

Clandestine collection, which is complex and sensi-

tive, involves the SIGINT and HUMINT techniques

normally reserved to the US intelligence community.
SF teams may conduct unilateral clandestine collec-

tion missionsin crisis situations, in support of na-

tional and theater CT forces, or in other conditions
short of war. In wartime or as a specia activity, SF

teams may conduct unilateral clandestine collection

missions In hostile areas where the threat precludes

the use of other HUMINT means. Clandestine col-
lection may require oversight, interagency coordina

tion, and control of SF teams by the US intelligence

community.

Typical SR missionsinclude -

Initial contact with an indigenous resistance or-
ganization and assessment of resistance potential.

Collection of strategic, political, economic,
psychological, or military information.

Collection of critical military OB information (for
example, NBC ca%abiliti&s and intentions, commit-
ment of second-echelon forces, and location of high-
level headquarters).

Collection of technical military information.

Target acquisition and surveillance of hostile C'sys-
tems, trocc)Jo concentrations, deep strike weapons,
LOC, and other military targets of strategic or
operationa significance.

Location and surveillance of hostage, PW, or politi-
cal prisoner detention facilities.

Poststrike reconnaissance.
Meteorologic, geographic, or hydrographic recon-

naissance to support specific aerospace, land, or
maritime operations.
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MC& G and Other Intelligence Products

Each SF group and battalion has an up-to-date DIA ac-
count which ensures automatic dissemination of intel-
ligence products, studies, and reports based on the unit's
Sl recurring document list and SIGINT end product re-
quirements. The Sl provides the vehicle for unit
registration of rec1ui rements for intelligence information
reports ||RS?, all-source nonrecurring finished intel-
ligence (NRFI), and first issuance of all-source recurring
intefligence.
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AC units with proper Defense Mapping Agency
(DMA) accounts obtain MC& G products from the
DMA Combat Support Center, which is the OCONUS
Army map depot. RC unitsin CONUS obtain MC& G
produces from their continental United States Army
(CONUSA) map depots.

USASOC and its MSCs assist units to obtain specia
MC&G products and services. When maps of a required
area are outdated or nonexistent, units request multi-
spectral imagery (MSI) or grid imagery through regular
intelligence channels.
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CHAPTER 5

INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
RANGER OPERATIONS

This chapter discusses IEW support to the ranger regi-
ment. It describes ranger missions. The chapter explains
the IEW elements organic and external to ranger units

and concludes with a detailed discussion on how the
available IEW systems are employed to support ranger
missions.

MISSIONS

Ranger missions are diverse and are carried out on any
terrain and under any condition. That iswhy accurate,
detailed, and timely intelligence is critical when planning
ranger missions. Rangers need specific information that
can be obtained only through active interface with the
supporting IEW system.  Thisis because organic intel-
ligence assets are [imited.

Consequently, amost al information on a potential
enemy or AO for planning or operational purposes must
come from external intelligence agencies. Rangers have
aways relied upon timely and accurate intelligence sup-
port for mission success, whether in the forests of North
America during the French and Indian War climbing a
cliff in Normandy during World War 11; or exiting an
arcraft at 500 feet over a Grenadian airfield.

The ranger regiment is a unique light infantry unit. It
Prowdest e NCA with the capability to rapidly deploy a
ethal force to any region of the world for limited
periods. Although it is a SOF, once in combat, the
ranger regiment may fight and maneuver like other light
infantry units.

The ranger regiment has the mission to plan and con-
duct special and light infantry operationsin any opera-
tional environment in peace, conflict, and war. These
operations can be in support of conventional or other
SOF. (See FM 7-85, Chapters 6, 7, and 8; and
FM 100-25, Chapters 8 and 9; for a complete discussion
on ranger unit operations.)

The primary SO mission of rangersis to plan and con-
duct DA missions. Ranger operationsinclude DA mis-
sions and specia light infantry operations. DA missions
are short-duration strikes and other small-scale offensive
actionsto seize, destroy, or inflict damage on a specific
target. They also are actions to capture or recover desig-
nated personnel or materiel.

Ranger operations include raids, interdictions, and
recovery operations. Specia light infantry operationsin-
clude many of the light infantry missions assigned to air-
Eorarlye, air assault, or light infantry brigades and

attalions.

ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
RANGER REGIMENTS

Intelligence assets organic to ranger regiments are or-

%1anized according to operational and analytical needs.

he ranger regiment has organic assets that can be used

to perform intelligence functions and missions.
REGIMENTAL INTELLIGENCE STAFF

As the primary intelligence advisor to the commander,
the regimental S2—-

o Operates the regimental intelligence S2 section.

e Reports and forwards priority intelligence and com-
baﬁei| nformation to higher, adjacent, and lower
echelons.

o Directs the regimental collection effort, taski n? ap-
ﬁyoprl ate organic assets and forwarding RIIs to
igher headquarters.

. f(;oordi nates EW efforts with the staff operations of-
icer.
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o Coordinates with other elements of the IEW system.

« Coordinates Cl efforts in support of operational re-
quirements.

« Coordinates closely with the regimental fire support
officer (FSO) to exchange battlefield information,
nominate targets, and coordinate fire support coor-
dination (FSCOORD) measures.

The S2 needs significant support from other head-
quarters and intelligence elements and agencies to
provide comprehensive and timely intelligence support to
the regiment.

REGIMENTAL S2 SECTION

The regimental S2 section can be task organized to sup-
port subordinate battalions by detaching personnel down
to the battalions. A flexible arrangement is necessary
due to the types of missions the regiment is assigned to
perform. This section -

« Conducts limited all-source intelligence collection,
analysis, production, and dissemination to support

situation and target development, Cl, and support to
OPSEC activities.

o Deploys with the regimental TOC during opera-
tions.

o ldentifies, validates, and coordinates unit
geographic area requirements for MC& G products
to support OPLANSs and CONPLANSs and to
validate map requisitions.

Figure 5-1 shows the organization for the 75th Infantry
Ranger Regiment. The regimental S2 section consists of
the S2 and assistant S2, tactical intelligence team, OB
team, IMINT team, Cl team, and reconnaissance detach-
ment. There are also three battalion S2 sections. Al-
though nonorganic to the regimental S2 section, they
provide coordination and information flow.

Tactical Intelligence Team

Thetactical intelligence team performs collection
management functions for the regiment. This team—

REGIMENT.
S2
SECTION

|

TACTICAL*

INTEL T™ IMINT TM

| RECON DET |

+= Collocated.

Indicates coordination and information flow.

Figure 5-1. Intelligence Organization, 75th Infantry Ranger Regiment.
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o Deploys with the regimental TOC, but can be
detached to support battalion operations.

« Performs ail-source intelligence processing and
anaysis.

o Developsand isthe primary architect of intelligence
products constructed from regimental and outside
SOUrCes.

« Maintains aworldwide intelligence data base.

o ldentifies existing intelligent gapsin the collection
effort and information flow.

o Producesintelligence reports and summaries.

o Produces intelligence estimates and annexes in sup-
port of OPLANS.

o Coordinates with the supported commander to ob-
tain detailed IPB of the target area.

o Uses|PB to perform detailed terrain anaysis.
o Respondsto Rilsfrom regimental elements.

o Briefsand debriefs the regimental reconnaissance
detachment teams in conjunction with the OB team.

o Providesintelligence briefings, as required.
OB Team

The OB team and the tactical intelligence team are col-
located and work together. The OB team isresponsible
for maintaining and updating enemy OB files. It studies
and processes Information on specific geographical tar-
get areas. The team also produces TIPs and estimates on
enemy military actions. OB intelligence, in this context,
includes intelligence and information regarding the
enemy’ s organization, strength, and dispositions plusin-
telaldi gence derived from weather forecasting and terrain
andysis.

IMINT Team

The IMINT team is subordinate to the regimental S2
section.  Itis reSﬁons ble for interpreting IMINT
products. The team has imagery analysts with the techni-
cal expertise to accomplisn the mission and to deploy
with the necessary equipment. Because IMINT is impor-
tant to ranger operations, this section canbein DStoa
ranger battalion and be augmented by other IMINT
specialists.

The team maintains an IMINT library for the regiment
and the battalions. Commanders use this material for
planning and meeting operational requirements.

FM 34-36

Cl Team

Elements of the CI team can be deployed with any of
the ranger battalions. This team provides CI support to
the unit's OPSEC and deception plans. It conducts Cl
liaison with US and foreign intelligence and law enforce-
ment agencies, as required.

Reconnaissance Detachment

Theinformation and intelligence gained from debrief-
ing make ranger reconnaissance squads and scout patrols
an effective HUMINT resource. The reconnaissance
detachment —

o Fulfillstactical surveillance missionsin an area
Pefhore other ranger elements are committed to the
ight.

« Hasno organic language or interrogation assets.

« Can carry out certain tasks, such as operational
security, sanitization measures, and deception
operations.

o Hasmilitary freefall, combat diving, and scout swimm-
er capabilities.

o ISOPCON to the regimental S2 section. The
detachment is divided into three teams. These
teams give the regiment the capability to meet im-
mediate on-the-ground intelligence requirements.

o Conductstarget surveillance.

e Isspecially trained to provide information on enemy
OB, target sites, route reconnaissance, and base
camps.

o Can be used as pathfinders to reconnoiter, choose,
clear, and prepare landing zones (LZs) and drop
ZOnes (DZSE).

o Can operate for up to five days on its own.
Battalion S2 Section

The ranger battalion S2 section consists of two of-
ficers-the S2 and assistant S2— and three enlisted sol-
diers. The section has alimited capability to collect and
andyze information. Its mission isto support the bat-
talion commander with basic intelligence data base col-
lection, analysis, and tactical intelligence support for
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battalion operations. The battalion S2 section can be
augmented by regimental S2 elements or external assets,
asrequired.

The ranger battalion S2—-

« Develops and maintains an intelligence data base.
o ldentifies existing intelligence gaps.

o Producesintelligence reports and summaries.

o Performsterrain analysis and I1PB functions directly
supporting battalion operations.

o Processes RIIs from battalion elements.

o Participatesin the decision-making process.

o Tasks, through the S3, battalion elements to perform
tactical intelligence missions supporting battalion
operations.

« Conductsintelligence training for battalion ele-
ments.

« Coordinates Cl efforts supporting battalion opera-
tional requirements.

« Directs the battalion collection management
Process.

« Briefsand debriefs reconnaissance teams.
« Coordinates closely with the battalion FSO to ex-

change combat information, nominate targets, and
coordinate fire support measures.

OTHER ORGANIC SUPPORT

In addition to the support provided by the ranger regi-
ment, other organic support is provided by USAF liaison,
medical support, fire support, and USAF weather team.

USAF Liaison

The regimental headquarters and each battalion has a
USAF liaison team. Thisteam sometimesis used asan
intelligence communications link.

Medical Support

The regimental and battalion surgeons are a source of
medical and nuclear, biological, and chemical (NBC) in-
telligence on possible deployment |ocations. They also
provide valuable information on disease and pest condi-
tionsin the AO.

Fire Support

The organic fire support structure, including the fire
support teams (FISTs) and battalion and regimental
gz OORD, provides valuable combat information to the

Weather Team

The USAF SWO serves as a specia staff officer to the
regimental commander on all weather matters. The team
provides current and forecast weather data and climatic
anaysis studies in support of al regimental missions.
The team provides FALOP training to the reconnais-
sance detachment, and provides mission-unique informa-
tion during operations.  Weather support for ranger
operationsis limited to the regimental level only.

NONORGANIC INTELLIGENCE AND ELECTRONIC WARFAR SUPPORT TO
RANGER REGIMENTS

Intelligence assets organic to the ranger regiment are
limited. However, the IEW system supporting the ranger
regimentisvast. Through the |&W system, the ranger
regiment’s organic intelligence assets interface with the
nonorganic IEW systems to secure all necessary support.

This nonorganic intelligence support for rangersin-
cludes al the intelligence disciplines and functional
aeas.  HUMINT, SIGINT, IMINT, TECHINT, EW,
and CI operations. External product support is available
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by coordinating between the ranger unit S2 and the sup-
ported command.

|EW SUPPORT FROM HIGHER HEADQUARTERS

When deployed, the theater or JTF commander is
responsible for providing intelligence support to the
ranger regiment. USASOC provides information and in-
telligence to the ranger force commander while the
forceisin CONUS. The USASOC intelligence staff



coordinates with theater intelligence agencies to provide
what the regiment needs.

In theater, the main source of processed intelligence is
the EACIC. The EACIC provides intelligence, MDCL,

and EW product support to the ranger force|Figure 5-2

shows the intelligence support avallable fromthe EAT
brigade. The ranger regiment normally places an intel-
ligence liaison officer (LNO) at the EACIC or the ap-
propriate ASPS to facilitate the necessary coordination
to ensure -

o Theintelligence needs of the ranger force are
relayed to the intelligence processing center.

o Theresulting anaysisis based on the specific needs
of the ranger force commander.

This LNO also coordinates with the corps or EAC tar-
%etl ng center. Close coordination between the regiment,
the EACIC, and the targeting center is essential to effec-
tively employ ranger forces.

HUMINT Support

HUMINT support to ranger forces includes intelli-
gence derived from —

o Interrogating EPWs and debriefing civilian inter-
nees, detainees, and refugees.

o Debriefing returned captured US personnel, es-
capees, and evaders.

o Exploiting CED and CEM.
o Performing controlled collection operations.
« Conducting RSO, patrols, and OPs.

« Conducting liaison  with local military or
paramilitary forces and the local populace.

o Obtaining reports from friendly troops.

The interrogator is one of the primary HUMINT col-
lectors not organic to the ranger battalion. The inter-
rogator is specialy trained to exploit personnel and
documents written in the source's native language. Inter-
rogators are most effective when they are employed for-
ward in support of commandersin direct contact with the
enemy.
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Interrogator support is available from the supported
command's M1 brigade or tactical exploitation battalion.
At brigade and above interrogators are collocated at
EPW holding areas and camps. Interrogators collect

ainst SIR that answer the commander’s PIR and IR.
Then this interrogation information or intelligence is in-
corporated into the all-source intelligence product.

When rangers need combat information or intelligence
for mission planning that only interrogators can provide,
they either request this support through USASOC or the
appro;ﬁriate TASOSC, or through other commands
which have interrogators organic to their units.

SIGINT Support

SIGINT isthe product of information gathered when
electromagnetic emissions are intercepted, collected,
evaluated, anayzed, and integrated with other intel-
ligence and combat information and then interpreted,
SIGINT subdivisions include COMINT, FISINT, and
ELINT. By integrating SIGINT with other intelligence,
accurate targeting data can be obtained.

SIGINT support to the planni n%ie_cess for ranger
missions, including locating enemy C°, is available from
the supported command’s M1 brigade. The type of sup-
port needed depends upon the nature of the target and
enemy capabilities.

IMINT Support

IMINT comes from radar, photographic, infrared, and
electro-optic imagery. Imagery analysts use imagery to
identify and locate enemy activity, installations, and
equipment for ranger actions. Imagery and IA are sig-
nificant sources of information and intelligence for
ranger elements.

IMINT, which covers various seasons, conditions, and
angles of atarget, provides details on terrain. To alesser
extent, enemy OB and personnel movement patterns also
can be analyzed from IMINT.

IMINT tasking is done through either FRAGO or intel-
ligence annexes to the OPORD, or the RIl. Formats to
request support from national systems are in the JTENS
Manual, Sections 3,4, and 5; and FM 34-2, Appendix C.
IMINT systems controlled by a higher headquarters,
other services, or national agencies respond to approved
RIIs through appropriate channels.
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The channels used depend on the agency and the re-
quirement, the agency receiving the request, and com-
mand procedures.  Corps and division assets provide
IMINT when the target area falls within the range of
their organic systems. Other services and national assets
also can provide IMINT in DS of ranger operations.

TECHINT Support

TECHINT consists of S&TI and baitlefield TECHINT.
TECHINT provides rangers with intelligence about
threat technological developments and the performance
and operationd capabilities of threat materiel. Bat-
tlefield TECHINT provides the tactical commander with
countermeasures to neutralize and defeat enemy systems
and materiel.

TECHINT products, incl udin? countermeasures, are
produced by the CMEC or a battlefield TECHINT team.
TECHINT isincorporated into the all-source intel-
ligence product. Specific requestsfor TECHINT team
support are coordinated through headquarters, echelons
corps and above.

EW Support

EW isvital to successful ranger operations and requires
same support that conventional warfare operations
need. However, in ranger operations, ECM must be
closer and focused on the objective to effectively support
the fighting force.

EW will require ESM or the collection, analysis, and
location of threat emitters and the decision which targets
will be subject to ECM. ECM will consist of both jam-
ming and deception.

« Jamming will be used to deny the intended receipt
of communications from the transmitting station to
deny threat C'.

« Deception will be used to spoof the intended
receiver for a period of time in which to achieve an
immediate objective.

ECCM isaso an essentia element of EW in ranger
operations based on the vulnerability of ranger forces
and the proximity to the threat. Detailed communica-
tions operating procedures must be established and prac-
tihced tg V?/nsure ranger operations are not vulnerable to
threat EW.
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Cl Support

Cl detects, evaluates, counteracts, or preventsforeign
intelligence collection, subversion, sabotage, and ter-
rorism. It determines security vulnerabilities and recom-
mends countermeasures. Cl operations support OPSEC,
deception and rear operations.

Cl support to the ranger regiment is normally provided
_t% a Cl team from the M1 group at theater army level.
e Cl team conducts liaison support between the regi-
ment and other intelligence and law enforcement agen-
cies operating within the theater. CI support isalso
provided through USASOC channels. (See FM 34-60
and FM 34-60A for detailson Cl.)

OTHER NONORGANIC SUPPORT

Intelligence requirements for ranger operations are
specialized and sensitive.  The USASOC ODCSINT
Requirements Management Division coordinates with
theater and national |evel intelligence agenciesto provide
the information and intelligence the force needs, The
TASOSC ISE produces TIPs and other supporting intel-
ligence products for ranger operations within the theater.
Sed Figure 3-4 for more information on RIIs.

CA Support

A working refationship between the supporting CA unit
and the ranger unit aids the commander’s mission plan-
ning preparation, and execution. A good relationship
ensures information passes quickly between the two ele-
ments and eliminates duplicated effort.

In daily operations CA personnel deal with people,
equipment, and documentary material that may provide
vauableintelligence. Thisisimportant because ranger
commanders must consider the impact of al of their ac-
tivities on the civilian population.

In support of ranger mission planning, preparation, and
executions, CA elements—

o |dentify and acquire foreign resources.

o Coordinate with other agencies to minimize civilian
interference.

o Assistin meeting legal and moral obligations to the

local population, families of supported indgenous
forces, and persons displaced by ranger operations.
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o Supplement the intelligence effort by collecting in-
formation during CMO.

o Act as staff focal point for cultural aspectsthat af-
feet ranger operations.

« Provide input during pre-mission planning and
preparation.  Thisminimizes civilian interference
and reduces collateral damage to the civilian
populace and economy.

PSYOP Support

PSY OP supports ranger operations by reducing the ef-
fectiveness of the enemy force and enhancing and elicit-
Llng the support of the local population. Ranger PSY OP

ements—

« Exploit hostile vulnerahilities in the operationa
area.

« Design PSY OP for deployed ranger units to execute.

« Review ranger plans to identify potentialy adverse
effects on target audiences that could affect mission
accomplishment.

o Provide basic and specia PSY OP assessments that

add to the overall intelligence effort in the opera-
tiona area.

o Adviseranger commanders and their staffs on the

psychological impact of military operations on target
audiences within the operational area.
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Ranger Support to the [EW System

Like any other unit, ranger elements can be excellent
sources of combat information. Rangers are often the
first to encounter the enemy and can confirm or deny
friendI?/ assessments of threat organization, equipment,
capabilities, and morale. They can bring back captured
threat equipment for evaluation and report on the effec-
tiveness of friendly weapons on threat systems. Rangers
can also provide red time assessments of the target area
civilian population’s psy_cholo%ical and physical disposi-
tion for use in fine tuning PSY OP and CA plans for
follow-on forces. Ranger SIOs must be proactive in
debriefing rangers to ensure this valuable information
entersthe IEW system.

MC& G and Other Intelligence Products

The ranger regiment and its subordinate battalions
have an account with the DIA and the Army Intelligence
Agency (AIA). All pertinent reports and studies are sent
to the ranger regiment and battalions, as requested.
Maps, IMINT, and other special products are also
routinely supplied. These and other national assets
supply information and intelligence for quick response
missions under certain conditions. DIA or MA may
even dedicate assets like foreign ASTS to support special
ranger missions.

Ranger units with a proper DMA account obtain
MC&G products direct from the DMA Combat Support
Center, which is the OCONUS Army map depot.
USASOC assists units to obtain special MC& G products
and services,
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CHAPTER 6

INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL OPERATIONSAVIATION

SOA plans and conducts special air operations across
the operational continuum.  Specialized SOA assets
routinely penetrate hostile and sensitive airspace un-
detected to conduct and support SO and theater level
operationa plans. These assets operate with precise ex-
ecution over extended ranges, under adverse weather
conditions, and during times of limited visibility.

The effectiveness of SOA depends largely on the ability
of the S2 to gather and disseminate detailed operational
intelligence to mission planners in atimely manner. The
SOC J2, in coordination with the TASOSC I SE, provides
NRT intelligence throughout mission planning and ex-
ecution.

In the Joint Strategic Capabilities Plan (JSCP), each
supported CINC is given SOA assets tailored to meet the
specific mission requirements of the theater CINC. A
typical SOA force consists of assets drawn from the SOA
regiment.

The regiment consists of a headquarters and head-
quarters company (HHC), SOA regiment (airborne); a
special operations helicopter battalion with alight attack
company an assault helicopter battalion; and a medium
helicopter battalion (lift). (See FM 100-25, Chapter 9,
for details of these elements.)

MISSIONS

The most frequent SOA mission isinfiltration, exfiltra-
tion, and resupply of SOF by air. SOA units can provide
General aviation support to SOF where use of other
Army aviation assets are not appropriate, feasible, or

available. These types of missions, however, detract from
the primary mission of clandestine penetration into
denied areas.

ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL OPERATIONS AVIATION REGIMENTS

Theonly MI support in SOA regiments and their sub-
ordinate battalions are their respective S2 staf
units have no other organic IEW assets. ] Figure 6-
shows the intelligence organization for the
Regiment.

~ The SOA regiment S2 section has three teams: OB,
maggrg interpretation, and CINC intelligence planning.
The SOA regimental S2 staff organization is currently
under development.

Accurate [EW support is vital to mission success and
survivability of SOA assets. Successful penetration and
exfiltration dictate that SOA assets must avoid detection.
Pilots avoid detection by—

o Using advanced terrain flight techniques.

« Operating under conditions of limited visibility.

o Relying heavily on acomprehensive aircraft sur-
vivability equipment (ASE) system.

In SOA operations, knowledge and sgﬁpr&ssi on of the
foreign air threat is paramount. The starfs of the SOA
task force S2 and the area air defense command must
closely coordinate to avoid detection and minimize los-
ses. The S2 must push to acquire every asset possible to
exactly pinpoint the weapons systems, quantity, and loca-
tion to assist aircraft in the successful penetration of
denied air space.
S2 RESPONSIBILITIES

The SOA S2 is the staff representative for intelligence
and Cl measures. The S2 -

¢ Recommends PIR to the commander and estab-
lishes IR.
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Figure 6-1.

Provides accurate air defense information to sup-
ported SOF units.

Coordinates intelligence requirements.
Acquires sufficient imagery for SOA operations.

Provides an assessment of the foreign intelligence
collection threat.

Prepares and implements intelligence training
programs.

Exercises staff supervision of CI personnel.

Hel ps the operations element prepare essential ele-
ments of friendly information (EEFI), vulnerability
studies, and countermeasures to be employed by the
unitsin support of the OPSEC plan.

Assists the S3in planning operations. The S2 and
S3 should maintain a single situation map with over-

lays.

Coordinates weather information and analysis with
the appropriate Army or Air Force weather ele-
ment.

TEAM

Intelligence organization, 160th SOA Regiment.

o ldentifies, confirms, and coordinates priorities for
unit geographic area requirement MC& G products
to support OPLANs and CONPLANS; monitor
and validates map requisitions.

OB Team

This team is responsible for foreign OB files. This
team studies and processes information on specific
geographical target areas. It also produces intelligence
assessments on foreign military actions. SOA OB intel-
ligence goes beyond enemy ar defense threats. It in-
cludes foreign air support facilities and navigation aids
that SOA elements exploit or avoid while degp in hostile
territory.

Imagery Interpretation Team

This team develops and maintains imagery data fileson
specific geographical target areas. The team'’s focus goes
beyond normal OB and ongoing target coverage. It in-
cludes foreign or hostile air support facilities that SOA
elements can use whilein denied territory.

CINC Intelligence Planning Team

This team is responsible for coordinating with the
theater CINCsto ensure that the regiment has each
theater’ sintelligence estimates and OPLANS on hand.
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NONORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
SPECIAL OPERATIONS AVIATION REGIMENTS

Intelligence support to SOA is specialized and sensi-
tive. It is often different from conventional aviation. The
Requirements Management Division, USASOC, and the
SOA CINC intel Iia?ence planning team coordinate with
theater and national level intelligence sources to provide
needed information.

|EW SUPPORT FROM HIGHER HEADQUARTERS

The SOC J2 primarily is concerned with in-theater
I[EW policy formulation, planning and coordination.
The SOC J2-

o Ensures that sufficient intelligence support is avail-
able for each mission tasked by the SOC.

« Reliesonthetheater service IEW organizations to
collect, produce, and disseminate intelligence to
meet SOA requirements.

o Tasks subordinate SOF units to collect and report
information in support of SOA intelligence require-
ments.

The SOC J6 coordinates to obtain secure SCI voice and
data communications between the headquarters of the
SOC, its component commands, and the TASOSC.

The TASOSC S2 provides all-source IEW support to
dl in-theater ARSOF. Complying with guidance from
the SOC J2, the DIO validates, consolidates, and

rioritizes standing and routine IR and RIls. He then

orwards them to the TASOSC |ISE collocated at the
theater Army M1 brigade's EACIC.

ISLIJEnder the staff supervision of the TASOSC S2, the
« Respondsto RII by integrating them into the
EACIC requirementslist.

» MonitorsRII status until the appropriate collection
assets respond.

« Maintains an intelligence data base to support
ARSOF requirements.

HUMINT Support

HUMINT is collected using a variety of methods.
HUMINT collectors —

« Interrogate EPWs and debrief or interview civilian
internees, detainees, and refugees.

o Debrief returned captured US personnel, escapees,
and evaders.

o Exploit CED and CEM.
o Perform controlled collection.
o Conduct LRSO, patrols, and OPs.

« Conduct liaison with local military or paramilitary
forces and the local populace; and obtain reports
from friendly troops.

Interrogation support for SOA is available from the
supported command’s M1 brigade or tactical exploitation
battalion.  Otherwise, interrogators are collocated at
EPW collection points and holding facilities at echelons,
division, and above. Interrogation information thenisin-
corporated into the all-source product. When SOA
needs information for mission planning that only inter-
rogators might provide, they must coordinate their re-
quirements with the command that has interrogators.

SIGINT Support

SIGINT is developed from the collection, evaluation,
analysis, integration, and interpretation of information
derived from intercepted electromagnetic emissions.
SIGINT subdivisionsinclude COMINT, ELINT, and
FISINT. By integrating SIGINT with intelligence from
other resources, accurate targeting and threat data can
be obtained.

SIGINT support for planning SOA missionsis available
from the supported command’s M1 brigade. The type of
support needed depends on the operationa factorsin the
operational area.

6-3



FM 34-36

IMINT Support

IMINT comes from radar, photographic, infrared, and
electro-optic imagery.  SOA uses detailed imagery to
develop sophisticated target folders.

IMINT covers the target during various seasons, condi-
tions, and angles of atarget, provides details on terrain.
The SIO must be able to determine the measurements of
buildings, spacings between buildings, and the size of any
obstacles on roads or intersections.  Within SOA’s
precision assault environment, inches can mean lives and
the difference between success or failure. IMINT isa
Zignificant source of critical operational data for SOA

ements.

IMINT tasking is done through either FRAGO or intel-
ligence annexes to the OPORD, SOP, or RIl. Formats to
request support from national systems arein the JTENS
Manual, Sections 3, 4, and 5; and FM 34-2, Appendix C.
IMINT systems controlled by a higher headquarters,
other services, or national agencies respond to approved
RIIs through appropriate channels.

The charnels used depend on the requesting unit and
the requirement, the agency receiving the request, and
command procedures.  Corps and division assets can
provide IMINT when the target area falls within the
range of their organic systems. Other services and na-
tional assets also can be tasked to provide dedicated
IMINT support to SOF operations.

TECHINT Support

TECHINT consists of S& Tl and battlefield TECHINT.
TECHINT provides SOA personnel with intelligence
about foreign technologica developments and the per-
formance and operational chabi lities of foreign
materiel. Battlefield TECHINT providesthe tactical
commander with countermeasures to neutralize and
defeat enemy systems and materiel.

TECHINT products are produced by the CMEC or a
battlefield TECHINT team at corps. TECHINT isin-
corporated into the all-source intelligence product.
Specific requests for TECHINT support are coordinated
through the SOC J2 to corps headquarters or above.

EW Support

Depending on the nature of the operation and threat
capabilities, SOA may need support from EW units. EW
operations disrupt or destroy the threat's C*of his forces
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and weapons systems, and retain friendly use of the
electromagnetic spectrum.  EW also is used to support
deception operations.  EW misleads the threat by
manipulating, distorting, or falsifying indicators; thus
persuading the enemy to react in a manner against his
own interests.

Active jamming prevents enemy early warning radar
from detecting airborne forces or, if detected, from
determining their route. Also, false transmissions sup-
port SOA deception plans or feints. SOA uses selective
Jamming and imitative deception to disrupt foreign C*
nets, which reduces the enemy’ s ahility to react to SOA
presence.

In CONUS, planning and coordinating elements from
USASOC contribute to the EW program for SOA.
When dePI oyed, the JTF or theater commander is
responsible for planning the EW program to support an
SOA mission. The EW program must be closely coor-
dinated so it does not disrupt friendly air-to-ground or

round-to-ground communicetions, or reveal friendly

orce intentions.

Cl Support

Cl detects, evaluates, counteracts, or prevents foreign
intelligence collection, subversion, sabotage, and ter-
rorism. It determines security vulnerabilities and recom-
mends countermeasures. Cl operations support OPSEC,
deception, and force protection.

Currently, the SOA regiment has no organic Cl support
but Cl isvital to SOA mission planning, preparation, and
execution. In CONUS, the security division, USASOC,
conducts liaison with US and foreign intelligence and law
enforcement agencies as appropriate. Thisliaisonisan
important element of Cl support to the SOA regiment.

Cl su%ports OPSEC by providing MDCI information
and products, such as the MDCI appendix, to the SOA
regiment OPLANs and OPORDs. Additional CI sup-
port is obtained from the CONUS ClI group as required.
Upon deployment, Cl support is obtained from the ap-
propriate theater MI brigade. For additional informa-
tion on Cl and HUMINT, see FM 34-60 and FM 34-40A.

OTHER NONORGANIC SUPPORT

By their nature, SOA missions require only limited CA
support. However, should SOA units be required to stay
in one place longer than anticipated, they may require
support from adjacent unitsto include CA.



CA Support
CA eements, in support of SOA, can—

o Train and advise members of the supported SOA
unit in CMO and the political, economic, social, and
cultural factors that influence operations.

« |dentify and acquire foreign resources.

« Coordinate with other agencies to minimize civilian
interference.

o Assist in meeting legal and moral obligations to the
local population, families of supported indigenous
forces, and persons displaced by operations.

o Supplement the intelligence effort by collecting in-
formation during CMO.

o Act asstaff focal point for cultural aspects that &f-
fect SOA operations.

PSYOP Support

SOA missions are characterized by rapid and surrep-
tious entry and exit from denied air space. Therefore,
SOA units do not require extensive PSY OP mission sup-
port. PSY OP can support SOA operations by reducing
the effectiveness of the enemy force. PSY OP elements —

« Exploit hostile vulnerabilities in the operational
area.

o Design PSY OP for deployed SOA unitsto execute.

« Review SOA plansto identify potentialy adverse ef-
fects on target audiences that could affect mission
accomplishment.

« |dentify sectors of population that would aid SOA
crewsin E&E.

o Provide basic and special PSY OP assessments that
add to the overall intelligence effort in the opera-
tional area.

o Advise commanders and thelir staffs on the
psychological impact of military operations on target
audiences within the operational area.
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In the event that SOA elements are based in an area for
extended periods of times, they will require increasing
support from adjacent units, to include PSY OP.

In addition to the support provided by SOA, other sup-
port is provided by the SO weather team and MC& G
nonstandard intelligence products.

Weather

SOA is highly susceptible to the effects of weather,
making weather a critical aspect of mission planning.
Weather support to SOA is provided by detachments of
the SO weather team. Direct weather support must in-
clude, but not be limited to -

o Forecasts of general weather conditions and specific
meteorological data elements as described in the 24-
hour forecast.

o Solar geophysical information and climatic studies
and analyses.

o Weather advisories, Warninﬁs, and specialized
weather briefings, to include flight weather brief-
ings.

SOA Support to the IEW System

Like any other unit, SOA el ements can be excellent
sources of combat information. SOA are often the first
to encounter the enemy and can confirm or deny friendly
assessments of threat air and ground-based air defense
capabilities. They can report on the effectiveness of
friendly weapons and counter-air defense measures on
threat systems. If possible without compromising their
mission, SOA can also provide real time updates on the
movements and concentrations of threat units deep in the
enemy'srear aea.  SOA SIOs must be proactive in
debriefing SOA elementsto ensure this valuable infor-
mation enters the IEW system.

MC&G and Other Intelligence Products

The SOA regiment has a standing account with DIA
and AlA. All pertinent reports and studies are sent to
the SOA regiment when requested. Maps, IMINT, and
other special products are also routinely supplied. Na-
tional assets can supply information for quick response
missions and may even dedicate certain assets to support
SOA.
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SOA units with a proper DMA map account may or the supporting OCONUS Army map depot.
obtain MC& G products direct from the DMA Combat USASOC assists units to obtain special MC& G proaucts
Support Center, the appropriate installation map depot, and services.
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CHAPTER 7

INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
PSYCHOLOGICAL OPERATIONS

This chapter discusses the organization and mission of
PSY OP units. It addresses the IEW support MI provides

to PSY OP and the support PSY OP give the IEW system.

MISSIONS

PSY OP missions are planned products and psychologi-
cal actionsin peace or war that are directed toward
foreign enemy, friendly, and neutral audiences. The pur-
pose s to influence attitudes and behaviors to achieve
national political and military objectives.

PSYOP support  varied military, political, and
diplomatic actions across the operational continuum.
These missions can be strategic, operational, or tactical
missions.

Strategic PSY OP missions are conducted at the na-
tional or theater level to advance broad, long-term
psychological objectivesin support of national
psychological objectives.

Operational PSY OP missions are conducted to
achieve mid-term objectives in support of theater
campaigns and major operations.

Tactical PSYOP missions are conducted to achieve
immediate or short-term objectives in support of
tactical military operations.

Any of the above categories of PSY OP may support
more than one level of the operational continuum. That
iswhy distinctions between the categories of PSYOP are
often blurred.

SOF, whether operating unilaterally or in cooperation
with conventional forces across the entire operational
continuum, must always consider nonmilitary factors and
objectives. PSYOP missions —

o Play acritical and integral role in achieving or ad-
dressing these nonmilitary objectives.

o Aidinaccomplishing tactical, operational, and
strategic military objectives.

» May be the only military force employed.
o Must be integrated with al operations to prevent

contradictory or conflicting messages. See FM 33-1
for details on PSYOP.

ORGANIZATION

Army PSY OP missions are conducted by specifically
organized and trained units. Themajority of PSY OP for-
cesarein the US Army Reserve| Figure 7-1 shows atype
of RC PSYOP group (POG).

The 4th PSY OP Group (Airborne) (POG(A)) isthe
only Army AC POG. It -

o Isresponsible for planning and conducting Army
PSY OP activities authorized and implemented
worldwide.

o Supports contingencies and open hostilities short of
declared war; it also develops, coordinates, and con-
trols peacetime PSY OP activities.

» Istasked to prepare and undertake the detailed
planning and execution of strategic and operational
missions for al U& S CINCswhen war is declared.

The 4th rovisional task organization, as
shown in[Figure 7-2, consists of a group HHC, three
regionally oriented battalions, one tactical support bat-
talion, and one PSY OP dissemination battalion.

The 4th POG(A) is normally assigned to the AC of the
unified command, but may be assigned as the joint
PSY OP task force on the unified command. It maybe
designated as the senior PSY OP headquarters over US
RC POGs or dlied elements at EAC.

-1
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ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
PSYCHOLOGICAL OPERATIONS

PSY OP units use and produce all-source intelligence.
PSY OP units need timely intelligence to achieve Its ob-
jectives. This means the PSY OP SIO must maintain con-
tinuous coordination with the supporting S2, G2, or J2.

GROUPBATTALION 2

The S2 staff elements of the PSY OP battaion or POG
are small. Each PSYOP unit’s actua production and col-
lection assets are located elsewhere in the unit. In
PSYOP battalions, companies, and detachments that
operate indef)endently or in support of other forces, the
SlOisusualy the S2 or the chief of that unit’'sPDC. In
these situations, the PDC S2 establishes the same type
relations with the supporting IEW S2 as those normally
established between PSY OP and the supported or sup-
porting S2s.

The PSYOP SIO -

« Accesses the IEW system to answer the
commander's PIR and IR.

o Ensures PSY OP intelligence elements can access
the intelligence assets and products they need to
support the commander.

o Asanintell iO(IJence producer, ensures that the spe-
cialized products hisintelligence elements produce
go into the IEW system to be included in intelli-
gence data bases. PSYOP and M assets produce
products of direct value to each other.

« Directs the intelligence effort to meet the
commander’ s needs.

o Tasksorganic and attached intelligence assets and
forwards RIIs to higher headquarters.

o Integrates PSY OP intelligence efforts with other
units and agencies.

o Assesses threat PSY OP capabilities, potential
COAs, and potential effects.

e Produces and disseminates PSY OP intelligence
products.

« Identifies, confirms, and coordinates priorities for
unit geographic area requirements for MC&G
products to support OPLANs and CONPLANS.

« Monitorsand validates map requisitions.
OTHER ORGANIC SUPPORT

PSY OP units have many specialized organic intel-
ligence production and collection capabilities. For ex-
ample, loudspeaker teams have linguists who can
interview HUMINT sources. These assets are |ocated in
the PDC, audiovisual (AV) platoons, and foreign broad-
cast monitoring elements of the PSY OP unit.

Product Development Center

Each battalion PDC contains threat analysis and
counter-propaganda teams. The threat team —

« Examinesthesituationin its area of responsibility
and identifies trends, developments, and events that
have PSY OP relevance.

« Conducts research on target countries, regions,
groups, or specific issuesto develop detailed
PSY OP data bases and target analyses. This re-
search isnormally in depth; 1t examines historical,
political, diplomatic, social, and economic events
and trends for PSY OP significance.

Threat and Counter-Propaganda Teams

The counter-propaganda team conducts analysis of
threat and neutral products in order to assess their im-
pact and aid in developing counter-products.

The threat and counter-propaganda teams use attached
and organic interrogators to collect information on politi-
cal, social, and other PSY OP requirements. Thisinfor-
mation is often key to campaign assessment and product
development. These teams also coordinate PSY OP col-
|lection requirements with MI interrogation elements col-
located at EPW collection points and holding facilities
throughout the theater of operations.

AV Platoon and Radio Monitoring Elements

Other collection assets consist of the AV platoons and
radio mon|tor_|na? elements. The AV platoons are
primarily tactical product development and dissemina-
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tion elements. However, due to their proximity to the
local populace and threat forces, they have a secondary
mission to collect information on the focal situation when
disseminating activities. Information gathered by these
teamsis generally local and tactical in nature. It is used
and transmitted in the same way information gathered b
the interrogators or ground surveillance radar (GSRg
teamsis used and transmitted.

Some PSY OP units have radio monitoring elements.
These elements —

« Overtly monitor threat and neutral commercial
radio broadcasts.

« Are not capable of the direction finding traffic
analysis, and cryptologic operations that IEW
SIGINT collection and jamming assets are; however,
they can be significant to the IEW collection effort.

o Record selected broadcasts and forward them to a
PDC for trandlation, transcription, and content
analysis. These recordings can reveal alot about

the intended target audience of broadcasts aswell as
the PSY OP intentions of the broadcaster.

Threat, Counter-Propaganda Analysis, and AV
Teams

Elements of these teams conduct surveys, interviews,
and panels to collect PSY OP intelligence. These ac-
tivities are different from tactical intelligence collection
because they use techniques developed for market
analysisand sociological research aswell asHUMINT
techniques. The god is to obtain information on at-
titudes, beliefs, behaviors, and social organizations.

Since the PSY OP producer must anticipate that its
products will be subjected to analysis, intelligence on the
opposing PSY OP threat will also be needed. Thisintel-
ligence will come from a combination of OB, MDCI
anaysis, and PSY OP data bases.

PSY OP can aso provide intelligence of useto MDCI
analysis and deception planning elements. Thisintel-
ligence would usually concern sociological prejudices or
predilections of atargeted force that could be manipu-
lated or capitalized upon by the deception effort.

NONORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
PSYCHOLOGICAL OPERATIONS

PSY OP units collect most of the unclassified and some
of the classified information they need themselves.
PSY OP units get the rest of the intelligence and informa-
tion they need through IEW channels.

The type of intelligence needed by PSY OP units
depends on the echelon, area of responsibility, and mis-
sion of the supported command.

|[EW SUPPORT FROM HIGHER HEADQUARTERS

The SOC J2 primarily is concerned with in-theater
IEW policy formulation, planning, and coordination.
The SOC J2-

o Ensures that sufficient intelligence support is avail-
able for each mission tasked by the SOC.

o Relieson the theater service IEW organizationsto

collect, produce, and disseminate intelligence to
meet PSY OP requirements.
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o Tasks subordinate SOF units to collect and report
information in support of PSY OP intelligence re-
quirements.

The SOC J6 coordinates to obtain secure SCI voice and
data communications between the headquarters of the
SOC, its component commands, and the TASOSC.

The TASOSC DOI provides all-source IEW support to
al in-theater ARSOF. Complying with guidance from
the SOC J2, the DOI validates, consolidates, and

rioritizes standing and routine IR and RIIs. He then

orwards them to the TASOSC |ISE collocated at the
theater army M| brigade’' sEACIC.

SUnder the staff supervision of the TASOSC DO, the
| SE-

o Responds to RIlIs by integrating them into the
EACIC requirements list.



o MonitorsRII status until the appropriate collection
assets respond.

¢ Maintains an intelligence data base to support
ARSOF requirements.

OPORDs, OPLANS, campaign plans, and supporti n%
PSY OP and intelligence annexes contain specific PSYO
intelligence requirements. Most of these requirements
are validated and incorporated into PSY OP and [EW
collection plans.  (See FM 34-1, Appendix H; and
FM 34-2, Appendix A.)

In order to meet some of these re(1ui rements, SIOs may
need to reinforce or refocus available IEW assets. Often,
the PSY OP or IEW SIO needs to enter the IEW system
to access information or intelligence from other CS units;
intelligence agencies; or sources at |ower, adjacent, and
higher echelons or national level. Figure 7-3 shows ex-
amples of sources that support PSY OP.

FM 34-36

These units and agencies have extensive contact with,
or knowledge of, the target audience. They also may
have a complete data base onhand and a collection
framework in place with intelligence requirements a-
ready developed and tasked. Proper coordination for
Use or access to these IEW assets saves time and assets,
aswell as é)otential ly producing significant intelligence to
support PSY OP.

INTELLIGENCE DISCIPLINES
SUPPORTING PSYOP

There are primarily five intelligence disciplines which
significantly support PSY OP.

HUMINT Support

The objective of PSYOP is to influence humans. The
attitudes and beliefs of the target audience are, therefore,
important. The most effective source for this information
iSHUMINT.

UNITS AGENCIES
HN Military HN Federal and Local Government
HN Paramilitary or Militia HN Police
SF HN Government Agencies (Economic and Commerce)
CA State Department
mp CIA
USIA
AID

OTHER SOURCES THAT MAY BENEFIT PSYOP INTELLIGENCE

Civilians (friendly and enemy) Poems

EPWs Documents
Defectors Letters
Refugees Published Material

Figure 7-3.

Examples of organizations and sources that can assist PSYOP efforts.
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HUMINT is collected using a variety of methods.
HUMINT collectors-

« Interrogate EPWsand debrief or interview civilian
internees, detainees, and refugees.

o Debrief returned captured US personnel, escapes,
and evaders.

o Exploit CED and CEM.
« Perform controlled collection.
o Conduct LRSO, patrols, and OPs.

« Conduct liaison with [ocal military or paramilitary
forces and the local populace; and obtain reports
from friendly troops.

PSY OP units use HUMINT developed from controlled
collection, CI operations, interrogations, debriefings, and
from other defensive or offensive HUMINT operations.
To support PSYOP, HUMINT must be timely and ac-
curate.

[EW intelligence and information gathered from
EPWs, defectors, line crossers, and captured diaries
often provide PSY OP intelligence elements with sig-
nificant insights into the psychological situation in a
specific area or within atarget group. With consent and
proper authority, these defectors, crews, and line
crossers may also be used to develop PSY OP products.
These same sources are a so va uable when testing or
pre-testing PSY OP products.

Interrogation support for PSY OP units is available
from the supported command’s M| brigade or tactical
exploitation battalion. Otherwise, interrogators are col-
located at EPW collection points and holding facilities at
echelons, divisions, and above. Interrogation information
then isincorporated into the all-source product. When
PSY OP units need information for mission planning that
only interrogators might provide, they must coordinate
their requirements with the command that has inter-
rogators.

SIGINT Support

SIGINT is developed from the collection, evaluation,
analysis, integration, and interpretation of information
derived from intercepted electromagnetic emissions.
SIGINT subdivisionsinclude COMINT, ELINT, and
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FISINT. By integrating SIGINT with intelligence from
other resources, accurate targeting and threat data can
be obtained.

SIGINT assets support PSY OP by providing SIGINT
and EW products extracted from locating, monitoring,
and transcribing threat communications and by inter-
cepting noncommunications emitters. EW assets support
PSYO b¥ locating and jamming threat PSY OP trans-
mitters.  These assets provide information and intelli-
gence that help reveal enemy activities or plans so that
PSY OP can devel op effective countermeasures.

SIGINT support for planning PSY OP missionsis avail-
able from the supported command's M1 brigade. The
type of support needed depends on the operational fac-
torsin the operational area.

IMINT Support

IMINT comes from radar, photographic, infrared, and
electro-optic imagery.

PSY OP analysts use IMINT in varied ways. IMINT
helps locate and determine the capabilities and opera-
tional status of transmitters or printing plants. PSY OP
anaystsalso use IMINT to locate mobile target groups.

By analyzing imagery of the spatial location and ar-
chitecture of key structures, PSY OP analysts can deter-
mine the ethnic or religious make-up of atown or village.
Other usesfor IMINT productsinclude identifying and
evaluating operational capabilities of transportation net-
works, factories, and other public structures or systems.

PSYOP analtysts use IMINT to confirm or deny acts of
rioting, acts of sabotage, demonstrations, and work slow-
downs that are either the ori\?i nal PSY OP objective or an
|m|c()jact indicator of a PSY OP campaign or specific
product.

IMINT tasking is done through either FRAGO or intel-
ligence annexes to the OPORD, SOP, or RIl. Formats to
request support from national systems are in the J TENS
Manual, Sections 3,4, and 5; and FM 34-2, Appendix C.
IMINT systems controlled by a higher headquarters,
other services, or national agencies respond to approved
RIls through appropriate channels.

The channels used depend on the requesting unit and
the requirements, the agency receiving the request, and
command procedures. Corps and division assets can



provide IMINT when the target areafalls within the
range of their organic systems. Other services and nation-
al assets a'so can be tasked to provide dedicated IMINT

support to SOF operations.
TECHINT Support

TECHINT consists of S&TI and battlefield TECHINT.
TECHINT provides PSYOP personnel with intelligence
about foreign technological developments and the per-
formance and operational capanilities of foreign
materiel.  Battlefield TECHINT provides the tactical
commander with countermeasures to neutralize and
defeat enemy systems and materiel.

PSY OP units can use TECHINT to focus their efforts
on critical, highly technical threat units and installations.

TECHINT products are produced by the CMEC or a
battlefield TECHINT team at corps. TECHINT isin-
corporated into the all-source intelligence product.
Specific requests for TECHINT support are coordinated
through the SOC J2 to corps headquarters or above.

Cl Support

Cl detects, evaluates, counteracts, or prevents foreign
intelligence collection, subversion, sabotage, and ter-
rorism. It determines security vulnerabilities and recom-
mends countermeasures. CI operations support OPSEC,
deception, and force protection.

In CONUS, the security division, USASOC, conducts
liaison with US and foreign intelligence and law enforce-
ment agencies as appropriate. This liaison is an impor-
tant element of Cl support to PSY OP. CI supports
OPSEC by providing MDCI information and products,

PSYCHOLOGICAL OPERATIONS
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such asthe MDCI appendix to PSY OP OPLANSs and
OPORDs. Additional CI support is obtained from the
CONUS CI group as required. Upon deployment, Cl

support is obtained from the appropriate theater Ml

brigade.  For additional information on Cl and
HUMINT, see FM 34-60 and FM 34-60A.

OTHER NONORGANIC SUPPORT

Many PSY OP missions are affected by weather. This
makes weather a critical aspect of mission planning.

Weather

PSY OP media may be degraded by severe weather.
Severe weather may enhance PSY OP campaigns if it af-
fects threat morale. PSY OP units therefore need ad-
vanced notice of approaching weather systems. Weather
support required includes —

o Forecasts of general weather conditions and specific
meteorological data elements as described in the 24-
hour forecast.

« Solar geophysical information and climatic studies
and analyss.

o Weather advisories, warnings, and specialized
weather briefings.

MC&G and Other Intelligence Products

PSY OP units with a proper DMA map account may
obtain MC& G products direct from the DMA Combat
Support Center, the appropriate installation map depot,
or the supporting OCONUS Army m:’ép depot,
USASOC assists units to obtain special MC& G products
and services.

SUPPORT TO INTELLIGENCE

AND ELECTRONIC WARFARE

PSY OP units also produce specialized intelligence
products to support avariety of other combat and IEW
missions and operations. PSY OP units develop these in-
telligence products by monitoring and assessing situa-
tions and evaluating their impact on Sﬁecm target
groups and national objectives. Finally, this information
IS combined with additional research on specific target
groups.

The primary focus of this production effort is on socio-
economic, political, and diplomatic factors. It also
focuses on the military aspects of aregion, situation, or
group. These products include, but are not limited to —

« Strategic level documents such as basic PSYOP
studies (BPS).
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« Operational or tactical level target analyses on
specific target groups.

o PSYOP reports and estimates.

While these products are used primarily by PSYOP
units to conduct their operations, they also contain infor-

-8

mation and intelligence that is useful to the ARSOF IEW
community and other SOF. These products contain
diverse information on social customs, enemy morale,
and important locations.
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CHAPTER 8

INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
CIVIL AFFAIRS OPERATIONS

This chapter discusses the organization and mission of CA units, and the support CA operations provide to the
CA units. It addresses the IEW support M1 providesto IEW system.

MISSIONS
CA units support strategic, operational, and tactical — Establish acivil administration in occupied
Missions across the operational continuum. enemy territory. Thiswill remain in effect until
S . the local authorities are capable of administering
In strategic missions, CA units support the NCA when asystem that is supportive of US and allied ob-
conducting missions for the theater CINCs in areas such jectives. Autonomy is restored to civil authorities
as support to US nation-building efforts. CA units can as directed by the NCA.
also support US military intelligence efforts by means of
HUMINT. In tactical missions, CA units support the tactical com-
mander by -

In operational missions, CA units support the theater

CINC by- o ldentifying available local resources, facilities, and
support.

« Supporting US goasinaFID role. CA units o _ S
provide advice and assistance in population and « Coordinating US requirements for and assisting in
resource control (PRC) measures, civic action, and obtaining local resources, facilities, and support.
civil assistance. o . .

o Minimizing civilian interference with US military

« Supporting other SOF in a UW environment. CA operations.
units provide advice and assistance in PRC
measures, organization of auxiliaries, civic action, o Assisting the commander in meeting legal and moral
and political warfare. obligations to the |ocal Oloopulace by temporarily

- o o ﬁrowdmg support of goods and services through the

« Conducting civil administration missions. CA 0st government agenciesto the local population.

units —
_ _ o Supplementing the intelligence effort by being a
— Assist a host government to meet its people’s HUMINT collector.
needs and to maintain a stable and viable civil
administration. e Acting as the staff focal point for cultural aspects

that impact on military operations.

— Support noncombatant evacuation operations

(NEQ). The mission of the AC battalion is to support non-

_ o S mobilization contingency operations that are directed by

— Establish a temporary civil administration to the Joint Chiefs of Staff (JCS) and to support Army and

maintain law and order and to provide life- joint SOF.

sustaining services until the host nation can

resume normal operations. This must be done at

the request of the host nation.

81
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The mission of the RC forcesisto augment AC
capabilities and to plan and conduct CA activities as-
sociated with the broad range of functional specialty
skillsidentified in FM 41-10, Chapter 2.

CA support to the primary SOF missions includes mini-
mizing civilian interference and controlling noncom-

batants during DA missions, civic action, civil defense
and other developmental and stability activitiesin sup-
port of FID and UW missions. CA support to collateral
SOF missions includes humanitarian assistance and
CMQinthe JSOA.

ORGANIZATION

The majority of CA units arein the US Army Reserve.
These units are the mgjor supporting elements for each
of the warfighting unified commands. The US Army RC
CA forces include 3 commands, 9 CA brigades or
groups, and 25 CA companies. Unlike conventional for-
ces, CA units are area oriented and must concentrate on
aspecific theater and its associated languages, cultures,
and environments. There is only one CA battalion in the
AC. Thisorganization is discussed below.

CA COMMAND (RC)
CA commands are assigned to a theater army. They—

« Plan, manage, and conduct CA operations. Thisis
done in support of the theater army commander
through the command of CA units and by conduct-
ing required staff support to other component ser-
vices and the joint theater staff.

« Provide interface between national civil authorities
and US military forces.

« Establish procedures for coordinatiqQn of hogt-
nation support to US requirements. | Figure 8-1
shows a type of RC CA command.

CA BRIGADE (RC)

CA brigades can be assigned to a theater army when
designated as the senior CA unit in theater. They—

o Can aso be assigned to a theater army area com-
mand (TAACOM) or a corps headquarters.

« Plan, manage, and conduct CA operations in sup-
port of the TAACOM or corps through the C’of at-
tached CA units, and staff support to other
component services and joint theater staff.

« Provide CA units to support CMO of TAACOM,
area support group (ASG), corps G5, corps support
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command, and division and brigade G5 Figure 8-2
shows a type of RC CA hrigade.

CA BATTALION (GS) (AC)

CA battalions can be assigned to the theater army, SF
group headquarters, headquarters CA command, head-
quarters CA brigade (when designated senior CA unit),
JTF, or joint special operations task force (JSOTP) asre-
quired. They—

« Function asa C’element in multiple theaters for
CA units assigned or attached to USjoint, service,
or functional component and combined commands
for contingency and crisis.

« Can deploy rapidly into any theater to provide C
support to US joint service, or functional com-
ponent and combined commanders.

o Plan and conduct CA operationsin support of SOF
in FID and UW environments, and in support of
general purpose forces.

« Provide assistance to US military SOF FID missions
coordinated as a part of a US security assistance
program.

o Facilitate the relationships between the military for-
ces, civil authorities, and people of the nations in
which the military forces are in country to execute
CA-type activities.

« Plan, train, and teach foreign nation military forces
to execute CA-type activities supporting military
civic action, population and resource control, civil
defense, community refations, and other programs,
as required.

« Conduct CA activitiesin DS of SOF in the conduct
of UW missions; they also accompany SF teams.
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Train, advise, and assist other agencies about the
cultural environment and ways to conduct and sup-
port military civic action projects in which opera-
tions occur or are anticipated.

|dentify and assist in the acquisition of available
local resources, facilities, and support to enhance
the ability of the commander to accomplish the mis-
sion.

Provide in-country support and assistance to the US
country team and other US government agencies, as
required or directed (for example, the United States
Agency for International Development, United
States Information Agency).

Advise on the administration of refugee camps ex-
ternal but adjacent to the SF operational areain
friendly nations.

Support SOF in UW operations; advise and assist
indigenous resistance forces, when directed, in
developing political infrastructures to extend in-
fluence and legitimacy in contested areas.

Provide technical advice and assistance to minimize
local populétion interference with US military
operations and conduct noncombatant evacuation

8-4

operationsto minimize adverse effects on mission
accomplishment.

o Provide humanitarian and civic assistance under US
and foreign national laws or under international
agreements in coordination with the staff judge ad-
vocate (S]AE)to alow the commander to fulfill legal
and moral obligations to the local population.

» Supplement the intelligence cycle and psychological
and informational operations activities at operation-
a and tactical levels.

o Provide aregionaly oriented language capability.

Figure 8-3 shows the organization of the 96th Civil
Affarrs Battaion (Airborne).

The AC battalion consists of an HHC and four
regionally oriented companies. There is one company
for each theater, with one company being responsible for
two theaters.

CA unit intelli ﬁence activities address the full spectrum
of cultural, socidl, political, and economic activity within
the area of present or potential operations. It is only
through a coordinated effort that CA and MI assets can
provide al the information necessary for the commander
to accomplish the CA mission.

DIRECT
SUPPORT CO II .

Figure 8-3. Organization of 96th Civil Affairs Battalion (Airborne).
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ORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
CIVIL AFFAIRSUNITS

~ Organic intelligence assets focus on collecting, process-
ing, and disseminating intelligence. This intelligence in-
cludes-

o AU aspects of the civilian population.

o Social institutions.

« Government of an area.

o Thefull spectrum of economic activity within a
present or potential operational area.

~ CA personnel engaged in CMO can obtain first-person
information from many local sources. CA personnel
must maintain their “military diplomat” status through

passive elicitation activities. Active intelligence collec-

tion by CA personnel would severely hurt other CMO if
discovered.

COMMAND AND STAFF RESPONSIBILITIES

The commander directs the IEW process through the
S10 and the S3. The commander relies on the SIO to

provide intelligence and combat information. Accurate,

complete, and timely CA intelligence enables the com-
mander and staff to estimate, in advance, what effect
CMO may have on the mission or COAs. Ongoing intel-

ligence support about popular attitudes toward civic ac-

tion projects allows the commander to free-tune projects
to better meet area needs.

Intelligence on potentia threat activitiesis critical.
This includes possible terrorism, sabotage, and
propaganda directed against planned or ongoing civic ac-
tion projects. Such timely intelligence can alow for plan-
ning and implementing effective countermeasures.

SENIOR INTELLIGENCE OFFICER
The CA unit S2 isthe SIO. The SIO and staff are the
only MI assets organic to the CA unit. The SIO -

o Establishes liaison with host-nation military and
government agencies.

o Coordinates with the chief of the security assistance
organization and the area coordination center in

each operational areato meet the commander’sin-
telligence needs.

e Supervises organic and attached intelligence assets.

o Integrates CA intelligence efforts with other units
and agencies.

o Assesses enemy CA and PSY OP capabilities, poten-
tiad COAs, and their effect.

o Produces and disseminates CA intelligence and CA
CMO estimates.

The SIO ensures area studies are available for each
country and areawhere operations might be conducted.
Area studies for |ocations where missions might be con-
ducted and missions that support CONPLANS are given
|or| ority during the development process. The SIO uses

PB, with overlays, to reveal issues or items important to
CA units. Some of these overlays are —

o Demographics showing dominant racial, religious,
cultural, or political population densities. The SIO
uses these overlays to template prevailing attitudes
and loyalties in nonhomogeneous populations.

o Public utilities showing the location and capability
or capacity of all public utility buildings (such as
power stations and substations, pumping stations,
Ph(_)ne company switches, and waste handling

acilities). These overlays, when used in conjunction
with maneuver overlays, project the impact combat
operations will have on the local population’s ability
to maintain basic living conditions.

o Health services support showing the location of
ﬁrivate and public health service facilities (such as
ospitals, pharmacies; and doctors, dentists, and
veterinary offices). These overlays should reveal
details such as c%oax_:i_ty, age, capabilities, and equip-
ment about each tacility.

« Population displacement. These overlays include -
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— Projected overlays showing the routes most likely
to be used by a displacing population given a set

of projected conditions (for example, disruption

of the food supply or destruction of the town).

— Current situation overlays showing routes cur-
rently being used by displacing populations, in-
cludi n% the refugee camps that have devel oped
or are beginning to develop.

NONORGANIC INTELLIGENCE AND ELECTRONIC WARFARE SUPPORT TO
CIVIL AFFAIRS

Since CA units have limited organic IEW support, non-
organic |EW support is required. Nonorganic support
enables the SIO to develop accurate, complete, and time-
ly intelligence to help the commander estimate the in-
fluence of CA factors on the mission or potential COAs.
When deployed, active duty CA units normally request
this support through the SOC J2 or TASOSC DOl.
While in CONUS, CA units request support through
USASOC.

|EW SUPPORT FROM HIGHER HEADQUARTERS

The SOC J2 primarily is concerned with in-theater
I[EW policy formulation, planning and coordination.
The SOC J2-

 Ensures that sufficient intelligence support is avail-
able for each mission tasked by the SOC.

« Relieson the theater service IEW organizations to
collect, produce, and disseminate intelligence to
meet CA requirements.

« Tasks subordinate SOF units to collect and report
information in support of CA intelligence require-
ments.

The SOC J6 coordinates to obtain secure SCI voice
and data communications between the headquarters of
the SOC, its component commands, and the TASOSC.

The TASOSC DIO provides all-source IEW support to
dl in-t heater ARSOF. Complying with guidance from
the SOC J2, the DIO validates, consolidates, and

rioritizes standing and routine IR and RIls. He then

orwards them to the TASOSC | SE collocated at the
theater Army M1 brigade’s EACIC.

SU nder the staff supervision of the TASOSC DO, the
ISE -

o Responds to RIIs by integrating them into the
EACIC requirements list.
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« MonitorsRII status until the appropriate collection
assets respond.

» Maintains an intelligence data base to support
ARSOF requirements.

OPORDs, OPLANS, campaign plans, and supportin
CA and intelligence annexes contain specific CA intel-
ligence requirements. Most of these requirements are
validated and incorporated into CA and IEW collection
plans. (See FM 34-1, Appendix H; and FM 34-2, Appen-
dix A

In order to meet some of these requirements, SIOs may
need to reinforce or refocus available IEW assets. Often,
the CA or IEW SIO needs to enter the IEW system to
access information or intelligence from other CS unit
intelligence agencies; or sources at lower, adjacent, and
higher echelons or national CA level.

This intelligence support hel ps the commander and
staff determine the —

« Conditions existing within an operational area.

« Techniques and the degree of control to use on the
local populace.

o Identities and backgrounds of key personalities,
groups, or regions.

« Resources available from US forces host-nation
resources.

o Measures required to reestablish or develop viable
political, economic, and sociological conditions,

CA units use the information and intelligence gathered
from al the intelligence disciplines and from the EW and
Cl functional areasto meet IEW needs. The scope and
nature of the mission determines the type of IEW sup-



port required. Examples of CA needs which m
nonorganic support include, but are not link

require

ligence or information about the -

Topography, hydrography, climate, weather, and ter-
rain (including land formation, drainage, vegetation,
and soils).

Attitude of the |oopu| ation including ideological,
religious, and cultural aspects.

Sociological factors including the real power struc-
turein the area.

Educational philosophy, standards, and facilities;
important cultural activities, and repositories.

Population census, location, ethnic composition,
dietary habits, and health factors.

Political system, governmental structure, per-
sondlities, laws, and political heritage.

Communications, transportation, utilities, power,
and natural resources.

Labor potential, including availability by type and
skill; practices; and organizations.

Effects of war damage.
Resistance movements.

Organization and operation of forcesin the area and
the extent and degree of voluntary local support.

Structure, orientation, capabilities, and reliability of
indigenous public safety and law enforcement or-
ganizations.

Foodstuffs, tobacco products, or alcoholic beverages
peculiar to the area.

Documentary items includi ng passports, visas,
vehmée operator licenses, and broth and marriage
records.

Hostile civilian activitiesincluding espionage,
fsab(_)tage, and other factors of subversion and disaf-
ection.

to, intel-
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Economic system and state of development includ-
ing principal industrial, scientific, and technical
capabilities; commercial processes; banking struc-
ture; monetary system; price and commodity con-
trols, and extent and nature of agricultural
production.

State of technological advancement.

Existing conditions and programs relating all CA
functiona specialities.

Demographics showing dominant racial, religious,
cultural, or political population densities. The SIO
uses these overlays to template prevailing attitudes
and loyalties in nonhomogenous populations.

Public utilities showing the location and capability
or capacity of all public utility buildings (such as

power stations and substations, pumping stations,
Ph(_)ne company switches, and waste handling

acilities). These overlays, when used in conjunction
with maneuver overlays, project the impact combat

operations will have on the local population’s ability
to maintain basic living conditions.

Health services support showing the location of
ﬁrlvate and public health service facilities (such as

ospitals, pharmacies; and doctors, dentists, and
veterinary offices). These overlays should reveal
details such as capacity, age, capabilities, and equip-
ment about each facility.

Population displacement. These overlays include -

— Projected overlays showing the routes most likely
to be used by a displacing population given a set
of projected conditions ?for example, disruption
of the food supply or destruction of the town).

— Current Situation overlays showing routes cur-
rently being used by displacing populations, in-
cluding the refugee camps that have devel oped
or are beginning to develop,

INTELLIGENCE DISCIPLINES
SUPPORTING CA OPERATIONS

There are primarily five intelligence disciplines which
significantly support CA operations.

8-7
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HUMINT Support

HUMINT is collected using a variety of methods.
HUMINT collectors -

« Interrogate EPWs and debrief or interview civilian
internees, detainees, and refugees.

o Debrief returned captured US personnel, escapees,
and evaders.

Exploit CED and CEM.

Perform controlled collection.

Conduct LRSO, patrols, and OPs.

Conduct liaison with local military or paramilitary

forces and the local populace; and obtain reports
from friendly troops.

e o @ o

CA units use HUMINT to help determine the extent of
war damage in threat-controlled areas. HUMINT can
aso help to |ocate key technical personnel who can be of
usein rerpairing or operating key infrastructure once
friendly forcesarrive.

Interrogation support for CA operationsis available
from the supported command' s M1 brigade or tactical
exploitation battalion. Otherwise, interrogators are col-
located at EPW collection points and holding facilities at
echelons, division, and above. Interrogation information
then isincorporated into the all-source product. When
CA units need information for mission planning that only
interrogators might provide, they must coordinate their
requirements with the command that has interrogators.

SIGINT Support

SIGINT isdeveloped from the collection, evaluation,
anaysis, integration, and interpretation of information
derived from intercepted electromagnetic emissions.
SIGINT subdivisionsinclude COMINT, ELINT, and
FISINT. By integrating SIGINT with other resources,
accurate targeting and threat data can be obtained. CA
units can use SIGINT to pinpoint telecommunications
and mass mediafacilitiesin target areas. Key facilities
damaged during hostilities or natural disasters may have
to be repaired and operated by US CA elements.

IMINT Support

CA unitsuse IMINT in varied ways. IMINT helpslo-
cate and determine the operational status of key civil in-
frastructure in denied areas where US forces may be
deployed.
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This includes identifying and evaluating operational
capabilities of transportation networks, factories, and
other public structures or systems.

IMINT tasking is done through either FRAGO or intel-
ligence annexes to the OPORD, SOP, or RII. Formats to
request support from national systems are in the J TENS
Manual, Sections 3,4, and 5; and FM 34-2, Appendix C.
IMINT systems controlled by a higher headquarters,
other services, or national agencies respond to approved
RII through appropriate channels,

The channels used depend on the requesting unit and
the requirement, the agency receiving the request, and
command procedures.  Corps and division assets can
provide IMINT when the target area falls within the
range of their organic systems. Other services and nation-
al assets also can be tasked to provide dedicated IMINT
support to SOF operations.

TECHINT Support

TECHINT consists of S&TI and battlefield TECHINT.
TECHINT provides CA personnel with intelligence
about foreign technological developments and the per-
formance and operational capabilities of foreign
materiel. Battlefield TECHINT, a subdivision of
TECHINT, provides the tactical commander with
countermeasures to neutralize and defeat enemy systems
and materiel. CA units use TECHINT to identify key
technical characteristics and j)ecifications of threat con-
struction equipment, industrial facilities, and utilities (for
example, electric and gas) in target aress.

Cl Support

Cl detects, evaluates, counteracts, or prevents foreign
intelligence collection, subversion, sabotage, and ter-
rorism. It determines security vulnerabilities and recom-
mends countermeasures. Cl operations support OPSEC,
deception, and force protection.

In CONUS, the security division, USASOC, conducts
lisison with US and foreign intelligence and law enforce-
ment agencies as appropriate. Thisliaison isan impor-
tant element of CI support to CA units. Cl supports
OPSEC b% providing MDCI information and products,
such as the MDCI appendix, to CA OPLANs and
OPORDs. Additional Cl support is obtained from the
CONUS CI group as required. Upon deployment, CI
support is obtained from the appropriate theater M|
brigade. For additional information on CI and
HUMINT, see FM 34-60 and FM 34-60A.



OTHER NONORGANIC SUPPORT

Other nonorganic support includes weather and
MC& G products. Weather Is often the driving force be-
hind CA missions. Severe weather such as hurricanes,
tornados, and floods often require the deployment of US
forcesto assist in disaster relief efforts. Severe weather
during combat and noncombat missions may require the
diversion of resourcesto relief operations.

Regardless of the primary mission, CA units must have
advanced knowledge of seasona and nonseasonal

FM 34-36

weather patterns.  Direct weather support should in-
elude, but not be limited to -

o Weather advisories and warnings.
o Long-range weather forecasts.

« Precipitation patterns.

o Wind patterns.

o Tidal data.

CIVIL AFFAIRS SUPPORT TO THE INTELLIGENCE AND
ELECTRONIC WARFARE SYSTEM

Although CA Personnel arein an ideal position to col-
lect avariety of intelligence and information, it is not
their primary mission.  Their job isto establish aclose
working relationship with the local populace in day-to-
day operations. Thus, this places CA personndl in a
favorable position to -

o Collect intelligence information.

o Assistintelligence personnel in civilian-related ac-

tivities.

o |dentify local civilianswith special skills or back-
grounds that may aid the intelligence community.

Since CA personnel work closely with the host-nation
populace, they can assist Cl personnel by—

o Screening civilian officials.

o ldentifying hostile agents among dislocated and
local civilians.

« Locating and apprehending war criminals and
enemy military personnel posing as civilians.

o Detecting and preventing sabotage.

8-9
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CHAPTER 9
SPECIAL OPERATIONS FORCES TARGETING PROCESS

This chapter describes the SOF targeting process and
mission planning. The targeting process includes
ds%el\l/cl)g Igg a database and planning and constructing the

This chapter isaguide for SOF targeting. Although
the procedures and end products generally apply for all
ARSOF, theaters may apply different methods across the
operational continuum.  However, if modifications are
made, they must not be so different that they degrade
SOF theater or service interoperability.

SOF commanders conduct both deliberate and adap-
tivetargeting missions.  They receive their missions

through the joint strategic planning process, which is ex-
plained in JCS Publication 3-05.5 and FM 100-25, Chap-
ter 6.

Although both SOF and conventional mission planning
require all-source intelligence, SOF targeting and mis-
sion planning depends more upon highly detailed and
broadly focused intelligence than conventiona planning.

Developing these plans requires coordination among
several staff elements at various levels, particularly in the
intelligence and operations directorates or departments.
This coordination must extend from the SOF in the field
to theater and national levels.

JOINT SPECIAL OPERATIONS TARGETING PROCESS

Theater campaign planning drives the joint SO target-

ing process. In turn, the SO targeting process drives SO

mission planning. The CINC establishesa Joint Target-

ing Coordination Board (JTCB) to direct the theater
geting process.  Thisincludes SO targeting as well.
shows this process. The JTCB -

« Consists of members of the CINC staff and repre-
sentatives of each subordinate command.

o Ensuresall theater-level deep surveillance and at-
tack resources are effectively employed.

o Establishes SO targeting objectives and priorities
based on the CINC's SO targeting guidance and
concept of SOF employment.

» Receives, consolidates, reconciles, and establishes
priorities for SO target nominations from subor-
dinate force commanders, and, if necessary, from
supported alied force commanders.

o Tasksthe SOC to assess, plan, and conduct the mis-
sion.

« Determines support requirements and tasks the ap-
propriate agencies to support the mission.

» Tasksthe serviceintelligence production agencies
(IPAs), through their respective components, to sup-
port the targeting process.

MISSION TASKING PACKAGE

When the JTCB nominates a target, a target system, or
an objective area to be attacked by an SOF unit, the
JTCB forwards the nomination in a mission tasking pack-
age (MTP) to the SOC target panel. The MTP includes

arget identity, location, and desired results. (See| Ap-
| pendix G

~—

Upon receipt of the MTP, the SOC target panel desig-
nates the appropriate SOF unit as the mission planning
agent (MPA) for the nominated mission. For ARSOF,

the MPA is normally the SFG or the senior ranger force
eadquarters.

The SOC target panel forwards the MTP and available
intelligence to the MPA to perform afeasibility assess-
ment (FA). Although off-the-shelf operational and intel-
ligence data is the norm, limited outside tasking may be
levied to answer certain basic PIR, or in ajoint environ-
ment, essential elements of information. At a minimum,
the MPA needs-

91
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Areastudy data.

DIA intelligence andysis.

Maps.

— 1:250,000 of the area where the target is |located.

—1:50,000 scale covering a 20-nautical mile (NM)
radius of the target.

— City maps, special MC& G products, sketches,
and special maps,

Imagery:

— Imagery annotated with only a north arrow and
coordinate reference point at 1:50,000 ratio,
covering a20-NM radius around the target area.

— Imagery annotated with only a north arrow and
coordinate reference point, at 1:10,000 rétio,
covering the target itself.

— Automated tactical target graphic (ATTG) of the
target.

Current OB and installation data and overlays
g?&/gg_g the target, operational area, or Al. Thisin-
— Ground order of battle (GOB).

— Air order of battle (AOB).

— Electronic order of battle (EOB).

—Nava order of battle (NOB).

—Missile order of battle (MOB).

— Railway networks.

— Airfields.

— Port facilities.

— Telecommunications facilities.

FEASIBILITY ASSESSMENT

When the MPA commander receives the MTP and the
available intelligence, he convenes atarget assessment
group (TAG) to assess the SOC mission statement and
mission concept. The intelligence representativein the
TAG must-

o Play akey rolein determining the feasibility of the
nominated target.

o Analyzeall available information concerning the
threat, the target, and target characteristics.

« Integrate thisintelligence with operations data on
friendly force posture, capabilities, weapons effects,
\(/jveath_er effects, objectives, rules of engagement, and

octrine.

The commander uses two anaytical tools during the
FA and throughout the entire SO targeting and mission
planning ﬁrocess to assess mission validity and require-
ments. They are—

o TheIPB process.

o Criticality, accessihility, recuperability, vulnerability,
effect, and recognizability (CARVER).

The IPB process assists the commander in his battle
focus. It enables him to see and understand the bat-
fficiently to make sound tactical decisions.

| Chgter 10|discusses IPB for SOF in detail.

The S2 uses CARVER in target analysis. The product

of thisanalysis aids the commandertodetermine if the
unit can service the target. | Appendix D |discusses

CARVER in detall.

After careful analysis, the MPA formalizes and com-
pletes the assessment in the FA format and forwards it
through-the-SOC-{arget panel to the SOC commander.
(Seq Appendix Clfor the SOF FA format.) The SOC
comiTiardercorcars or nonconcurs with the FA and for-
wardsit to the JTCB for approval.

If the target is valid and feasible, the JTCB adds the
target to the approved target list and assigns it a priority.
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The JTCB ' the SOC to prepare a SOMPF
for the target| Figure 9-2|shows the SOMPF basic struc-
ture and responsible organization.

TARGET INTELLIGENCE PACKAGE

At the same time the JTCB tasks the SOC to prepare a
SOMPF, the JTCB also tasks the appropriate service
[PA to produce a TIP that supports the SOMPF. The
TIP contains details on the target, operational area, and
other aspects of the mission. {Appendix C{contains TIP
formats.)

All-source intelligence that is timely, detailed, and
tailored is vital to the SO targeting and mission planning
process. The US intelligence community includes many
agencies that support various echelons of the command
structure. These agencies differ in purpose and to the
degree they support tactical mission requirements of in-
dividual operational elements.

Just asintelligence requirements for different conven-
tional forces may vary, so do some of the intelligence re-
quirements for ARSOF.  However, the mgority of
ARSOF intelligence requirements are similar to those of
conventional forces, athough the degree of detail is fre-
quently greater.

Much of theintelligence required for ARSOF mission
planning is already available within the US intelligence
community. However, many “target specific” items will
require more collection, research, anaysis, and textual
elaboration than normally afforded to conventional mis-
sion planning. If target specific intelligence is not avail-
able, analogies or estimates drawn from similar targetsin
the same regions should be provided.

When an ARSOF element completes an FA and for-
wardsit for target validation, acrucial part of this assess-
ment is the intelligence requirements section. This
section modifies and amplifies the information required
to plan amission. This becomes the Rl addressed in the
TIP. The TIP supports the entire mission planning
process based on the analysis provided.

A key to effective SO intelligence support is for
ARSOF to fully exploit the intelligence system. To do
this, ARSOF operators must work with the intelligence

encies to sensitize the intelli gience community to
ARSOF requirements.  This should include prioritized
requirements and explanations for detailled PIR. The
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SOC ensures the MPA prioritizes these requirements
during the deliberate and adaptive targeting processes.

The mechanism (both procedural and technological) of
providing suitable SO intelligence support must be
flexible to effectively satisy the adaptive (combat and
crisis) and deliberate (peacetime and route) mission
planning processes. This mechanismisthe & W system.

Adaptive targeting provides the most rigorous and
critical conditions under which to conduct effective SO
intelligence support; so the overall system must be able
to meet urgent, short-fused requirements. Adaptive tar-
geting procedures should be used to energize periodic
readiness exercises and to facilitate effective transition to
actual combat and crisis support. The system’s capability
to effectively support ARSOF across the operational
continuum 1s enhanced by realistic tasking during
peacetime.

Primary sources used to satisy SO intelligence require-
ments are the respective theater service intelligence
production agencies, normally the TASOSC ISE. Only
the joint force commander (JFC) and theater CINCs can
ensure SO intelligence support requirements are recog-
nized, understood, validated, integrated, and satisfied.

ARSOF requirements must be integrated with overall
theater objectives. Thisarrangement worksif SO intel-
ligence requirements are defined and the intelligence
community is allowed sufficient time to respond. The
peacetime intelligence support mechanism must provide
support at an accelerated pace during crisis or war.

ARSOF needsimmediate access to these intelligence
sources to plan and execute missions. Reliable, secure
communications between the theater intelligence or-
ganizations and the SOC or JSOTF must be established
and maintained throughout any crisis or conflict.

Secure communications must extend to other service
SOF components (Nava Specid Operations Forces
NAV SOF] and Air Force Specia Operations Forces
AFSOF]); and provide for secure voice, datatransfer,
and imagery transfer between SOF components and the
SOC or JSOTF.

_This communications system must support SOF intel-
ligence requirements as well as the needs of other intel-
ligence users.
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Thisintelligence ADP and communications system also
must be structured to support ARSOF missions con-
ducted in advance of tactical theater communications
systems deployment.

Timely, effective communication from the SOC or
JSOTF through the JFC or CINC to the national intel-
ligence system is critical to ARSOF success. Maximum
use of ADP products and SR reporting is important.
Thisincludes ADP message processing disseminating,
and analyzing.

The MPA needs the TIP before the plan of execution
(POE) can be completed. However, the POE develop-
ment can beinitiated at the sametime asthe TIP isbeing
prepared.

PLAN OF EXECUTION

The MPA isthe coordinating authority for amission.
The SOC commander directs the MPA to prepare a
POE. The SOC commander directs other SOF unitst
prepare mission support plans, as appropriate] Appen-

| dix C| contains the SOF POE format. Joint planning &5
sions between the MPA and supporting SOF units are
essential to produce quality plans.

The scope of the supported MPA commander’s coor-
dinating authority over supporting SOF unitsis
prescribed in the SOC directive. Unless otherwise
specified by the SOC directive, the supported MPA com-
mander has the authority to exercise general direction of
the supporting effort. (See JCS Publication 0-2.)

Based on the complexity of the planning SOF com-
manders assign actual mission planning responsibility to
the lowest possible level. Asthe POE planners refine the
mission concept (MICON), they develop alist of specific
operational, IEW, and support requirements.

The MPA staff forwards requirements beyond its or-
ganic capabilitiesto the TASOSC. At the same time, it
also forwards these requirements to appropriate sup-
porting SOF units for them to include in their mission
support plans.

The POE planners regularly brief the MPA com-
mander to ensure the planning effort adheres to the
commander’ s intent. POE devel opment concludes with a
formal decision brief to the MPA commander. Then, the
POE isfinished and forwarded to the SOC target panel.

Figure 9-3 shows the POE development flow.
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The MPA’s SIO continues to play akey role
throughout the entire SOF mission planning and target-
ing process. The SIO must continue to perform IPB and
target analysis during POE development. By reducing
the operational uncertainties and analyzing the target,
the SIO can focus the collection effort where it is most
effective. Thisallows him to identify the existing intel-
ligence gaps to the SOC or JSOTF so these RII can be
forwarded to the TASOSC ISE. The TASOSC ISE a-
tempts to answer these RIl in the TIP.

MISSION SUPPORT PLANS

In coordination with the MPA, the TASOSC and sup-
porting SOF units prepare their mission support plans.
These plans must identify how the supporting unit in-
tends to meet the requirements identified by the POE
planners. Depending on the nature of the mission, mis-
isgor_\ Zudpport plans and their annexes include but are not
Imited to—

o Infiltration, resupply, and exfiltration.
e Signd, intelligence, and other CS.

o OPSEC and deception.
e Basing and other CSS.

ASSEMBLY OF THE SOMPF

Upon receipt of the POE and mission support plans,
the SOC target panel assembles the SOMPF and for-
wardsit to the SOC commander for review and approval.
Once the SOC commander approves the SOMPF, he
may direct the MPA to conduct a POE capability
demonstration. This demonstration should simulate the
approved POE closdly, subject to OPSEC and other
limitations. Following the demonstration, the MPA cor-
rects identified shortfalsin the POE. The MPA must
maintain at least one copy of each approved SOMPF.

ADAPTIVE TARGETING

The peacetime deliberate targeting process must be
modified to perform adaptive targeting during crisis or
war. The key to adaptive targeting is concurrent activity.
When the MTP is received, the MPA treatsit like an
dert order under the joint operations planning system
(JOPS) crisis action procedures. The MPA commander
Issues awarning order to the appropriate subunit and
begins POE preparation as soon asthe FA is complete.
dSee JCS Publication 5-02.4 for JOPS crisis action proce-

ures.
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CHAPTER 10

INTELLIGENCE PREPARATION OF THE BATTLEFIELD FOR
SPECIAL OPERATIONS FORCES

This chapter describes how the ARSOF SIO uses the
standard |PB process to support ARSOF operations. It
outlines the TTP for conducting IPB for SF, rangers,
SOA, PSYOP, and CA units. See FM 34-130, Chapter 4,

for more information on the IPB process and examples
of standard templates that can be adapted to meet
ARSOF requirements.

INTELLIGENCE PREPARATION OF THE BATTLEFIELD PROCESS

ARSOF SIOs use the IPB process to support com-
manders and their staffs in the decision-making process.
The commander directs the IPB effort through his criti-
cal IR. All staff elements are active participantsin the
IPB process. |PB resultsin agraphic and written intel-
ligence estimate that evaluates and portrays probable
threat, friendly, and nonbelligerent third-party
caﬁ)abi lities, and their respective vulnerabilities and prob-
able COA. To be of value, IPB products must assist with
situation and target development; they must aid the
analytical process so that the intentions and activities of
the population and threat forces can be predicted.

Although IPB is currently atime-consuming and labor-
intensive manual process, it is.becomir(mjg increasingly
automated. However, SIOs still should prepare 1PB
products well ahead of operations and keep them current
through updates. Once operations begin and new data
become available, IPB ﬁroducts are dynamic; they
change as the situation changes in the objective area.
The SIO uses IPB to determine —

« Wheretolook.

When to look.

What to look for.
What to look with.
What to expect to see.

In turn, the SIO can recommend where and when to
conduct oloeratl ons, what they will operate against, and
what results to expect, including possible reactions of
third parties.

IPB isacyclical process of intelligence analysis and
evaluation that focuses on the assigned operational area
and the forces that are expected to be operating in that
area. |PB is the systematic and continuous process of in-

tegrating and analyzing data on the populace (threat,
friendly, and nonbelligerent third-party), weather and
climate, and terrain in a specific geographic area and
operationa environment.

To be effective, IPB must be a coordinated effort be-
tween the commander, his staff, and outside agencies,
from the lowest operational elements through the theater

command. The SIO comp and dissemi-
nates the gathered data. |Figure 10-1f shows the IPB
Process.

Although commanders have a different focus at each
echelon, their IPB must be mutually supporting. The in-
telligence analysts at each echelon must understand this
scaled IPB hierarchy. Once the intelligence cycleis un-
derway and IPB begins, the SIO will use the results of the
IPB to guide the commander toward the next phase of
the operation to support mission objectives.

GRAPHICS

For the SIO, graphics play akey rolein quantifying the
results of the IPB process. Although ARSOF intel-
ligence requirements are generally more detailed than
those of conventional military units, ARSOF 1PB
graphics must be readable and usable by supported and
supporting forces.

TEMPLATING

The last two stepsin the IPB process —threat evalua-
tion and threat integration — involve using templates.
Templates are graphic illustrations of threat — and some-
times friendly = ructure deployments and
capabilities.| Figure 10-2|describes the four standard
templates, thelr purpose, and the IPB step in which they
are prepared.  ARSOF applications and variations of
these templates are discussed in detail in the threat
evaluation and threat integration sections of this chapter.

10-1
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THREAT
INTEGRATION
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Figure 10-1. IPB process.
TIrrAANMi AT MEO/ATNMINTIMAALAL minnDnAor w’-iEN
TEMPLATE DESCRIPTION PURPOSE PREPARED
Doctinal | Enemy doctrinal deployment for Provides the basis for Threat Evaluation
various types of operations without integrating enemy doctrine
constraints imposed by the weather | with terrain and weather
and terrain. Composition, formations, | data.
frontages, depths, equipment numbers
and ratios, and HVTs are types of
information displayed.
Situation | Depicts how the enemy might deploy | Used to identify critical Threat Integration
and operate within the constraints enemy activities and
imposed by the weather andterrain, | locations. Provides a
basis for situation and
target development and
HVT analysis.
Event Depicts locations where critical events| Used to predict time- Threat Integration
and activities are expected to occur | related events within critical
and where critical targets will appear. | areas. Provides a basis
for collection operations,
predicting enemy intentions,
and locating and tracking
Decision | Depicts decision points and target Used to provide a guide as| Threat Integration
Support | areas of interest keyed to significant | to when tactical decisions
events and activities. The intelligence| are required relative to
estimate is in graphic form. battlefield event.
Figure 10-2. IPB templates.
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THE BULLSEYE CONCEPT

The bullseye concept at Figure 10-3 shows the focus of
ARSOF commanders by echelon. The outermost ring
consists of the country and regional analysis of
geographic areas of responsibility assigned to the SF

g?tuaﬁ)_, ranger regiment, SOA regiment, POG, and CA

lon.

This general analysis and its associated intelligence
production efforts are accomplished at echelons above
group or regiment, and are provided to the subordinate
elements. Theandl ysis does not focus on any specified
areawithin the total region or country.

FM 34-36

The middle ring represents the mission area analysis
conducted at battalion or task force level. This level
focuses on the JSOA assigned to the battalion or task
force within aregion or country. Products associated
with this level represent the area specific intelligence
necessary to support the operational elementsin their
specific missions.

The innermost circle covers the specific operational or
target areas; it consists of a mission-specific analysis,
which requires the development of aTIP.
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Figure 10-3. The “bullseye" concept of ARSOF intelligence support.
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Theater army intelligence assets develop the TIP and
other supporting intelligence products for ARSOF
operational elements. The TIP focuses directly on the
operationa elements target site or area. The TIP
contains answers to specific operational intelligence re-
quirements.

In SF, ODAs aso contribute to the development of this
inner circle of intelligence by applying CARVER target

analysis during isolation. (Seg Appendix G,

INTELLIGENCE PREPARATION OF THE BATTLEFIELD IN SUPPORT OF
ARMY SPECIAL OPERATIONS FORCES

IPB isnot aset of rigid rules, but atool for developing
grraphic and written solutions throu%t] intuitive thinking.

he essential difference between IPB for conventional
forcesand IPB for SOF is the degree of detail required.
The commander focuses the IPB effort. SIOs conduct
IPB throughout the operational continuum in detail.
Also, SF IPB requires complete ' aysisto
support FID and UW missions|Figure 10-4|shows the
five IPB steps and the equivalentSTor , Which are
discussed later in this chapter.

At SF group level, the IPB effort includes the group S2,
theintelli gence anaysts of the group M1 detachment’s
ASPS, and the USAF weather team. The center of mass
of the IPB effort will shift to SF battalion level and lower
in FID, UW, or when SF battalions or companies are
operating with relative independence or autonomy from
the group.

For the ranger regiment, the commander focuses the
IPB effort. The center of mass of this IPB effort shifts to
the ranger battalion S2 when ranger battalions are
committed to battle separately, even though regimental
SIO support will continue throughout the operation.

At the SOA regiment, the nucleus of the IPB effort is
the SOA task force S2. The SIO for the joint psychol ogi-
cal operationstask force (JPOTF) is the nucleus of the
PSYOP IPB process. The JPOTF SIO is usually the S2
of aregionally oriented PSY OP battalion. The SIO and
staff perform detailed IPB of the AO.

S2s and NCOs in the PDCs and other independently
operating detachments (for example, forward support
detachments) perform abbreviated IPB of their specific
AO, and do detailed analysis of targets developed
through this IPB. The PDCs also provide the SIO with
information for the SIO data base and IPB. At the CA
b;lwttal ion, the nucleus of the IPB effort isthe CA bat-
talion S2.
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BATTLEFIELD AREA EVALUATION

IPB begins with a battlefield area evauation (BAE).
Thisis an assessment of the battle area that considers the
overall nature of the friendly and enemy forces and the
operational environment. It normally covers the AO and
Al. Inthis step, the SIO determines and answers re-
quirements for weather, climate, and terrain (including
hydrological, topographical, and population). To sup-
port SR missions, the SF SIO developsinformation on
nonbelligerent third-party forces.

For other missions, the SIO conducts limited popula
tion and cultural evaluation, micro-infrastructure evalua-
tion, and installation evaluation. The types of overlays
and categories of subjects plotted vary according to ac-
tual mission requirements.  Using a graphic keying sys-
tem and color scheme on large-scale maps greatly
facilitates data analysis when transparent overlaysand in-
teggti ng associated matrixes and other products are
used.

Area of Operations

The AO is the area assigned the commander by a
higher commander. The commander has authority and
responsibility for conducting operations in this AQ. It is
usually the area where the actual struggle will occur,
defined as a boundary or geographical feature, and
usualy includes routes of access and egress. This does
not mean, however, that home base and routes of access
and egress are given the same degree of attention asthe
areawhere the ARSOF unit executes its mission.

The SF AO extends from home base to the operationa
bases, to the JSOA, to the TAI or target, and back again.
For FID and UW, the SF primary AO normaly includes
a designated JSOA or subdivision that may cover
hundreds of square miles, or even an arealarger than
one country. The SF AO for SR and DA normally is
quite smaller. Usually it comprises—
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CIVIL
IPB SPECIAL FORCES RANGERS SOA PSYOP AFFAIRS
BATTLEFIELD | OPERATIONAL AREA TARGET BAE OAE OAE
AREA EVALUATION (OAE) AREA
EVALUATION EVALUATION
(BAE) (TAE)
TERRAIN TERRAINand ~ IMICRO- TERRAIN TERRAIN TERRAIN
ANALYSIS MICRO-TERRAIN ANALYSIS| TERRAIN ANALYSIS  |ANALYSIS ANALYSIS
(SR/DA) ANALYSIS
GEOGRAPHIC POPULATION | POPULATION
ANALYSIS
ANALYSIS (FID/UW) ANALYSIS
TERRAIN ANALYSIS
MICRO-TERRAIN ANALYSIS
POPULATION ANALYSIS
WEATHER | WEATHER ANALYSIS WEATHER |WEATHER |CLIMATOLOGY|CLIMATOLOGY
ANALYSIS (DA/SR) ANALYSIS ANALYSIS ANALYSIS ANALYSIS
CLIMATOLOGY
ANALYSIS (FID/UW)
THREAT CORRELATION of THREAT THREAT ECEESXTI oN THRESZTION
EVALUATION | FORCE EVALUATION EVALUATION | EVALUATION EVA
THREAT THREAT THREAT DATA BASE |DATA BASE
INTEGRATION| DATA BASE INTEGRATION INTEGRATION|INTEGRATION|INTEGRATION | INTEGRATION
Figure 10-4. IPB equivalents for ARSOF
o ATAIfor SR. The SOA AO extends from the initial staging base

o A“bullseye’ from 10 to 20 NM from the target for
DA (with greatest emphasis 5 to 10 kilometers from
the target).

o Theinfiltration and exfiltration corridors to and
from the target or TAI.

Theranger AO isthe same asthe SF DA AO (includ-
Ing routes to and from home station), except that the tar-
get normally coversamuch larger areathan for SF DA
missions. For example, aranger battalion may target an
entire airfield, whereas an SF team may target airframes
and crew hillets.

(1SB) to the forward staging base (FSB) to the SR TAI
or DA target and back again. The PSYOP AQistied to
its targeted populations, and may comprise a country, a
part of a country, or an international region. The CA
AO normally isthat part of a country inwhich CA opera:
tions are actually taking place.

Area of Interest

The commander selectsthe Al based on the staff esti-
mate of the situation. It covers future threats to the com-
mand and supports future operations. The Al includes
E&E corridors, and serves as aguide for supporting in-
telligence requirements.
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The SF Al for FID and UW normaly includes
countries or areas that actually or potentialy provide
military, political, economic, psychological, and socid ad
to threat forces.

The SF Al for SR normally covers areas which pose
military, political, psychological, and social threatsto the
mission.

The SF Al for ranger DA missions normally covers
those areas outside the target bullseye and access and
egress routes from which tactical military threats to the
mission can emanate. The SOA Al -

o Encompassesthreat airfields, refueling and rearm-
ing points, surface-to-air missile (SAM) sites, and
air defense early warning radar and ground-control-
led intercept (GCI) sites.

o Extends upward to the maximum altitudes of friend-
ly and threat air defense systems.

The PSYOP Al comprises areas from which operation-
a and strategic threats to mission accomplishment can
emanate. The CA Al normally includes areas from
which threats to mission accomplishment can emanate.

BAE for Special Forces. SF concernsinclude and go
be%ond the tactical battlefield. Thisis particularly truein
FID and UW. Thus, the SF SIO beginsthe IPB effort
with an operational area evaluation (OAE), which covers
the SF AO and Al. Duri n? this function, the SF SIO
begins to collect data to fill basic intelligence require-
mentsin the following areas:

Political.
Military.
Economic.
Socidl.
Climatology.
Geographic.
Psychological.
Culturdl.
Friendly forces.
Hostile forces.
Nonbelligerent third-party forces.

[ ] [ ] L ] ® e o o e o e o
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It is here that key data is developed and tailored to the
specific operational area and mission. It is also during
this procedural step that the SIO fine-tunes the limits of
the AOs and Als, including those in the electromagnetic
and psychological spectrums. SF OAEsfor SR and DA
missions focus on the location of the target and defenses
E)sr;(?l%stacl es and specific orders and requirements

The SF SIO conducts micro-infrastructure evaluations
using 1:12,500 scale or larger maps, blueprints, floor
PI ans, or photographs. Natural terrain is examined down
o individual square meters of ground. OAE for FID and
UW missions Is more complex than for SR and DA.
During the OAE for a FID mission in a counterinsurgen-
cy (COIN) environment, the SIO should raise and
answer the following PIR:

o What isthe insurgent political or military structure
and key personaities and leaders?

« Where can we expect to find threat and nonbil-
ligerant third parties applying the elements of power
(military, informational, economic, and political)?

« Where can we expect to not find the insurgents ap-
plying the elements of power?

« What forces within society can be expected to apply

the elements of power independently of the insur-

ents or government; and where, when, and how will
they apply these elements?

BAE for Rangers. Rangers begin the BAE with a
specific target area evaluation (TAE). It is focused on
answering the following types of questions:

o What are the threats on or near the objective?

o What are the size and dimensions of the target?

» How does the target correspond to other selected
targetsin terms of criticality and importance?

o What is the importance of this target to the threat or
host country?

o Istheenvironment permissive, semipermissive, or
nonpermissive?



What is the physical layout and functional organiza-
tion of the target?

What is the construction of key components of the
target, including dimensions, materials, and entry
points?

What are the primary and alternate energy supplies
for the target?

What and where are the fuel supply and storage
facilities on the target?

What are the lighting and detection systems on the
target?

» What isthe reaction time, size, and location of
threat reinforcements?

BAE for SOA. During the BAE function, SOA SIOs
evaluate threat ground, air, and naval forces which are
expected to operate within the battlefield area (including
routes to and from atarget or TAI). They are evaluated
to determine their capabilities in relation to the weather,
terrain, and friendly mission. Particular attention is paid
to air bases (including ships carrying aircraft), refuelin
points, LZs, DZs, and air defense weapons, radars, and
other sensors operating within the battlefield area.

BAE for PSYOP. PSYOP units, like SF, begin IPB with
an OAE. It isinitially comprised of the basic and special
PSY OP studies and assessments of the AO. These
studies and assessments are produced by the PSY OP
units and are listed in the DIA RIP. These studies are
augmented with additional intelligence datain prepara-
tion for the PSYOP mission. PSY OP analysts doing
QfAE also focus on, but do not limit themselves to, iden-
tifying —

(=]

« Ethnic, racid, social, economic, religious, and lin-
quistic groups of the area, their locations, and their
densities.

o Key leaders and communicatorsin the area, both
forma (such as politicians and government officials)
and informal (such as businessmen and clergy).

« Cohesive and divisive issues within a community (for
example, what makes them a community, what
WOL)Jl split the community, and attitudes toward the
Us).

FM 34-36

o Literacy rates and levels of education.

« Types and proportions of media consumed by the
community.

. g/ concentrations of third-country nationals in the
AOQ, and their purposes and functions.

During the OAE, the PSYOP SIO prepares a matrix
identifying groups, their leaders, prererred media, and
key issues that need to be developed. This supplements
population overlays. Based on the population makeup of
the AO, the SIO -

o Determines what groups to focus on.

o Locates mass mediafacilitiesin the AO that aid in
the dissemination of PSY OP products and identifies
their operational characteristics.

o Evaluates studios and transmitters for AM and FM
radio and television and their operational charac-
teristics (wattage, frequency, programming).

o Evaluates heavy and light printing facilities, includ-
ing locations, types, and capacities of equipment
that can supplement the capabilities of PSY OP
units.

o Evaluates accessibility of such facilities to PSY OP
forces (for example, who controls them and whether
they will cooperate with the US).

BAE for CA. Like other ARSOF units, CA unitsbegin
IPB with OAE. CA OAE in FID consists of -

o Anevaluation of host-nation civic action programs.
« Population and resource control.

o Civilian labor.

o Materiel procurement.

The CA SIO aso evaluates future sites and programs
for civic action undertaken in the AO by the host nation
unilateralI?/ or with US support. In making this evalua-
tion, the SIO often relies primarily on local and regional
HUMINT assets of the host nation and the supported
command to get an accurate feel for the insurgency or
lawlessness and other major aspects of the operational
environment.

10-7



FM 34-36

CA OAE in UW evauates hostile government CA
operations for strengths, weaknesses, and vulnerabilities
that can be exploited by US-supported insurgents. This
evauation forms the basis for aternative programs con-
ducted by the insurgents.

The CA OAE support of DA focuses on identifying the
location, number, and disposition of civilians in and
around the target for CA operators and supported SOF
and conventiona forces. The OAE aso identifies poten-
tial sites for noncombatant assembly areas. These areas
provide a place where civilians who have information of
ggéenetfi gjl intelligence value can be protected and

riefed.

The primary role of CA when supporting DA missions
Isto minimize civilian casualties and interference. The
CA SO identifies procedures to safeguard PWs and
noncombatants, and cultural factors which should be
considered by tactical unit commanders. For example,
CA OAE should identify churches used as a primary
gathering site for religious functions as well as social
events.

In NEO, CA OAE identifies the location and number
of US and third-country nationals to be evacuated. This
is done on the basis of the State Department’s F-77
report, contained in the embassy Contingency Support
Package (CSP). The CSP also includes imagery of all
planned and potential AAs and evacuation points for of-
ficial and US personnel.  In disaster relief operations,
CA OAE identifies the type and geographical limits of
the disaster. When dealing with DCs, the CA OAE es-
tablishes the location, number, and status of &l DCsin
the AO. The OAE aso includes identifying —

o Displaced civil measuresto apply.

o Wherethe DCsareliving.

» How they are getting their food.

o Sanitary conditions and afflicting diseases.

TERRAIN ANALYSIS

The second step in IPB is terrain analysis. Terrain
anaysis is performed to reduce the uncertainties and ef-
fects of natural and synthetic terrain, and to assess the ef-
fects of the population on military operations.

As part of IPB, al ARSOF units employ the factors of

OCOKA. However, ARSOF units often must have more
details on the total environment than OCOKA can
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provide because they operate in environments and per-
form diverse missions.

ARSOF missions may require the SIO to perform what
Is called geographic analysis; this consists of terrain
anaysis and population analysis. Geographic analysis
and component parts are discussed later in this chapter.

Key Terrain

Mission requirements and the commander’s intent
determine ARSOF selection criteria for key terrain. Key
terrain is an area or locality in which the seizure or con-
trol will afford a marked advantage to threat or friendly
units. Key terrain applies during DA missions. How-
ever, itisnot so cut and dried in FID or UW.

InFID, for example, key terrain may include a hilltop
overlooking a host-nation military installation. The
seizure or control of that hilltop iskey to the security of
the installation. However, the local population living
aong the approaches to the hilltop are key to an insur-
gent force trying to reach the hilltop to reconnoiter or at-
tack the installation.

While the local population is not terrain, their presence
Is key to the insurgent force which counts on direct or
tacit civilian support for free movement. Take away that
civilian support, and insurgge_nt movement towards the
key terrain becomes more ditficult.

Physically seizing and controlling these people by
voluntary or forced relocation can solve the immediate
problem, but may ultimately create new ones. However,
“seizing their hearts and minds” through PSY OP and CA
operations will deny the insurgents free access to the
hilltop. An alert and cooperative population is an excel-
lent early warning device against insurgent movement.
Obviously, people are not key terrain; but their presence
on aterrain feaiure can make that location key terrain to
threat or friendly forces.

The SIO must use caution when recommending key ter-
rain. For example, the control of coca crop areas may
deny its use to the drug cartels, but will alienate local
farmers from the government.

Terrain Overlays

Normally, ARSOF use the five basic terrain overlays
that are developed from geographic and terrain analysis.
These terrain overlays are prepared in the terrain



anaysis step but are used and updated throughout the
IPB process.

Population Status Overlay. reflects the

results of the population analysis subset of geographic
analysis. It depicts the population — an often critical fac-
tor in ARSOF operations — especialy in FID and UW
environments. While population is not specifically a
terrain feature, the presence of people and their asso-
ciated activitiesin a given geographic area often deter-
mine the importance of that terrain to friendly and threat
operations.

The population can provide support and security to
friendly and threat forces. For example, the failure of the
November 1989 insurgent offensive in San Salvador, El
Salvador, was largely aresult of the insurgents' inability
to mobilize the urban masses against the government.
Thisinability resulted in atactical and operational
military failure and severely undermined the credibility
of th? insurgents’ claim to be representing the will of the
people.

Figure 10-5 also shows the sectors of the population
thatarepro-government, neutral, and pro-insurgent. A
numeric graphic may also show education, religion, eth-
nic, or economic aspects of the population.

A more refined graphic in an urban environment would
snow the homes and work places of key friendly or threat
military or civilian personnel and their relatives. Inthis
instance, large-scale maps and imagery are used to ac-
curately plot the information by marking rooftops of
buildings. This refined graphic should be cross-
-referenced to OB files, such as persondlity files and fac-
tion or organization files. This graphic-

o Asssts the commander to see the AO or target area
and to develop his mission plans.

« Enables the commander to determine the prospects
for attacking or securing akey node in a built-up
areaand then factorsin the possibility of collateral
damage to the population and to property. (This
tool is valuable in counter-drugs operations.)

Concealment and Cover Overlay.l Figure 10-6/shows
the availability, density, type, and location of concea -

ment and cover to friendly and threat elements. It should
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depict concealment and cover from the ground as well as
fromthe air.

In areas with a significant threat of aeria attack or ob-
servation, overhead concealment and cover may beim-
portant for threat selection of base camps, mission
support sites, drug |aboratories, and the like.

Surface configuration primarily determines cover, in-
cluding natural and synthetic features (such as mines,
bunkers, tunnels, and fighting positions). Vegetation is
the primary feature that provides concealment. Some
vegetation may provide concealment from both aeria
and ground observation, while other types will grovide
concealment from only the air or ground. Canopy
closure data s critical for the determination of areas that
offer concealment from aerial observation, particularly in
tropical rain forests.

Thisinformation isincorporated into the conceal ment
and cover overlay for rura and other forested areas. In
built-up areas, synthetic structures are also assessed for
the concealment and cover they offer.

When used with the population status overlay, the con-
cealment and cover overlay can be used to determine
dwelling and work places, safe houses, routes of move-
ment, meeting places and others. For FID, UW, DA,
CT, and SR missions, this can also narrow the area of
search for key personnel and other C*elements.

Logistics Sustainability Overlay.|Figure 10-7{shows
the location of items essential to friendly and threat
operations.  Detecting and loceating supply lines and
bases are critical to finding and defeating hostile ac-
tivities. Attention is given to basic food, water, medicine,
and material supply. In rural areas, this overlay shows
potable water supplies, farms, orchards, growing seasons,
and the like. In built-up areas, this overlay shows super-
markets, food warehouses, pharmacies, hospitals, clinics,
and tge residences of doctors and other key medical per-
sonnel.

In counter-drug operations, this overlay identifies the
locations of supply outlets offering precursor chemicals.
In FID and UW environments, this overlay is used to lo-
cate businesses offering PV C tubing used to produce in-
digenous mines and booby traps, and retail or wholesale
outlets that sell printing materials necessary to produce
PSYOP products.  Key to preparing thisoverlay is
knowledge of threat and friendly forces, their logistical
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requirements, and the availability and location of
materiel and personnel to meet these requirements.

Trap or Key Facilities Overlay.| Figure 10-8{graphically
portrays the location of possible threat targets within the
AO. InFID environments, this overlay shows-

Banks.

Bridges.

Electric power installations.

Bulk petroleum facilities.

Friendly military and government facilities.

Residencies and work places of key personnel. This
overlay requires particular refinement for threat DA
and SR missions against large facilities and in-
frastructure systems (such as air bases, rail yards,
and bulk electric power supply grids).

This graphic overlay is used to determine the points
most susceptible to attack based on threat capabilities
and intentions. For example, the threat to alarge air
base may focus on air frames, crew billets, and POL
storage; instead of runways, aprons, and the control
tower.

The trap overlay is significant to the friendly com-
mander’s defense planning because it shows him where
to concentrate his defenses and, conversely, where his
defenses can be more diffused. The trap overlay utilizes
Cl personnel to focus on indicators of threat preparation
for attack, such as the discovery of an indigenous worker
pacing off the distances between perimeter fences and
critical nodes. The trap overlay is also useful in disaster
relief and counter [awlessness operations by identifying
likely locations for rioting, pilfering, or looting.

Lines of Communications Overlay, Fiéure 10-% high-
lights transportation systems and nodes within the AO
(such asrailways, roads, trails, navigable waterways, and
airfields). In urban environments, mass public transit
routes and schedules, as well as underground sewage,
drainage and utility tunnels, ditches, and culverts are
shown. Where applicable, this overlay also shows
seasona variations.

Careis taken to compare recent aerial imagery and
map products to ensure new LOC are added to the final
Product. If operating in tropical rain forests and con-
licting aFID mission, freshly cut trails may not be ob-
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servable from the air and may require specific map track-
ing debriefs of SR teams and other patrols.

The extent and regularity that atrail isrepaired or im-
proved can indicate the pattern and type of threat ac-
tivity, and may in itself indicate preparations for
large-scde movement or attack. In many situations,
LOC products are readily available from the host nation
or other local sources.

Terrain Analysisfor Special Forces

The terrain analysis step for SF is called geographic
analysisin FID and UW, and microterrain analysis for
SR and DA. Because of its universal applicability,
population analysisis discussed later. In SF geographic
analysis, the SIO -

« Considers subcategories of terrain, microterrain,
and population.

o Analyzesthe political, military, economic, social,
psychological, and cultural factors of the AO and Al
under the category of population.

o Determines how they separately and collectively af-
fect friendly, threat, and nonbelligerent third-party
capabilities, vulnerabilities, and COAs.

SF SR and DA microterrain analysis cover al mission-
essential aspects of the terrain. Each individual mission
will dictate the level of focus and the specific factors the
SIO will consider. This requires the use of 1:12,500 scale
maps when these maps are available. Factors to include:

o OCOKA factorsin aradius (to be determined by
the mission and operational considerations) of the
target or TAI, such asthreat air, ground, and water
AAsand infiltration corridors; vegetation, foot
trails, mountain passes, small wadis, steep slopes,
thickets, and eevations in excess of 50 metersin
height and potential OPs, LPs, and cache sites.

o All significant synthetic featuresin the AO. (Ex-
amples would be military g1arrisons, installations, air-
fields, and seaports; rall facilities, bridges, and
tunnels; petroleum, ails, and lubricants (POL) com-

lexes; electric power and telecommunications

acilities; villages, nomadic camp sites, and artesian
wells; shacks and towers; surveillance cameras and
other early warning devices; churches, mosques,
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cemeteries, and monuments; utility poles and gas
stations.)

e LOCsin the AO that could support friendly or hos-
tile forces.

o Air corridors for extraction, reinforcement, or fire
support aircraft.

« Potential LZs, DZs, and beach landing sites (BL Ss)
for extraction or for additional SF deployments or
reinforcement.

» Food and water sources suitable for human con-
sumption in the AO (including capacities by
Season).

. Cross-countg mobility (in overlay form) for friendly
and hostile dismounted personnel and wheeled and
tracked vehicles.

« Elevation contours (in overlay form) of the AO, in-
tegrated with digitized computer terrain graphics
for aground perspective of the AO.

Terrain Analysisfor Rangers

Ranger SIOs conduct microterrain analysis and con-
sider the same basic factors as SF microterrain analysis
within alarger target area. This includes specific air cor-
ridors for ranger airborne and air assault operations.

Terrain Analysisfor SOA

SOA SIOs conduct in-depth studies of each optional
flight route during the terrain analysis step of IPB. This
study isimagery intensive because target areas are often
inaccessible by ground or are behind enemy lines. SOA
operate primarily at night and under limited visibility.
Therefore, identitying and measuring terrain features are
often critical to the success of the SOA mission.

Imagery with highly detailed mensuration is used for
detailed pre-flight planning. For SOA’sflying long in-
filtration and exfiltration routes, critical terrain consists
of identifiable reference points that aid in navigation, as
well asterrain features that can mask friendly aircraft
from detection and hostilefire.

SOA terrain overlays depict all the obstaclesto flight,
reference points, check points, masked areas, and danger
zones. These factors are used to determine the best
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flight routes to the target. The SIO uses the combination
obstacle overlay to determine flight routes for infiltration
and exfiltration. This overlay is the basis for input to the
SOA requirements section of the TIP.

When preparing to support DA and SR ground mis-
sions, SOA terrain analysis must equal or surpass the
detail of the ground force terrain analysis. Due to the
low dtitudes that SOA aircraft fly, features that are
obstacles to ground forces may also be obstacles to SOA.

For example, SOA terrain analysis requires the SIO to
measure buildings, poles, trees, wires, streets, open
fields, and anything else that could beinan LZ, pickup
zone (PZ), or obstacle to flight during insertions and ex-
tractions. Following are some considerations.

« Slopeis an obstacle to fast rope assault operations.

« Open fields and rooftops provide viable insertion
and extraction points for ARSOF personnel.

o Streetsin urban areas or trailsin wooded areas can
be used for ultra low-level flight to hide the aircraft
from detection and fire.

Terrain Analysisfor PSYOP

CA SIOs conduct PSY OP terrain analysis focusing on
how geography affects the population of the AO, and the
dissemination of PSY OP products. This step includes
preparing aline-of-sight (LOS) overlay for radio and
television stations derived from an obstacle overlay that
shows elevations and other LOS information.  For
PSY OP, terrain analysis will, for example, focus on
determining the respective ranges and audibility of sig-
nals from the most significant broadcast stations iden-
tified during OAE.

Terrain Analysisfor CA

CA SOs conduct terrain analysisin support of DA
missions to aid the commander in accomplishing his mis-
sion while minimizing civilian interference and reducing
collateral damage.

[In FID and UW environments, the CA SIO conducts
geographic analysisto identify critical government and
Insurgent food, water and resupply routes, and potentia
locations of insurgent base areas. In FID and UW, the
SIO primarily determines how terrain affects the ability
of the supported group to conduct civic action and civil



defense. For example, extremely rugged or thickly

vegetated areas may be unacceptable for some civic ac-
tion projects because they are inaccessible to the neces-
sary personnel and equipment needed to run such

projects.

Population Analysis

As stated earlier, population analysis is a subset of
geographic analysis. It has applications for all ARSOF
units, including ranger and SOA units. Rangers and
SOA require an understanding of population issues when
battlefield developments force them to operate in isola-
tion for extended periods. An understanding of the
population is crucia to successful E&E from threat for-
cesif stranded in threat or denied territory.

Population is a mgjor consideration to ARSOF in FID
and UW environments, aswell asin SR and some DA
missions. Consequently, their SIOs must undertake a
distinct poBul ation analysis of the AQ in support of these
missions. During this step, the SIO identifies, evaluates,
and prepares overlays and other products, as appro-
priate, for —

» Socid organizations.

« Economic organizations.

« Political organizations.

o History of the society.

Nature of the threat.

Nature of the government response.
Effects on nonbelligerents.

COA of the threat, government, and nonbel-
igerent.

Because of the shared interest in population analysis,
ARSOF SIOs opereting in the same AO must coordinate
their efforts during this step.

FACTOR ANALYSIS

Although not a part of 1PB, factor analysisis a concur-
rent process with 1PB.

The SIO performs a factor analysis to determine which
activities and programs accommodate the common goals
of the politically and socially active groups. The SIO
determines whic ?roups and composite groups are sup-
porting, or are inclined to support, the government; to
support the threat; or to remain neutral.
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Social Organizations
In evaluating social organizations, the SIO looks at —

o Density and distribution of population by groups,
balance between urban and rural groups, sparsely
pc;\oullated areas, and concentrations of primary ra-
cia, linguistic, or cultura groups.

« Race, religion, national origin, tribe, economic class,
olitical party and affiljation, ideology, education
evel, union memberships, management class, oc-

cupation, and age of the populace.

. OverleT)s among classes and splits within them. For
example, do union members bel onﬂ to one or a few
religious or racial groups? Are there ideologica
divisionswithin a profession?

o Composite groups based on their political behavior
and the component and composite strength of each.
For example, who are actively or passively support-
ing tt;lef)government or the insurgents, and who are
neutral?

Active or potential issues motivating the political,

economic, social, or military behavior of each sub-
group and group; and population growth or decline,

age distribution, and changes in location by groups.

For example, economic benefits, social prestige,

political participation, and perception of relative

deprivation.

Economic Organizations

The SIO identifies economic Programs within our
values and resources to generate favorable support, sta-
hilize neutral groups, or neutralize threat groups. In
evaluating economic organizations, the SIO looks at -

o Majorideologies. Anexampleisthe principal
economic ideology of the society with local innova-
tions or adaptation in the operational area.

« Economic infrastructure. - Examples of indicators
are fuel and mineral resource locations, bulk electric
Poy\(e_:r production and distribution, transport
acilities, and communications networks,

« National economic performance. Examples of in-
dicators are gross national product, gross domestic
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product, foreign trade balance, per capitaincome,
Inflation rate, and annual growth rate.

National production performance. Examples of in-
dicators are public and private ownership patterns;
and the concentration, dispersal, and distribution of
wedth in agriculture, manufacturing, forestry,
information, professional services, transportation,
mining, and the like,

Public health. Some indictors are birth and death
rates, diet and nutrition, water supply, sanitation
and health care availability, and endemic diseases.

Foreign trade patterns. Some examples are domes-
tic and foreign indebtedness (public and private)
and resource dependencies; analysis of economic
benefit, how wealth is distributed, what is the level
of poverty, and where doesit occur.

National education programs. Some factors to
determine if the educational policies of the country
meet national needs are how accessibleit isto
groups and individuals; grouping by scientific tech-
nical, professional, liberal arts, and crafts training;
and skill surpluses and shortages.

National employment patterns.  Indicators of
employment are unemployment, underemployment,
and exclusion of groups; and horizontal and vertical
career mobility.

National revenues. Indicators are taxing authorities,
rates, and how rates are determined.

Population dispersa patterns.  Indicators are
population shifts and their causes and effects (for
example, rural to urban, agriculture to manufactur-
ing, and manufacturing to service).

Political Organizations
In evaluating political organizations, the SIO looks at -

» Theformal political structure of the government
and the sources of its ﬁower. For example, the SIO

must determine whether a country has a pluralist

democracy based on the consensus of the votersor a

SIO must determine the true functional system by
comparing it. For example, is the government
nominally a democracy but really a political dic-
tatorship?

Thelegal and illegal political parties and their
programs, strengths, and prospects for success. The
SIO aso studies the prospects for partnerships and
coalitions between the parties.

The nonparty political organizations, motivating is-
sues, strengths, and parties or programs they sup-
port, to include political action groups.

The nonpolitical interest groups and the correla-
tions of their interests with political parties or non-
party organizations. These can include churches,
cultural and professional organizations, and unions.

o The mechanism for government succession, thein-

tegrity of the process, roles of the populace and
oligarchy, regularity of elections, systematic ex-
clusion of identifiable groups, voting blocks, and
patron-client determinants of voting.

The independence, subordination, and effectiveness
of the judiciary. To determine this, the SIO answers
the following questions: Does thejudiciary have the
power of legislative and executive review? Does the
judiciary support constitutionally guaranteed rights
and international concepts of human rights?

The independence or control of the press and other
mass media, and the alternatives for the disseminat-
ion of information and opinion.

The centralization or diffusion of essential decision
making and patterns of inclusion or inclusion of
specific individuals or groupsin the process.

The administrative competence of the bureaticracy.
To determine this, the SIO answers the following
question: Are they dtruistic public servants or self-
serving crooks? Can individuas and groups make
their voices heard within the bureaucracy?

History of the Society

The SIO correlates political, economic, and social
groups and identifies political programs which will
neutralize opposing groups and provide a plurality

strong-man rule supported by the military.

« Theinformal political structure of the government,
and its comparison with the formal structure. The
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favorableto friendly groups. Inevaluating the history of
the society, the SIO specifically looks at —

o Theorigin of the incumbent government and its
|eadership. To determine this, the SIO answers the
following questions. Was the government elected?
Does it have along history? Have there been multi-
ple peaceful successions of government?

« Thehistory of political violence. The SIO analyzes
the political history of the country and asks: Is
violence acommon means for the resolution of
political problems? Is there precedent for revolu-
tion, coup d’ etat, assassination, or terrorism? Does
the country have a history of consensus building?
Does the present threat have causes and aspirations
in common with historic political violence?

Nature of the Threat

The SIO determines the legitimacy of the government;
acceptance of violent and nonviolent remedies to politi-
cal problems by the populace; the type and level of
violence required by friendly and threat forces; and the
groups or subgroups that can be expected to support or
oppose the use of violence.

In evauating the nature of the threat, the SIO looks
aI —

o External support to the threat, including direct
military intervention by third-party nations.

o Thedesired end state of the threat, the clarity of its
formulation, the openness of its articulation, the
commonality of points of view among the elements
of the threat, and the differences between this end
view and the end view of the government.

« Thegroups and subgroups supporting the general
objectives of the threat.

« The cleavages, minority views, and discord within
the threat.

o The groups that might have been deceived or duped
t?]y the threat about the desired end-state of the
threat.
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The organizational structures and patterns used by
the threat, any variations and combinations to these
structures or patterns, and any shifts and trends.

The stage and phase of the threat and how far and
long it has progressed and regressed over time.

The unity and disagreement with front groups,
leadership, tactics, primary targets, doctrine, OB,
training, morale, discipline, and materiel resources.

Externa support.

Whether rigid commitment to a method or ideologi-
cal tenet, or other factor, constitutes an exploitable
vulnerability and weakness on which the government
can build strength.

Nature of the Government Response

In evaluating the nature of the government response,
the SIO looks at -

General planning or lack of planning for countering
the threat, comprehensiveness of planning, and cor-
rectness of definitions and conclusions.

Organization and methods for strategic and opera-
tional planning and execution of plans, strengths,
weaknesses, resource reguirements and constraints,
and redlity of priorities.

Population and resources utilization, and the effects
on each group.

Organization, eq|L_1|i pment, and tactical doctrine for
security forces. How does the government protect
its economic and political infrastructure?

Areas where the, government has maintained the in-
itiative.

Population and resource control measures.

Economic development programs.
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Effects on Nonbelligerents

The SIO correlates government and threat strengths
and weaknesses and 1dentifies necessary changesin
friendly security forceprograms, plans, organization, and
doctrine. The SIO determines the strengths and weak-
nesses of the nonbelligerent, the depth of their commit-
ment to remain neutral, and the requirements to make
them remain neutral or to support friendly or threat
programs or forces.

Also important is how civilian communities react to the
US forces operating in their area. The SIO needs to
know whether the civilian community viewsthe USasa
friendly and benign force there to aid the country and
people; or, if they see the US as an overbearing super-
power trying to exert its control over the oi)press_ed._The
SIO needs to determine if the civilian populationis likely
to assist US or friendly forcesin escaping and evading
capture by threat forces.

In evaluating the effects on nonbelligerents, the SIO
looks at -

« Mechanisms for monitoring nonbelligerent attitudes
and responses.

« Common objectives of groups neither supporting
nor opposing the threat.

« Effectsof government military, political, economic,
and socia operations and programs on the
populace. Does the government often kill civilians
In its counter-threat operations? Are benefits of
government aid programs evenly distributed?

o Weather the populace is inclined to provide the
threat and the government with intelligence.

COA of the Threat, Government, and
Nonbelligerent

In evaluating the COA for threat forces, government,
and nonbelligerent, the SIO considers the above factors
and determines likely COAs and the effects of each. For
example, to keep the threat from killing teachers and
substituting ideologically based educational programsin
village schoals, the government —

« May provideits teachers with bodyguards.

o May form small, armed, and highly mobile squads to
minimize the effects of threat destruction of power
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line support towers. The squads must be capable of
reaching, repairing, or replacing damaged towersin
less time than it takes the threat to plan and execute
attacks on these targets.

WEATHER ANALYSIS

Thethird IPB step is weather analysis. Normally,
ARSOF SIOs preparing for DA and SR missions receive
the results of weather analysis and climatological data
from the SO SWO. However, the distance to the objec-
tive and the duration of a mission may require
climatological data and light data from severa time
zones and weather seasons.

SF, PSYOP, and CA in FID and UW environments,
and SOA on extended operations, however, have con-
cernsthat go beyond weather and extend to climate. In
these situations, the SIO performs a climatology analysis.
He looks at the climate, weather, and light conditions in
the AO, over time, to determine their effects on friendly,
threat, and nonbelligerent third-party operations.

TheSIO -

« Considers climate types by area and season, and
their effects on military, political, socia, and
economic activities.

« Develops historic weather data and weather effects
overlays during this step.

o Gives specia considerations to light data and its ef-
fect on friendly, threat, and nonbelligerent third-
party operations and activities; thisis because
weather and light conditions can influence the num-
ber of civilians who will bein or around a DA target,
SR TAI, or other ARSOF Al. The effects of
weather and climate are integrated with terrain
anaysis.

SF, rangers, SOA, and threat forces often choose dark-
ness and adverse weather conditions for DA and SR
operations. Weather strongly influences —

o Infiltration and extraction.

o FOOt movement.

« Night observation devices (NODs).

o Laser target designation (LTD) operations.
« SR surveillance ranges.



« Weapons effectiveness.
o Deployments or reaction times.

For rangers, weather analysis concentrates on the ef-
fects of weather on -

e Airborne and air assault operations.
o Troop morae.

o Weapons effectiveness.

« Rotary-wing lift capabilities.

« Ground movement of light infantry.
o Observation limitations.

o Fidldsof fire.

Light and |unar data are pertinent to ranger operations.
Lunar data influences the efficiency of night vision gog-
gles (NVGs).

Weather Analysisfor SOA

For SOA, weather analysis must be detailed. Generic
weather summaries for a country are not sufficient for
SOA elements. WeatheéOPatternsfor each geographical
region must be obtained and compared to the terrain
area to develop the best flight routes. Weather data
which may have negligible impact on conventional Army
aviation assets may be critical for night infiltration opera-
tionsin denied areas.

Within the target area, last minute weather conditions
may be acritical element of the target analysis. Soil com-
position combined with weather can severely affect
operations.

« Moon illumination and angle are important for flight
operations with NVGs.

o Visibility, wind speed, and wind direction can sig-
nificantly affect light helicopter operations.

« Conditions of sand or snow in a moderate wind;
loose rock and gravel in ahigh wind; and sudden
brown-out or white-out can render SOA operations
ineffective.

o Seaand water conditions are also important to know
for survivability and for combat search and rescue
(CSAR) operations when SOA work over water.

FM 34-36

The SOA SIO and his analyst use much of the same
data as SF and ranger SIOs. Ground and air ARSOF
sometimes operate together; therefore, to achieve rapid,
thorough, and accurate analysis for all mission partici-
pants, coordination— and even consolidation- of intelli-
ge_n_c(::gI during terrain analysis and other stages of IPB are
critical.

Weather Analysisfor PSYOP and CA

Weather and climate can play an important rolein the
development of a PSYOP plan or CA mission. In FID
and UW missions, Barticularly, weather and climate &f-
fect CA projects, PSY OP media, and dissemination
operations. For example, wind direction and speed at
500 feet above ground level (AGL) increments are re-
quired for |eaflet operations; recruitment of localsin sub-
zero weather is extremely difficult; periods of drought
may force farmers to become bandits or insurgents; and
flooding can interfere with food and medicine distribu-
tion.

THREAT EVALUATION

The fourth IPB step is threat evaluation. Threat
evaluation is a detailed study of threat forces, their com-
position and organization, tactical doctrine, weapons and
equipment, and supporting systems. Threat evaluation
determines threat capabilities and limitations and how
the threat would fight if not constrained by weather and
terrain.

Threat Evaluation for SF

Because SF often operate in fluid environments where
opposing sides may not be well-defined or may change,
the SIO focuses on correlating the interaction of friendly,
onbelligerent third-party forcesin the AO.
Figure 10-10 shows the correlation of forces in FID and
UW. The SF SIO -

o |dentifies the threat, friendly, and nonbelligerent
Lhi rd-party forces and develops adetailed OB data
ase.

« Determinestheir strengths and weaknessesin rela-
tion to each other.

Unlike non-ARSOF SlOs, who look two echelons up

and one down, the SF SIO must look at all echelons of
forces that can affect the mission, regardless of echelon.
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Figure 10-10. Correlation of forces in FID and UW.

In SF DA and SR operations, predictive templates are
produced during the threat evacuation step. Predictive
templates portray known and suspected threat activity on
or near atarget or TAI. They can be general sketches,
photographs, or imagery products. These templates are
In addition to the doctrinal overlays and other traditional
products. The SIO pays special attention to —

Security and reaction force capabilities, weapons,
fortifications and barriers, morale, uniforms, and

communications.
Threat indirect fire weapons coverage.
Point and area ar defense.

NBC and other special weapons or hazards that may
be present or used on the target or in the TA.
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* Threat, friendly, or nonbelligerent third-party forces
status; out to 25 kilometers from the target or TAL.

In FID and UW operations, SF SIOs pay particular a-
tention to military and paramilitary police forces on the
government side, and the regular and irregular forces
and infrastructure (auxiliary and underground) on the
threat side. SF correlation of force evaluation in these
environmentsincludes analysis of the following factors
for friendly, threat, and nonbelligerent forces:

* Key personalities,

* Composition.

* Strength.

* Logigtics.

* Training (individual, unit, and special).



o Electronics technical data.
« Digposition (location).

e Tactics and methods.

o Operationa effectiveness.

o Other situation-specific data such as —

— History and lineage of threat organization and
factions.

— Cultural peculiarities.
— Didlects.

— Religious peculiarities.

— Ethnic.

—Drug use.

The SFSI0-

o Determines how the friendly, threat, and nonbel-
ligerent forces can use geography, offensive actions,
security, surprise, and cross-country mobility to
alow the S3to develop locally superior applications
of the elements of power.

o ldentifies strengths and weaknesses of friendly,
threat, and nonbelligerent forces.

« Determinesthe political, social, economic, and
psychological effects of each side’'s COA, tactics,
and countertactics.

o Analyzes the COA and makes recommendations to
the S3 to optimize the application of the elements
of combat power by the friendly side.

Threat Evaluation for Rangers

For rangers, the amount of detail studied during threat
evaluation is generaly greater and is focused on a much
smaller AO.  HVTsareidentified during this step.
HVTs are based on the commander’s guidance, specific
target area evaluation, and knowledge of threat
capabilities en route and at the target location. In con-
ducting threat evaluation, data on the threat’s composi-
tion, disposition, organization, and tactics are gathered
and evaluated.  Inaddition, rangers determine and
evaluate —

« Foreign forces on the target; this includes all OB
(air, ground, electronic, naval) and C'l systems.
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o Communications, ESM, ECM, and imitative com-
munications deception operations.

« Dataon threat security and reaction forces capable
of reinforcing the objective.

« Local militia present and their status.

« Uniforms, equipment, and weapons (and associated
capabilities) used by threat forces.

o Target fortifications, barriers, and point air defenses.
« Moraeand likely reactions of target defenders.
« Reactions and status of the onsite work force.

o Threatsfromindirect fire, air, and NBC to rangers
on target.

o Locations of arms rooms and caches.

« Dataonthelocal populace (for example, their lan-
guage, whether they are armed and support the
government, and their feelings toward the US).

o Other historical background data.

Threat Evaluation for SOA

For SOA threat evaluation is often difficult and com-
plex because of the environment in which SOA aircraft
work. Many of the systems presenting a threat to SOA
do not affect conventional commanders. Since the mis-
sion for SOA in DA and SR missionsis undetected in-
filtration and exiltration, the primary threat is anything
that can detect and report aircraft movements.

Civilian and commercia systems may be as dangerous
to SOA asthreat soldiers and military systems. Detec-
tion and early warning from civil air traffic control
radars, navigational radar on fishing vessels, or othersare
aasd harmful as early warning by amilitary air defense
radar.

Unique vulnerabilities of SOA aircraft must also be
considered. A rocket-propelled grenade (RPG) is more
dangerous to alow-flying helicopter than an SA-7 or
SA-14. The SOA SIO must assess potential threats that
randge beyond standard OB files on the objective country
and neighboring countries.
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During threat evauation, the SOA SIO also examines
communication links. A threat that can detect the mis-
sion aircraft but cannot report its ﬁr%ence inatimely
manner isnot amajor concern to the SOA element. On
the other hand, alone rifleman with aradio or atele-
phone can ruin an SOA mission. Terrain masking isa
critical factor in determining the threat’ s detection and
reporting capabilities.

Threat evaluation of the SOA target siteitself isalso
complex and goes beyond the usual OB available or tar-
get area. SOA elements need to know nearly as much as
the ARSOF DA ground element about security forces.
They aso need information on aeria patrol reaction for-
ces, lighting at the target, and so on. When SOA and
other ARSOF work together, close coordination — or
even consolidating their threat evaluations — is necessary.

Threat Evaluation for PSYOP

For PSY OP, threat eval uation serves two purposes.
Firgt, it gives the JJOTF commander an understanding
of the existing and potential opposing productsin the
AO. It is a safe assumption that US PSY OP will be
countered by the threat.  Opposing PSY OP may be
“products of the deed,” like civic actions. This opposing
product may come from governments, politica parties,
labor unions, or religious groups. US PSY OP forcesin
the AO must anticipate and be able to counter or prevent
threat products directed at US and allied forces and the
local populace.

Second, the supported unit commander depends upon
the JPOTF commander for advice on any PSY OP conse-
quences of US operations, and for recommended alter-
native measures within each COA.

To conduct threat evaluation, the SIO and staff must
determine the capabilities of hostile organizations to con-
duct product operations and to counteract US and allied
PSY OP. The demographics of any threat military and
paramilitary forces should be evaluated at this step; if
they were not considered during OAE. These organiza-
tions may be within the AO or Al, and even in another
country. Specific capabilities to be evaluated include the
ability to—

« Conduct offensive product operations targeting US,
alied forces, or thelocal populace.

10-24

o “Inoculate” its personnel against US PSY OP efforts
(defensive counter-products).

o Counteract US PSY OP efforts by exploiting weak-
nesses in US PSY OP campaigns (offensive counter-
products).

o Conduct active measures or “dirty tricks’ campaigns.

o Conduct ECM against US or alied PSY OP broad-
casts.

Threat Evaluation for CA

During threat evaluation, the CA SIO must determine
the noncombatants during military operations. Thisis
especially critical where the opponent is not a standing
military force or if the force is not equipped with stand-
ard uniforms and weapons, like guerrillas or terrorists.
These military forces can often blend into or intermingle
with the civilian community. Threat evaluation for CA
units identifies threat OB and the modus operandi of
these threat forces.

Threat forces use social, religious, and other types of
forums to employ the elements of power and methods of
countering them.

Doctrinal Templating

Where possible, the ARSOF SIO uses doctrina
templates to graphically show the results of threat evalua-
tion. These templates depict the force structure, deploy-
ment, or capabilities of hostile, friendly, and
nonbelligerent third-party doctrinal deployment.

Thisis shown for various types of operations without
the constraints imposed by climatological conditions and
geography. It is used as a comparétive data base to inte-
grate what is known about thregt, friendly, and nonbelli-
gerent third-party forces. Military operating systems,
like artillery, air defense, or engineers, may also be
templated.

Pattern Analysis

In the absence of identifiable doctrine, pattern or trend
analysisis used. Insurgent or terrorist threat operations,
for example, can be snown at the operational level by
flow charts showing the essential steps, with time win-
dows of typical operations, like assassinations.



At the tactical level, diagrams can show how the threat
forces have executed type operations in the past, such as
abductions from vehicles. In the latter war-of-movement
stage of insurgency, types of data displayed are -

o Composition.

Formations.

Frontages.

Depths.

Equipment numbers and ratios.

HVTs (subclassified as movers, emitters, shooters,
and sitters).
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Other Threat Evaluation Templates

ARSOF SIOs may employ acombination of standard
and nonstandard doctrinal templates.

For COIN operations, a recommended technique for
templating the reactions of threat forcesis to use the
reactive doctrinal template (RDT). The RDT issimply a
series of concentric circles keyed to time-distance as-
sumptions. Figure 10-11 shows an example of an RDT.

The RDT isavariant of the doctrinal template. It
depicts how insurgent groups usually react to frlendl)( ac-
tivity in their area. Like the standard doctrinal template,

Drawing not to scale |

Figure 10-11. Example doctrinal foot movement
in jungle template,

1:50,000 scale.
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the RDT does not take terrain and other external factors
into consideration.

THREAT INTEGRATION

The final step in IPB is threat integration, SF, PSYOP,
and CA SIOsrefer to this step as data base integration.
However, because of the relatively narrow range of fac-
tors considered by ranger and SOA, thisfunction
remains threat integration in ranger and SOA IPB. This
isthe final stage in the development of aTIP. In turn,
the TI1P supports development of the POE for the
ARSOF element. At this step, al of the factor analysis
performed in the preceding steps are integrated that
presents the total picture to the SIO, commander, and
staff. Templates play akey rolein presenting this picture
to the commander.

Situation Template

The SI0O uses situation templ ates to show how threat,
friendly, and nonbelligerent third-party forces might
operate and communicate within the constraints imposed
by specific meteorological conditions and geography.

The situation template is basically a doctrina template
with geographical and meteorologica constraints ap-
plied. It isused to identify critical threat, friendly, and
nonbelligerent activities and locations, and provides a
basis for situation and target development and HVT
analysis.

A situation template is a snapshot of what a particular
force might do at a certain time and place. In FID, this
template m|?ht be substituted for a target analysis over-

lay that displays—
o All the potential targets (people and places) within

the AO.

o Insurgent ambush points on friendly avenues of ap-
proach.

« Possible locations for sighting indirect fire and an-
tiaircraft weapons.

« Infiltration corridors.
« Pogt-attack escape routes.

Situation templates are very important for ranger
operations, but in contrast are only important for SOA
where the SOA element is called on to perform sustain-
ment operations. When the target analysisoverlay is
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used with pattern analysis, additional NAIs can be pin-
pointed.

Event Template

Event templates show locations where critical events
and activities are expected to occur and where critical
targets and opportunities will appear. The SIO usesthe
event template to predict time-related events within criti-
cal areas. It provides a basis for collection operations;
predicting threat, friendly, and nonbelligerent third-party
Intentions; and locating and tracking HVTs.

Thistype of template assiststhe SIO in—

o Wargaming each threat, friendly, and third-party
COA.

o Depicting NAIs and the relationship of events.

« Providing a means for analyzing the sequence of ac-
tivities and events that should occur for each COA
and how they relate to one another. The SF SIOin
FID, for example, attempts to identify the significant
actions the insurgents may take (for example, to
engage in nationwide economic sabotage, assas-
sinate mayors in contested regions, and negotiate
with the government). Asthe forceis visuaized
critical areas become apparent. Within these areas,
significant events and activities will occur and tar-
gets and opportunities will appear.

Figure 10-12 showsinsurgent planning for an opera-

tion. These NAls are points or areas where human ac-
tivity or lack of activity will confirm or deny a particular
COA. Eventswithin NAIs can be analyzed for indicators
that the SIO can direct inteIIiO(]]ence and target acquisition
resources against. NAlsand SIR are incorporated into
the collection plan.

The SF SIO may have to correlate types of events with
historica or insurgent commemorative dates. In this
case, the SF SIO first —

o |dentifies an historical or commemorative day or
timeframe when the insurgents are likely to conduct
an operation.

« ldentifiesthe types of training, logistics, intelligence,
and tactics the insurgents would likely employ in the
operation.
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For example, a possible insurgent COA may beto seize
asmall district capital on asignificant national holiday
and hold it for at least 24 hours with the hope of trigger-
ing an insurrection among the inhabitants.

Insurgent planning for such an operation would require
detailed HUMINT, deception, psychological preparation
of the populace, and pre-attack target surveillance.

Selected key nodes would have to be identified and tar-

eted by specialized assault teamsin the opening stage of
the assault. Examples would be police stations and the
military garrison headquarters, government radio and
television station, telephone exchange, power plant, and
fuel depot.

The insurgents would need a battalion-sized assault
force supported by indirect fire and antiaircraft weapons,
and the employment of product teams, population
screening, and control measures for the actual operation.

Therefore, the insurgents must designate AAs and
routes to the objective. All of these insurgent activities
can be observed by establishing NAIs and TAIs. It takes
detailed knowledge of the threat in a particular area for
this template to be useful. Tactics, organization, and
political or military objectives can change periodicaly
and from area to area.

Decision Support Template

The SIO uses the decision support template (DST) to
show decision points that are keyed to significant events
and activities. The DST is the Intelligence estimate in
graphic form. It does not dictate decisions to the friendly
commander, but identifies critical events and human ac-
tivities relative to time and location that may require tac-
tica or operational decisions by the commander. It is, a
best, the SIO’s in-progress review for intelligence, and is
determined as part of a decision briefing provided to the
commander by his entire staff.

DSTs identify where and when targets can be attacked
or other opportunities exploited to support the
commander’s concept for executing the mission. The
DST for SF, ranger, and SOA DA missions shows critical
nodes, HPTS, and target components within the objec-
tive. The DST for SFin FID, for example, shows areas of
likely insurgent or government activity or influence,
prc')&(?ntial future insurgent targets and objectives, and

S.
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A TAl isan area or point along an infiltration route of
mobility corridor (MC), where successful interdiction
will cause hostile forces to either abandon a particular
COA or require the use of unusual activity and support
to continue. Examples of TAls include -

« Key bridges.

o Road junctions.

« Chokepoints.

e DZsand LZs.

o Known fording sites.
o AAs.

Figure 10-13/shows a TAI within an NAI. TAlswhich
are essential to the uninterrupted progress of threat for-
ces may become HVTs. Theidentifying TAl isajoint ef-
fort between the intelligence and operations staffs. In
FID, population groups can be TAls for targeting by
PSYOP, CMO, and other nonlethal means.

Decision points (DPs) are geographical and chrono-
logical points where and when the commander must
make decisionsin order to seize or retain the initiative.
DPs can be NAlsor TIAs. Their selection is primary
an operations officer function.

Decisions must be made early enough to ensure that
té\f?y can be implemented in time to achieve the desired
ects.

Decisions cannot be made until there are indications
that particular eventswill occur and their locations can
be determined with a high degree of confidence. DPs
are determined by comparing times required to implem-
ent decisions, doctrinal movement rates (adjusted to
compensate for the effects of meteorological conditions,
geography, and human action on mobility), and distan-
ces. For example, if it requires 2 hours to implement a
friendly decision, the decision must be made while the
threat forceis at least 2 hours from the TAl where the
event is expected to occur.

Time phase lines (TPLS) are based on doctrine, pat-
tern, and trend analysis. TPLs help to determine where
the threat, friendly, or nonbelligerent third-party force
will be and what it will look like. A TPL is drawn across
an AA or MC to show potential threat advance at
doctrinal or historical rates, as modified by geography
and meteorological conditions. TPLs project where a
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;?articular force is expected to be at any given time.

PLs do not show the effects of friendly action, except
when light or heavy opposition is built into doctrinal or
historical rates of advance.

Other Threat Integration Templates

ARSOF SIOs may produce a combination of standard
and nonstandard templates during the threat integration
step. These include but are not limited to —

o Reactive situational templates (RSTS).
« Reaction event templates (RETS).
« COIN DSTs.

TAI within an NAI.

o NEO event templates.
o Disaster relief templates.

Reactive Situational Template. In COIN missions, the
RDT, whichisavariant of the doc-trinal template, be-
comes the RST when it is applied to the actual terrainin
ational environment.  The RST shown at

Figure 10-14 uses TPLs to project where the insurgents
yto

Dein reaction to friendly actions,

Reaction Event Template. The RST becomesthe RET
when the SIO adds NAlIs and TAlsto it.[Figure 10-15
shows an example of an RET.
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COIN DST. The COIN DST isthe RET with TAls and
DPs added. DPs, in the context of FID or COIN, would
indicate when reaction and blocking forces would be in-
serted into the TM. For UW, RETswith TAlsand DPs
congtitute the DST. In this case, TAIs would be areas for
harassment and delay (for example, with direct and in-
direct weapons fire); DPs would indicate the timing of
key decis ample, abandonment of an insurgent
base)| Figure 10-16 shows a reactive DST for COIN.

NEO Event Template. The event template for NEO
portrays—

. AnK events that pertain to the safety of US citizens
in the country.

o Movements of threat forces.

o The status of al other forces involved in the opera-
tion, including nonbelligerent third parties.

This template should show the |ocation, number, and
status of al potential COAs, NAIs, TAls, and DPs.
NAIswill be potential assembly areas for evacuation to
take place, potentia chokepoints for roads, and possible
locations for critical installations.

Disaster Relief Template. Overlays for disaster relief
show the locations of critical facilities and of key per-
sonalities within the national and local governments. Key
personalities are people who can be mobilized to rees-
tablish law and order, get government functioning again,
and stabilize the situation.

Graphic overlays for DC operationsinclude informa-
tion on the location of existing and potential DC camps,
LOC, and destinations. Critical installations and facili-
ties also are templated and analyzed for potential use.

Threat Integration for SF

In UW or FID environments, the SIO applies threat,
friendly, and nonbelligerent third-party data to the con-
straints imposed by the weather and terrain. Thisisto
determine how the friendly, threat, and nonbelligerent
forces might actually operate in the AO. Thisletsthe in-
telligence analyst identify significant military, political,
psychological, economic, and social eventsin the AO and
to predict probable COAs.

10-32

During this function, the SIO develops the event, Situa-
tion, and DSTSs, aswell as other products to clarify the
Situation in the operational areator the commander and
staff. These products become the basis for tactical intel-
ligence operations and associated command decisions.

In DA and SR missions, SF requires templates with
TPLsthat depict the probable approach of threat forces
from their known location to the target area, and in pur-
suit of the grmrational element. The SIO develops and
adds NAls along likely AAs to indicate threat reactions.
From the event template, the SIO developsthe DST by
adding TAls, where a threat reaction force can be
delayed; and by addi ng DPs where the SF operational
element must decide on a COA (for example,
withdrawal).

Threat Integration for Rangers

For rangers, threat integration is based on known and
suspected threat |ocations at a specific installation or
piece of terrain. It takes the known information of thein-
stallation and the surrounding area and attempts to show
where threat forces could be located.

The SIO develops a situational template from predic-
tive templating to help the commander visualize
suspected threat intentions.  This could include
suspected OB or AAs for reaction forces. He then draws
the situational template over the predictive template in a
different color to contrast known and potential threat
locations and intentions, especially for air and ground
reaction forceswithin the target areas. The ranger TAX
normally does not extend beyond 10 kilometers from the
target, because of the rangers' limited fire support assets.

The next step for the ranger SIO conducting threat in-
tegration is event templating. During terrain anaysis, the
SIO uses the LOC overlay with the cross-country move-
ment overlay to assist the analyst in determining NAIs
that are crucial to accomplishing the ranger mission.
During the analysts' briefing, the commander will deter-
mine where to deploy reconnaissance assets based upon
the threat and terrain and their influence on the target.
Not all NAIswill have rangers observing for threat ac-
tivity.

Ranger battalions have a 12-person reconnaissance
detachment. The only intelligence collection asset
assigned to the ranger regiment is the regimental
reconnaissance detachment which can be deployed 48
hours prior to the main assault force. AC-130 gunships
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providing fire support can also provide visual
reconnaissance on and near the target area. Through
direct communications between the reconnaissance
detachments and the AC-130, threat reaction forces can
be monitored and engaged. By observing pertinent
NAIs, rangers are able to detect and respond to enemy
reaction forces.

For rangers, the last step in threat integration is the
DST. The DST concentrates on the most critical targets
and answers the following type PIR:

» What are the critical nodes or HPTs within the
objective?

« Isthe CP more critical than the ammunition supply
point?

The ranger SIO develops TAlsin conjunction or in
proximity to NAls on the event template. As reaction
force installations are identified, key routes or AAs be-
come evident from microterrain analysis products.
Based on these products, the SIO identifies TAls that
will affect the reaction, organization, or movement of
threat ground forces.  Observing these TAls alows
rangers to monitor or confirm target destruction by aerial
fire support assets.

Since ranger reconnaissance and fire support assets are
not deployed more than 10 kilometers from the target,
the friendly reaction events from the threat to the objec-
tive occur In a matter of minutes.

Theranger Al isso small that engagement of TAIs by
ranger fire support occurs as soon astheinformation is
passed through intelligence and operations channels if
the Eunners have not &lready engaged the target. Hourly
tracking of athreat force moving to reinforce an attacked
ranger target does not occur at the ranger regiment level
This is because the ranger force will not be on the target
long enough to be engaged by larger threat follow-on
forces. On some targets, there is no threat reaction
force, and TAls are engaged solely on the target itself.

Threat Integration for SOA

During threat integration SOA SIOs must aso in-
tegrate their pertinent threat data into situational and
event templates which affect their choice of flight routes
and modes of infiltration or exfiltration.
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For SOA, thisisthefinal step in the development of
their target folder. The threat asit relatesto flight route
options is the final factor in deciding which option
provides the best route. Threat integration helps deter-
mine the best approach and final assault paths into the
target area. It provides the necessary visual products for
the integration of coordinated assault firesif needed.
Situation templates become important for SOA only if
the element is called upon to perform sustainment opera-
tions.

Threat datais integrated with the target terrain data,
which includes information on where every building and
tel eaphone poleislocated and measured. This final
product —

o Depictsthe best insertion or extraction points.

« |dentifiestargetsfor destruction by support attack
helicopter fire.

« Helpsreconcile multiple flight routesin very limited
alr space.

Finally, threat integration resultsin the DST for SOP
when in the form of—

o Air defense zone coverage overlays.
o Threat aircraft reaction times.

o Combat radii overlays.

o Terrain masking overlays.

The DST shows the best flight route and COA on the
target under varying conditions. Thisfina DST depicts
terrain, obstacles to flight, routes, LZs, PZs, aternate
PZs, OB, targets or TAls, and often operational time
lines. In a sustained DA or SR mission, NAlsare used in
conjunction with TAls when SOA aircraft are tasked for
interdiction missions.

Threat Integration for PSYOP

For PSY OP, threat integration is known as data base
integration. PSY OP threat interaction relies heavily on
temFI ating, although the situation template is not nor-
mally used. The PSY OP SIO uses the event template

and event analysis matrix to —



o |dentify trends or patterns of activities that can be
exploited by either US or threat forces.

« ldentify ongoing product campaigns harmful to
friendly forces and threat situations, and highlight
those events that are important to PSY OP.

The DST is seldom done entirely as an overlay. In
some instances, amap is not used at al. Normally, NAls
and TAls are terrain-oriented. However, for PSY OP,
NAls and TAls are people-oriented.

For PSYOP -

« NAlsare people or groups of people (audiences)
that could affect the outcome of friendly operations.
PSY OP intelligence collection efforts are targeted
against these NAIs. NAIs can be converted to TAls
as the situation changes.

o TAlsare the NAls the PSYOP SIO and PSYOP S3
recommend to the commander as targets for a
PSYOP campaign. The PDC conducts a detailed
anaysis of these TAls to develop PSY OP cam-
paigns. TAls may be categorized asHVTs or HPTSs.

When PSYOP SIOs conduct data base integration, the
event template reflects friendly, threat, and nonbel-
ligerent third-party situations and highlights events that
are important to PSY OP. TPLs and DPs may be days,
weeks, or months before the beginning of the supported
operation or PSY OP campaign. These are best repre-
sented as timelines on a calendar, with milestones.

Only inthe |ater stages of a PSY OP campaign in sup-
port of active combat operations are TPLs tied to terrain
or the movement of forces on the ground. In this case,
DPsand TPLs are used to synchronize PSY OP campaign
implementation within the supported operation.

Threat Integration for CA

For CA operations, threat integration is called data
base integration. The products of data base integration
are several graphic overlays that the CA SIO uses when
briefing the commander on the situation and potential
COA. NAls and TAls for CA operations focus on
people and facilities rather than on terrain or units.

The DST consists of areas where civic action projects
or civil defense training are most valuable and necessary.
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TPLs are not used in the traditional sense, if at all, for
CA in UW. A DP for when and where a CA mission
should be conducted is stated in terms of months or years
rather than in terms of hours or minutes.

Graphic overlays that aid the CA commander during
decision making for a DA operation are related to loca-
tions and numbers of civiliansin and around the objec-
tive. They show the locations of critical facilities and
installations such as hospitals, water sources, power sour-
ces, sanitation facilities, railroads, airports, and govern-
ment buildings that must be protected and avoided
during the attack. CA units do not normally conduct
operations in support of SR,

In data base integration in support of FID missions,
event templates and insurgent leader profiles and
matrixes are valuable. A well-organized insurgency
operates with some sort of doctrine and methodology.
Although there may be readily apparent doctrine, the
plotting of events may yield consistent patterns.

The CA SIO must also consider the actions of the host-
nation government and host-nation military in countering
the insurgency. US military operations should be consis-
tent with the efforts of the host nation and represent a
unified effort spearheaded by the host nation, not by the
US. The DST includes NA[s that are possible locations
of insurgent bases, as well as potential sites for future
civic action activities. TAls must be examined from a
reactive standpoint. The site of a CA program could be-
comethe target for the threat. DPsand TPLsarein
terms of when and where to concentrate CA activities
and when and where not to conduct them.

UW does not normally lend itself to doctrinal templat-
ing, so doctrinal and situation templates are usually not
used in CA UW intelligence preparation of the battle-
field. The event template is used and must be kept ac-
curate and current. Through careful analysis of the event
template, patterns and trends of the threat emerge.

DISSEMINATING AND USING

The ARSOF SIO produces a variety of templates, over-
lays, association and event matrixes, and flow charts, as
appropriate, to support and illustrate METT-T. As
these products are comPI eted, the SIO provides them to
the commander and S3 for approval and guidance. After
the commander approves them, the S3 Integrates |PB
with other staff products and applies them to mission
planning and execution.
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Asafollow-up, the SIO must — ¢ Advise and coach nonintelligence MOS personnel in
appropriate use of products.
o Ensure that the right products are promptly
provided to the right consumers, and are adequate o UsehisIPB productsto identify gapsin theintel-
for and properly used by them. ligence database and redirect his collection effort.
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APPENDIX A
SAMPLE COLLECTION PLAN FORMATS AND INSTRUCTIONS

Although there is no prescribed collection plan format, o They are easily tailored to reflect the collection as-

the two formatsin this appendix are recommended be- sets available throughout an operation, bettle, or
cause — mission.

« They can be easily modified to support mission or
unit requirements.

LINEAR BATTLEFIELD COLLECTION PLAN

The first format is designed to support most conven- | ection manager to focus efforts and to monitor require-
tiona (linear) battlefield collection management require- ments, like threat capabilities and vulnerabilities. The
ments. amount of detail needed, of course, depends on the par-

ticular requirement to be satisfied and the amount of

« Figure A-1 shows examples of standard collection ~ overall collection effort required. FM 34-2, Chapter 4,

plan SOF PIR and IR. contains additiona information on the collection
management process.

o | Figure A-2|shows an example of thistype of collec- _ _ _
fionpran format with sample entries. For some operations, a collection plan might be as

simpleasalist of available collection resources and brief
« |Figure A-3givesinstructionson how tofill out the ~ notes or reminders about current intelligence require-
Mmaor parts of a standard collection plan format. ments or specific information that must be collected. For

other o'?erations, more complex plans may be required.
The standard collection ‘ol an format isavauable aid ARSOF operations often have several PIR and IR that
during all phases of the collection management process. require analysis and extensive collection effort over
(Sed Chapter 3.) Written collection plans help the col- longer periods.

PIR ¢ Where and in what strengths are threat forces ?

e Where and how is the threat applying the elements of power (military,
informational, economic, and political) ?

Where is the threat not annlving the elements of nower?
WEIIWI W IW ) TW LT I WAL A4 rlrll, L ls R Wi WD I PU"U! 0

()

e What will the population in the target area be (supportive, hostile, or neutral)
toward ARSOF operations ?

¢ What is the threat's low-level air defense capability ?
e How is the HN CA program working?
e What is the strength of popular support for and opposition of the threat ?
IR e How, where, when, and by whom will the threat be resupplied and reinforced ?

_ Havar will nAnhalli~narant
[ ] IV Will TRA IUEIIIHUI Tl

e Where are threat MCs and ICs ?

e What are the friendly, threat, and nonbelligerent third- party organizations in the AO?

Figure A-1. Some examples of standard collection plan PIR and IR.
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Figure A-2.
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COLLECTION AGENCIES

PiR AND IR INDICATORS SIR PLACE AND TIME REMARKS
TO REPORT
INSTRUCTIONS
List PIR and IR. {List indica- [Then, if necessary|Place an “X" under each Place may be a |Include means of

Leave sufficient
space to list
indicators for
each PIR and
in IR column 2.

tors that will
satisfy each
PIR.

list specific
information
required to satisfy
the indicator. Key
requirements to
NAI on the event
template if
possible. These
requirements form
the basis for
specific orders

agency that can collect
the required information.
Circle the °X" when an
agency has been selected
and tasked.

headquarters or
unit.

Time may be
specific, periodic,
or as obtained.

reporting; for
example, via spot
report format.

include established
communications;
for example,
multichannel, FM,
RATT, or state

by SOP* if SOP
criteria apllies

and requesis. for responding to
collection require-
menis.
EXAMPLE

Where and in | Discovery Report increased

what strengths | trails within |boarder crossing

are threat the AO. VIC 5D47-5042 to

forces? Seine River.

Figure A-3. Instructions for filling out the major parts

of a standard coiiection plan format.
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NONLINEAR BATTLEFIELD COLLECTION PLAN

The second format is designed to support nonlinear

|haI.LLeLi_eIﬂWcoI lection management requirements.
Figures A-4|and|A-5 support the explanation of the non-
linear battlefield collection plan. Since ARSOF are
routinely deployed in nonlinear environments, this for-

mat is particularly suited to meet their collection
management regquirements.

The ARSOF SIO uses nonlinear battlefield collection
plans and worksheets to manage and answer the volume
of diverse PIR and IR generated in a nonlinear environ-
ment. Although detailed, the format —

o Simplifies collection management tasks.
o Can befilled out on the computer or by hand.

« Facilitates identifying collecting and reporting tasks
during all phases of the collection management
Process.

o Requiresonly four stepsto complete:

— List the PIR and IR. Then assign aphanumeric
|ettersto PIR and IR.

— Determine potential indicators and prioritize
those that effectively answer the PIR and IR.
Any indicator that does not answer the PIR and
IR 1s deleted.

— Anayze the indicators and target characteristics
to determine SIR. Then prioritize the SIR and
determine the appropriate collection agencies.

— Givethe various collection agencies a prioritized
SIRéaskmg list that is easy to read and under-
Stand.

LIST AND PRIORITIZE PIR AND IR

Thefirst stepisto list and prioritize the PIR and IR.
Asinall collection plans, the nonlinear battlefield collec-
tion Elan format is designed to assist the SIO in answer-
ing the commander’s PIR. However, these PIR and IR
are not immediately added to the collection plan. In-
stead, they are posted next to the pla ' umeri-
cal or aphabetical designators. | Figure A-§ shows
examples of prioritized nonlinear battlefi and IR.

A-4

The most important PIR is assigned the number 1; the
next, number 2; and so on. IR are given alphabetica
designators and prioritized the same way asPIR. Thisd-
lows the collection manager to continualy add, revise,
and reprioritize PIR and IR. Use these numbers or |et-
tersin the PIR and IR number column on the collection
plan to reference specific PIR or IR.

DETERMINE INDICATORS

The second step is to determine what activities or
characteristics of the operational areawill answer the
PIR and IR. This procedure is called determining in-
dicators. Thisis the most important step in the collection
management process.

Anindicator is any positive or negative evidence of
threat activity or any characteristic of the operational
area that points toward threat capabilities, vul-
nerabilities, or intentions. The ability to read indicators
(including deception indicators) contributes to the suc-
cess of friendly operations. Thisis because an analysis of
al avalable indicators is the basis for recommendations
to the commander for specific COAs.

Potential indicators are written down and analyzed to
determine if they can answer any of the established PIR
and IR. AH the indicators that answer one or several
PIR or IR are prioritized. Any indicator that does not
answer aPIR or IR is deleted.

Theresulting list of indicators forms the basis for col-
lection tasks. By knowing what indicators satisfy PIR and
IR — and the most likely methods and places of finding
them — the collection manager can determine the specific
collection tasks and assign them to available resources.
The collection manager needs a thorough knowledge of
the threat, the characteristics of the operationa area, and
the general capabilities of collection assets before he can
trandate the commander’s PIR and IR into indicators.
Thisincludes a detailed knowledge of-

o Thethreat organization, equipment, and doctrine,

o Thebiographical dataon magjor personalities.

« The present and past performance of unitsand or-
ganizations.

« Terrain and weather activities.

« Patterns of current operations.
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Nonlinear battlefield collection worksheet.
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and in what strength?

operations; if so, how ?

PIR 1. Where and in what strengths are the insurgent forces?
2. Will insurgent forces attack US forces; if so; where, when and in what strength?

3. Where can the insurgent forces conduct main force operations; if so, when

4. Where, how, and in what strength are insurgent forces air defense capable ?

5. Where are the supply and training bases of insurgent forces ?
IR A.  How strong is popular support for the insurgents ?
B. How, where, and by whom will the insurgent forces be resupplied.
C. Where are the infiltration and exfiltration routes?
D. What are the names and number of internal and external

organizations supporting the insurgent forces?

E. When will third world countries react to US forces conducting military

Figure A-5. Examples of prioritized nonlinear battlefield collection PIR and IR.

o Degree of popular support.

The collection manager must also understand the cir-
cumstances and support required for a particular in-
dicator to occur. Theseinclude but are not limited to a
detailed knowledge of the -

« Amount and availability of support required for a
particular action or activity.

« Normal doctrinal activity or disposition.

o Activity required for a particular COA.

o Actionswithin threat capabilities and limitations.
o Characteristics of foreign commanders.

o Possible or practicable operations.

Collection characteristics.

« |dentification of target characteristics.

Established patterns can also be used to determinein-
dicators. Often these existing patterns link a particular
event or activity to probable COA. Sometimes, they can
even be used to determine when and where that activity
might occur. Patterns help to decide —

o Whereto look.
o Whentolook.
o What to look for.

A-6

INDICATOR WORKSHEET INSTRUCTIONS

[Figure A-6lis anonlinear battlefield indicator
worksheet to help determine indicators. Instructions for
using this worksneet follow:

o IND NO. Thisis used as areference point. Each

lineislabeled in numerical order to orient person-
nel to indicators on the worksheet.

INDICATOR. All potential indicators are written
?qu analyzed to determine if they answer any PIR or

PIR/IR NO. The ASPS records the PIR and IR
number or letter that can be answered by the cor-
responding indicator. For example, indicator 1 may
provide information regarding PIR 1 and 5and IR

A, B, and C. The collection manager would insert

the numbers 1 and 5 and the letters A, B, and C in

the appropriate block. When indicators fail to sup-
ort any PIR or IR, they are deleted and replaced
y another potential indicator.

INDICATOR PRIORITY . In this column each in-
dicator is prioritized. The collection manager deter-
mines which indicator answers the most important
PIR and IR and rates them accordingly. Examples:
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L’:‘OD INDICATOR PIR/IR NO ";E:gg%?
1 | Locations of threat base camps 1,5,A,B,C 17
2 | Locations of threat cache sites 1,2,5,8,C 2
3 | Degree of insurgent popular support 1,2,AB,D,E 3
4 Establish_ment of new unexplained agricultural areas, or recently 1358 12

cleared fields e
5 | Size and location of insurgent forces 1,2,3,5,B 1
6 | Unexplained weapons firing or explosions in the country side 1,5 20
7  Threat reconnaissance activity 2,C 27
8 | Attitude of local populace toward government and insurgent forces | 1,2,A,B 5
9 | Threat propaganda efforts 2,ADE 26

10 | Disappearance of populace from previously populated areas 1,2 9

11 | Avoidance of cert:cxin areas by the populace 1,2 10

12 | Equipment found in insurgent cache sites 2\%%50 11

13 | Unexplained trails ,5C 19

14 | Insurgent use of air defense weapons or small arms at aircraft 1,4 13

15 | Significant changes in insurgent tactics, techniques, or procedures | 2.3,A,D 25

16 Sabotage attempts against supply depots, ammo supply points, 1,2 8

ammo facilities, and lines of communication

17 | Significant movement of civilians and refugees 1,A,C 22

18 | Location and type of insurgent indirect fire

19 | Names and number of internal organizations supporting insurgents | 1.5A,B,D 18

20 | Names and number of external organizations supporting insurgents | 1,5,A,B,D,E 15

21 | Failure of police or information nets to report correctly AD 32

22 | Attacks on communications sites

23 | Damage to roads, airfields, and helipads in the operational area 1,3 14

Figure A-6. Nonlinear battlefield

indicator worksheet.
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— Indicator | answersPIR 1 and 5and IRA, B

and C.

— Indicator 2 answersPIR 1, 2, and 5and IR B
and C.

— Indicator 3answersPIR | and 2 and IR, A, B,
D, and E.

Therefore, indicator 1 would be the 17th priority, num-
ber 2 the 2d, and number 3 the 3d priority.

DETERMINE SPECIFIC INFORMATION
REQUIREMENTS

In the third step, the ASPS analyzes the prioritized in-
dicators and target characteristics to determine SIR.
SIR are the basic questions that need to be answered to
confirm or deny the existence of an indicator.

For example, the first PIR iswhere and in what
strength there are insurgent forces. (Seg{Figure A-§)
Some Indicators that may assist in answering thisrequire-
ment are —

« Thelocation of enemy base camps.

o The establishment of new and unexplained agricul-
tural areas or recently cleared fields.

« Thesizeand location of insurgent forces.

« Any unexplained firing or explosions in the
countryside.

P'IAFlzl the above indicators can assist in answering the first

Then these indicators are analyzed to develop SIR.
Some examples of SIR for indicator 1 —Where are
enemy base camps located — could be:

« Report the location, quantity, and type of unex-
plained firing in the area.

« Report any presence of mines, booby traps, and
obstaclesin the area.

The accurate determination of indicators and SIR is es-
sential for effective collection management. Knowing
where, when, and what to look for helpsin selecting what
to look with.

A-8

This process maximizes the use of limited collection as-
sets against an array of collection targets. After in-
dicators and SIR are prepared, the ASPS passes them to
the CM& D section for collection action.

The collection manager prioritizes the SIR and tasks
appropriate sources to answer them. The list of taskings
for each source should also be prioritized. All of this can
be completed in step 3.

The nonlinear battlefield collection plan format
provides the collection manager with an effective format
to organize and monitor this task.

COLLECTION PLAN INSTRUCTIONS

Figure A-7)isasample of acompleted nonlinear bat-
tlefield collection plan format. Instructions for using this
format follow:

¢ SIRNO. Use as areference point. Label each line
numericaly to orientate personnel to SIR on the
worksheet.

o TIME. List the start and stop times the correspond-
in% SIR should confirm or deny a particular SIR.
(These SIR may be extremely time sensitive, such as
reporting a reaction force leaving its post to rein-
force a SOF target; or the indicator may remain in
effect throughout the entire operation, such as
reporting the avoidance of a specified area by the
local populace. In this case, list indefinite.)

o NAI. NAI can be shown vertically or horizontally
on the chart. The NAI listed in the vertical NAI
column indicates where the SIR should be observed.
An NAI may pertain to one or more SIR or vice
versa. List the NAIs that each particular source is
responsible for in the horizontal NAI column. An
ODA may be responsible for only one NAI, while a
SOT-A may monitor several NAISs.

¢ SIR. Inthis column the CM&D section liststhe SIR
they believe will confirm or deny particular in-
dicators and which help to answer one or more PIR
and IR. It is not uncommon to develop several SIR
from one indicator or for each SIR to provide infor-
mation on severd indicators and PIR and IR.

¢ PIR/IR NO. Here, members of the CM&D section
record the PIR and IR numbers or |etters that can
be answered by the corresponding SIR.
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Sample of a completed nonlinear battlefleld collection plan format.
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o SIRPRIORITY. In this column each SIR is
prioritized.  The collection manager determines
which SIRS answer the most important PIR and IR
and rates them accordingly.

« AGENCIES AND AGENCY COLLECTION
PRIORITY. Listed across the top of this section
are al organic and supporting collection agencies.
Iln tré%bl ock below them, their respective NAls are

Isted.

Beforea ﬁarticular agency or unit is selected to collect
on a SIR, the collection manager determines what assets
are available and capable of collecting the information
needed. This includes assets in organic, supporting, and
higher collection agencies.

To do this, the collection manager needs to know the
capabilities and availability of each available asset, such
as_

« Frequency ranges for SOT-A team radlios.
o Aircraft mission durations.
« Number of flights, mobility, linguistic capabilities.

Thisinformation is essential to determine which asset
or agency is capable of collecting information to answer
SIR. The DOD capabilities handbook has profiles of sys-
tem capabilities. Host nation or HUMINT resources
capabilities must be obtained from the parent organiza-
tion. Figure A-8 shows a capability and requirement cor-
relation chart.

After determining asset capability and availability, the
collection manager placesamark (check or asterisk?]in
the small square in the lower left corner of the block that
corresponds to the SIR that a particular agency or asset
can answer. Next, he determines which agency or asset
can best answer the SIR and prioritizes them. To do this,
he considers the location, range, and threat to the collec-
tor, aswell as other mission requirements. Thisstep is
shown on the worksheet by placing the appropriate num-
ber in the small square in the right corner of the block.

A-10

Example: (Refer tq Fi éure A-7|) The CM&D section
determines that the CI team, the CA unit, and host-na-
tion police are capable of answering SIR #4 — Report

sightings of groups-of strangers in and around the opera-
tiona area.

o The collection manager places a mark (check or
asterisk) in the square located in the lower eft
corner of the block that corresponds to that par-
ticular SIR and each of the three capable agencies.

o After further consideration he determines that the
host-nation police can best answer the SIR, followed
by the CA unit, then the CI team. He then putsthe
number 1 in the square located in the lower right
corner of the block that correspondsto SIR #4 and
the host-nation police, the number 2 in the CA unit
block, and the number 3 in the Cl team block.

TASKING LIST
In the final step the CM&D section prepares a
prioritized tasking list for each collection agency that is
easy to understand. To do this, he reviews the SIR each

agency is tasked to answer and then prioritizes them ac-
cording to the SIR priority column,

Example: (Refer td Figure A-7).

« ‘The SOT-A (1) is tasked with SIR #1,6, and 28.

o IIR#1 hasan SIR priority of 20, SIR #6 a priority of
10, and SIR #28 a priority of 3.

This means the collection manager must provide the
SOT-A (1) with a prioritized tasking list as follows:

|-Report time, frequency, and location of any insurgent
radio traffic or EW activity (SIR #28).

2-The number, size, equipment, composition, route,
?nd ti m)e of suspected insurgent patrolsin the area
SIR #6).

3-Thelocation, quantity, and type of unexplained
firingsin the area (%I R#).


misprint
Figure A-8 does not exist.
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OTHER CONSIDERATIONS

The only exception to this procedure is when the col-
lection manager tasks interrogators. Interrogators need
verbatim PIR and IR. Thisisin addition to the in-
dicators or SIR containing specific intelligence or com-
bat information requirements.

Interrogators need this information because their
Pri mary source of information and intelligence comes
rom people who have different levels of understanding
and background. This means interrogators must tailor
their questions so that the subject can understand what is
being asked. Often, interrogators must ask a subject
severd different questions, al seemingly unrelated to the

other, before the subject understands and can answer the
question.

Example: CM&D tasks interrogators to “. . . report in-
stances of dead foliage.” This SIR is specific. If the sub-

ject is not native to the area, he may not have noticed

dead foliage. However, if the interrogator knows the
larger PIR Isto". . . locate insurgent supply caches. . ."
he can rephrase or ask different questions to secure this
information. By knowing the larger question, the inter-
rogator is able to quickly secure the information or intel-
ligence the commander needs and spot report it back
immediately.

A-11
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AREA STUDY OUTLINE FORMAT
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This appendix contains an outline format for an area outlineisflexible to permit details of a given operational

study. The format, shown at Figure B-1, provides a sys- area. Astime edpern&nsfurthgé ?tug;é tht%d subjects sré?utld
and assigned to selected personnel to

tematic means for compiling and retaining essential in- be subdivid
formation to support ARSOF operation. The basic produce detailed analyssof specified Al.

CLASSIFICATION

AREA STUDY OF JSOA

1. PURPOSE AND LIMITING FACTORS.
a. Purpose. Delineate the area being studied.

b. Mission. State the mission the area study supports.

svicinng and analirra annk el dietcl ae oo A oo,

£
or
2

a. Areas and dimensions.
b. Strategic locations.
(1) Neighboring countries and boundaries.

(2) Natural defenses, including frontiers.

COPY___OF
UNIT
LOCATION
DATE

COPIES

{3) Points of entry and strategic routes
CLASSIFICATION
—/\\/‘I iAWA\ l/\\

Figure B-i. Outiine for a generai area study. [

B-1
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c. Climate. Note variations from the norm and the months in which they occur. Note any extremes
in climate that would affect operations.

(1) Temperature.

{2) Rainfall and snow.

(3) Wind and visibility.

(4) Light data. Include beginning morning nautical twilight (BMNT); ending evening nautical
twilight (EENT); percent of illumination, suarise, sunset, moonrise, and moonset.

(5) Seasonal effect of the weather on terrain and visibility.

d. Relief.

(1) General direction of mountain ranges or ridge lines and whether hills and ridges are dissected.
AN MY
(<) Genere
(4) Natural routes for and natural obstacles to cross-country movement.
(5) Location of area suitable for guerrilla bases, units, and other installations.
(6) Potential LZs and DZs, and other reception sites.

e. Land use. Note any peculiarities, especially in the following;

(1) Former heavily forested areas subjected to widespread cutting or dissected bypaths and roads.
Also note the reverse, pastureland, or wasteland that has been reforested.

(2) Former wasteland or pastureland that has been resettled and cultivated and is now being farmed.
Also note the reverse: Former rural countryside that has been depopulated and allowed to return to
wasteland.

AL g A A A

—\ /W\ \/\A ]\ﬁ

Figure B-1. Outline for a general area study (continued).
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CLASSIFICATION
(3) Former swampland or marshland that has been drained; former desert or wasteland now ir-
rigated and cultivated; and lakes created by dams.
f. Drainage (general pattern).
(1) Main rivers, direction of flow.

(2) Characteristics of rivers and streams (include widths, currents, banks, depths, kinds of bottoms,
and obstacles).

n
]
Y]
'y
)
3
]
3
1
*]
5
s
2]
z

6

15 a

h. Geological basics. Identify types of soil and rock formations (include areas for potential LZs for
light aircraft).

i. Forests and other vegetation.

(1) Natural or cultivated.

(2) Types, characteristics, and significant variations from the norm at different elevations.
(3) Concealment and cover. Include density and seasonal variations.

- Water. Note ground, surface, seasonal, and potability.

CLASSIFICATION

—\ A A \

Figure B-1. Outline for a general area study (continued).
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CLASSIFICATION

k. Subsistence.

(1) Seasonal or year-round.

(2) Cultivated. Include vegetables, grains, fruits, and nuts.
(3) Natural. Include berries, fruits, nuts, and herbs.

(4) Wildlife. Include animals, fish, and fowl.

3. POLITICAL CHARACTERISTICS. Identify friendly and foreign political powers and analyze
their capabilities, intentions, and activities that influence mission execution.

a. Hostile power.

(1) Number and status of nonnational personnel.

(2) Influence, organization, and mechanisms of control.

b. National government (indigenous).

(1) Government, international political orientation, and degree of popular support.

(2) Identifiable segments of the population with varying attitudes and probable behavior toward the
United States, its allies, and the hostile power.

(3) National historical background.

(4) Foreign dependence or alliances.

(5) National capital and significant political, military, and economic concentrations.
c. Political parties.

(1) Leadership and organizational structure.

(2) Nationalistic origin and foreign ties (if a single dominant party exists).

CLASSIFICATION

Figure B-1. Outline for a general area study {continued).
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(5) Violent opposition factions within major political organizations.
d. Control and restrictions.

(1) Documentation.

(5) Political restrictions.

Mallndaie cao et
RCIIZIOUDS TOBUNICLIVILS.

4. ECONOMIC CHARACTERISTICS. Identify those economic factors that influence mission ex-
ecution.

a
=
[e]
(o]
=
3
(=]
—
(=}
e
—
€
B
w
(-
80

e. Black market activities. Note the extent and effect of those activities.

CLASSIFICATION
— A\ NA A I\
N I'AY) AVA Vq
Figure B-1. Outline for a general area study (continued).
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CLASSIFICATION

f. Agriculture and domestic food supply.

g. Industry and level of production.

h. Manufacture and demand for consumer goods.
i. Foreign and domestic trade and facilities.

j- Fuels and power.

k. Telecommunications and radio systems.

(1) Railroads.

(2) Highways.

(3) Waterways.

(4) Commercial air installations.

m. Industry, utilities, agriculture, and transportation. Note the control and operation of each.

5. CIVIL POPULACE. Pay particular attention to those inhabitants in the operational area who
have peculiarities and who vary considerably from the normal national way of life.

a. Total and density.
b. Basic raci
(1) Types, features, dress, and habits,

(2) Significant variations from the norm.

c. Ethnic and/or religious groups. Analyze these groups to determine if they are of sufficient size,
cohesion, and power to constitute a dissident minority of some consequence.

N\ A AN /\u

Figure B-1. Outline for a general area study (continued).v
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CLASSIFICATION

(1) Location or concentration.

(2) Basis for discontent and motivation for change.
(3) Opposition to the majority or the political regime.
(4) Any external or foreign ties of significance.

d. Attitudes. Determine the attitudes of the populace toward the existing regime or hostile power,
the resistance movement, and the United States and its allies.

e. Division between urban, rural, or nomadic groups.
(1) Large cities and population centers.

(2) Rural settlement patterns.

(3) Areas and movement patterns of nomads.

f. Standard of living and cultural (educational) levels.
(1) Extremes away from the national average.

(2) Class structure. Identify degree of established social stratification and percentage of populace in
cach class.

g. Health and medical standards.
(1) General health and weli-being.
(2) Common diseases.

(3) Standard of public health.

(4) Medical facilities and personnel.

CLASSIFICATION

N\ WA Ao J\ﬂ

Figure B-1. Outline for a general area study (continued).
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CLASSIFICATION

(6) Sufficiency of medical supplies and equipment.

h. Traditions and customs (particularly taboos). Note wherever traditions and customs are so strong
and established that they may influence an individual’s actions or attitude even during a war situation.

A e Wl ¥ 1 PRy Y 1 11 S _a _1
RCES. Identify friendly and hostile conventional
i al security forces (including border guards) that

TR FE AT TR 50 T2 HEEEs =

can mﬂuence mission executlon Analyze nonnauonal hostlle forces, as well as national (in-
digenous) forces, using the subdivisions shown below.

a. Morale, discipline, and political reliability.
b. Personnel Strength.

c. Organization and basic deployment.

g. Chain of command and communication.

h. Leadership. Note officer and NCO corps.

i. Nonnational surveiliance and control over indigenous security forces.
j- Training and doctrine.

k. Tactics. Note seasonal and terrain variations.

1. Equipment, transportation, and degree of mobility.

Figure B-1. Outline for a general area study (continued).“
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CLASSIFICATION

0. Vulnerabilities in the internal security system.
p. Past and current reprisal actions.
q. Use and effectiveness of informers.

r. Influence on and relations with the local populac

&

s. Psychological vulnerabilities.

¢t Daonant
L. Lo au

u. COIN activities and capabilities Pay particular attention to reconnaissancc units, spccial troops
SR [ PR, s T unite and nnite hayi

( 'u'oorne mountam, ranger ), rotary- wmg or vertical-lift aviation uuu.a 1 UNits, ana uniis nay ug
mass NBC delivery capability.

v. Guard posts and wartime security coverage. Note the location of all known guard posts or ex-

pct,ted wartime secu’a'y coverage f for all types of installations. Pav narhr‘lllar attention to qecuritv

coverage along the main LOC (railroads, highways and telecommumcauons lines) and along electri-
cal power and POL lines.

w. Forced labor and detention camps. Note exact location and description of the physical arrange-

ment {particularly the security arrangements).

x. Populace and resources control measures. Note locations, types, and effectiveness of internal
security controls. Include checkpoints, identification cards, passports, and travel permits.

7. RESISTANCE ORGANIZATION. Identify the organizational elements and key personalities of
the resistance organization. Note each group’s attitude toward the United States, the hostile power,

various elements of the civilian populace, and friendly political groups.
a. Guerrillas.
(1) Disposition, strength, and composition.
(2) Organization, armament, and equipment.

(3) Status of training, morale, and combat effectiveness.

TN AN \./\»—4/\1

Figure B-1. Outline for a general area study (t:r.mtinued).V
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CLASSIFICATION

(5) Cooperation and coordination between various existing groups.
(6) Motivation of the various groups and their receptivity.

(7) Quality of senior and subordinate leadership.

(8) General health.

b. Auxiliaries and the underground.

(1) Disposition, strength, and degree of organization.

(2) General effectiveness and type of support.

(3) Responsiveness to guerrilla or resistance leaders.

c. Logistics capability.

(1) Availability of food stocks and water. Include any restrictions for reasons of health.
(2) Agricultural capability.

(3) Type and availability of transportation of all categories.

(4) Types and location of civilian services available for manufacture and repair of equipment and
clothing.

(5) Medical facilities to include personnel, medical supplies, and equipment.

) Cnem

8. TARGETS. (The objective in target selection is to inflict maximum damage on
with minimum expenditures of soldiers and materiel. Initially, a guerrilla maj

operational capabilities to interdict or destroy foreign targets.)

a. Study the target area.

CLASSIFICATION

— "\ 1 /\ A

N A AN A

Figure B-1. Outline for a general area study {continued).
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CLASSIFICATION

b. Identify and analyze points of attack.
c. List targets in order of priority by system and in accordance with mission requirements.

N DT oVRC NAD LY -
$. EFFECTS OF CHARACTERISTICS. Stat

developed in the previous paragraphs.
a. Effects on hostile COA.

b. Effects on friendly COA.

CLASSIFICATION

Figure B-1. Outline for a general area study (continued).
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APPENDIX C
SPECIAL OPERATIONS MISSION PLANNING FOLDER

The SOMPF consists of three parts: MTP, TIP, and
POE. ARSOF units prepare SOMPFs when tasked by
the theater CINC. The theater SOC prepares the trans-
mittal documents and assemblesthe MTPs. The CINC
mission guidance is the heart of the MTP. The CINC will
task the Army component intelligence support agency
arr]1d ToltFr)]er appropriate intelligence agencies to produce
the TIP.

The ARSOF unit assigned the mission will conduct an
FA. The FA will determineif thetarget isavalid
ARSOF target. The FA isreviewed by the theater SOC
and the theater targeting board. Following review and
approval of the FA, the theater targeting board tasks the
MPA (through the theater SOC) to develop a POE.

MISSION TASKING PACKET

The MTP consists of tasking and transmittal docu-
ments, target identification data, and CINC mission
guidance] Figure C-1 shows the format for the MTP.

SOF FEASIBILITY ASSESSMENT

The FA isatarget feasibility analysis conducted by
SOF commanders on nominated SOF targets. The FA is
used by the MPA to analyze the viability of the target.
The purpose of the FA isto address the following ques-
tions:

e Isthisavalid ARSOF mission?

e Isit withinthe command’s capability, unilaterally or
asajoint operation, to accomplish the mission
within an acceptable degree of risk?

Figure C-2|shows the format for a SOF FA. Detailed
planning and the selection of a preferred COA is
reserved tor the development of a POE should the FA
indicate that the mission is viable. All existing shortfalls
that would preclude development of the FA must be
identified immediately. At @ minimum, imagery, area
study, maps, and OB are required to produce the FA.
The OB must be updated prior to deployment. The
process outlined in this format may be compressed
during adaptive targeting.

TARGET INTELLIGENCE PACKET

—The TP s tailored for the particular SOF mission.
Figure C-3 shows the format for SOF DA or SR mis-

sion# Figure C-4|shows the format for SOF FID or UW
missions.

PLAN OF EXECUTION FORMAT

The POE is adetailed plan of how the assigned SOF
will carry out the validated mission assigned to them.
The POE, in conjunction with mission rehearsals, isthe
end result of the mission planning process. POEs are

also developed by the unit responsible farinfiltration or
exfiltration to and from the target area) Figures C-5jand
C-6 show the formats for SOF POE.

C
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SECTION I--TASKING AND TRANSMITTAL DOCUMENT S.
a. Joint force special operations command commander (JFSOCC) tasking,
b. Subordinate tasking from JFSOCC.
¢. Coordinating instructions (DIRLAUTH authorization).
SECTION II--TARGET IDENTIFICATION DATA.
a. Name.
b. Basic encyclopedia (BE) number.
¢. Mission number (if applicable).
d. Mission tasks.
¢. Functional classification code.
f. Country.

g. JSOA coordinates (latitude [LAT], longitude [LONG], and universal transverse
mercator [UTM]).

h. Geographic coordinates (LAT, LONG, and UTM).
1. General description and target significance.

SECTION HI--CINC MISSION GUIDANCE (combatant commander’s mission statement
and objectives).

a. Mission statement.
b. Specific objectives.
¢. Commander’s guidance.
d. C.
SECTION IV--RECORD OF CHANGES.

SECTION V--RECORD OF DISTRIBUTION.,

C-2

Figure C-1. Format for an SOF MTP.
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SECTION I--MISSION
a. Target identification data.

b. Mission statement and commander’s guidance.

a. Feasibility as a target.

. Probability of mission success.

o

¢ Recommendation.

w
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(1) Weather.

(2) Terrain.

(3) Other pertinent factors.
b. Situation.
c. Enemy situation.

(1) Composition.

toTn ot

N N -
&) LIDPUdILULL

r'é
{
(3) Strength.

(a) Committed forces

(b) Location of reinforcements and estimated reaction times.
(c) NBC capabilities.
(4) Significant enemy activity, intelligence, and CI capabilities.

(5) Peculiarities and weaknesses.

lAWA\ A\ J \ —

Figure C-2. Format for an SOF FA. !
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(6) Vulnerability to deception.
(7) Enemy capabilities.
(a) Defensive.
(b) Offensive.
(c) Intelligence and CI.
(8) Reaction and reinforcement.
(9) Security on target.
SECTION V--COA.
a. Identify COA.
b. Analyze COA.

c. Compare COA.

(2) Disadvantages.
(3) Risks.

d. Recommended COA.

SECTION VI--INTELLIGENCE REQUIREMENTS.

SECTION VII--SPECIAL REQUIREMENTS.
a. Personnel.
b. Logistics (including CSS).
c. Other.

SECTION VIII--INDIGENOUS SUPPORT.

A

Figure C-2. Format for an SOF FA (continued).
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SECTION I--TARGET IDENTIFICATION AND DESCRIPTION.
a. Target identification data.
(1) BE #.
(2) Category.
(3) Geogra
(4) UTM coordinates.
(5) Map sheet numbers.
b. Description and significance.
c. Detailed target description.

d. Target vulnerability assessment.

a. Geographic data (including terrain and hazards to movement).
ta (climatological overview, tables, including illumination data).
c. Hydrographic data (coastal and otherwise).

d. Target vulnerability assessment.

a. Ground forces (including border guards).

b. Paramilitary and indigenous forces (including intelligence, security, and police services).

d. Air Forces.

o

Air Defense Forces (including radars, passive detectors, C3).

— W J \ J V\J
Figure C-3. TIP format for SOF DA or SR missions.
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f. EOB.
g. Space-based assets.

h. Other.

a. Area population characteristics.

b. Languages, dialects, and ethnic composition.
c. Social conditions.

d. Religious factors.

e. Political characteristics.

f. Economic conditions.

o
5

a. Airfields.

b. Railways.

¢. Roadways.

d. Waterways.

e. Ports.

f. POL.

g. Power grid.

h. Telecommunications.

i. Media (for example, print, radio, television).

——/\\/ f\vf‘v/\

SECTION IV--DEMOGRAPHICS AND CULTURAL FEATURES.

Miscellaneous {for example, currency, holidays, dress, customs).

SECTION V--LOC AND INFORMATION SYSTEMS.

A

N

Figure C-3. TIP format for SOF DA or SR missions (contin!led).
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SECTION VI--INFILTRATION AND EXFILTRATICN. Potential LZs, DZs, BLSs, and helicopter
LZs.

SECTION VII--SURVIVAL, EVASION, RESISTANCE, ESCAPE, RECOVERY (SERER) AND
SURVIVAL DATA.

a. Selected areas for evasion (SAFE) areas.
(1) Population.
(2) Characteristics and culture,
(3) Location.
(4) Approaches.
(5) Contact and recovery points.
(6) Security hazards.
(7) Concealment and cover.
b. Survival data.
(1) Food.
(2) Water.
(3) Shelter.
(4) Medical.
(a) Diseases.

(b) Plants and animals of medical importance.

S \/I /\/\/\ )\/\’ JA

Figure C-3. TIP format for SOF DA or SR missions (continued).



FM 34-36

—

APPENDIX A:

APPENDIX E:

AN N

BIBLIOGRAPHY.

SCI (if applicable).

(@)

Figure C-3.

TIP format for SOF DA or SR missions (continued).
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SECTION I--OBJECTIVE AREA IDENTIFICATION AND DESCRIPTION.

area (OA\ identificatinn data

o
v Qi i ay alsvaitaiavacaUe GG,

Y

b. Description and significance.
SECTION II--NATURAL ENVIRONMENT.

a. Geographic data (inciuding terrain, hazards to movement).

b. Meteorological data (climatological overview, tables, including illumination data).

¢. Hydrographic data (for example, coastal, waterways, lakes).
d. Water sources (color-coded overlay).
SECTION III--THREAT.
a. Objective country (EOB).
(1) Summary (strategy, force disposition, threat to US personnel).
(2) Ground forces.

(3) Paramilitary, indigenous forces, internal security, and police.

(4) Naval forces (including Coast Guard and Maritime Border Guard).

(5) Air forces.

(6) Air defense forces (including aircraft, radars, passive detectors).
(7) EOB.

(8) Threat forces communication.

(9)
(10) C’CM.

(11) Weapons systems.

Figure C-4. TIP format for SOF FID or UW missions.

A\ \h J\VA
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(12) Intelligence collection capability (air, sea, land and space-based).
(13) Uniform and equipment markings.

(14) NBC capability.

(16) Special operations.

(17) PSYOQOP.

(18) Civil disturbance and riot control training.
(19) Government resistance potential.

(21) Support of regional insurgencies.

(22) Support of terrorists and guerrillas.

(1) Groups and forces.
(2) Military capabilities.
(3) Groups and forces communications.
(4) United States use of groups and forces.
(5) Threat to United States personnel and advisors.
6) 1&W.
SECTION IV--DEMOGRAPHICS, CULTURAL, POLITICAL, AND SOCIAL FEATURES.

EEI MUST BE ANSWERED FOR BOTH OBJECTIVE COUNTRY AND OPPOSITION AND
RESISTANCE FORCES. (EEI and OIR are joint terms. United States Army uses PIR and IR .)

RESIST FORC EI and OIR are joint ter nited States Army uses PIR and

a. Area population characteristics.

b. Languages, dialects, and ethnic composition.

Figure C-4. TIP format for SOF FID or UW missions (continued).
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Social conditions.

. Religious factors.

. Political characteristics.

Available labor force.

Customs (social, weapons, religion, cultural mores).

. Medical capabilities.

Health and sanitation conditions.
Economic conditions.

Currency, holidays, dress.

. Waterways.

Ports.

j- Exploitable civilian transportation.

k. Primary modes of transportation.

L. US provided materials and services
__/\\/ A !\\

SECTION V--LOC, INFORMATION, SYSTEMS, LOGISTICS.

A

Figure C-4. TIP format for SOF FiD or

v A

UW missions (continued).
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II.  SLOCKPIICS.
n. War-sustaining industries.
0. War-sustaining resupply.

SECTION VI--INFILTRATION AND EXFILTRATION. Potential LZs, DZs, BLSs, and helicopter
LZs.

SECTION VII-FID AND MILITARY ASSISTANCE.
(EEI MUST BE ANSWERED FOR BOTH OBJECTIVE COUNT
RESISTANCE FORCES.)

a. Military assistance provided.
b. Foreign personnel (noncombatants).
c. Foreign military material.
d. Deployments of foreign personnel and equipment.
e. Foreign contractors services and construction.
f. US support.
SECTION VIII--UNIQUE INTELLIGENCE (mission-specific requirements not covered above).
SECTION IX--INTELLIGENCE SHORTFALLS.
APPENDIX A: BIBLIOGRAPHY.
APPENDIX B: GLOSSARY.
APPENDIX C: IMAGERY.

APPENDIX D: MAPS AND CHARTS.

APPENDIXE: SCI (if a

Figure C-4. TIP format for SOF FID or UW missions (continued).
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SECURITY CLASSIFICATION
Issuing
Headquarters Place

COMMANDER’S ESTIMATE OF THE SITUATION.
1. References:
(a) Maps and charts.
(b) Other pertinent documents.
SECTION I--MISSION.
SECTION II--THE SITUATION AND COA:s.
a. Considerations affecting the possible COAs.
1. Characteristics of the JSOA.
(a) Military geography.
(1) Topography.
(2) Hydrography.
(3) Climate, weather, illumination data, etc.
(b) Transportation.
(c) Telecommunications.
(d) Politics.
(e) Economics.
(f) Sociology.

{(g) Science and technology.

—\/ i W /\g

Figure C-5. Format for an SOF POE.
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2. Relative combat power.

(a) Enemy.
(1) Strength.
(2) Comnposition,

(3) Location and disposition.
(4) Reinforcements.

(5) Logistics.

(6) Time and space factors.
(7) Combat efficiency.

(b) Friendly.

(1) Strength.

(2) Composition.

(3) Location and disposition.
(4) Reinforcements.

(5) Friendly forc tance.

(6) Logistics (including CSS).

(7) Time and space factors.

(8) Combeat efficiency.

3. Assumptions.
b. Analysis of enemy capabilities.

¢. Comparison of friendly COAs.

/‘\/\/L

A

Figure C-5. Format for an SOF POE (continued).
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(1) Statement of COAs.
(2) Comparison of COAs.

Mo ctcinn femrAamisneos i e 7 o N N WU, . Y ot I
LCORIVI \ TECOmImenuca WU A ))--mission proiiie,

.CL

(1) Method and location of infiltration.

(2) Movement to target area.

(3) Action at objective.

(4) Movement to and method of exfiltration.
SECTION HI--SUPPORTING PLANS.

a. Overall schedule.

(2) Rehearsal.
(3) Rendezvous.
(4) Transit.

(5) Execution.
(6) Recovery.

b. Logistics (including CSS).

0
9]

ommunications-electronics (C-E) procedures and equipment needs.
d. Deception.
e. Indigenous force support.

Time and distance charts.

)

g. Deployment.

| . J\r

Figure C-5. Format for an SOF POE (continued).
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h. Weaponeering.

i. Target recuperability.

j. Resupply.

k. Exfiltration.

1. SERER.

m. Command relationships.
SECTION IV--LIMITING FACTORS.

a. Intelligence.

b. Weather.

c. Equipment.

d. Tactics.

e. Logistics (including CSS).

f. Personnel.

g. Training.

h. Supporting forces.

i C.

j. Law of war, rules of engagement, US law and legal issues.

k. Other factors.
(Signed)

ANNEXES: (As required: by letter and title)

DISTRIBUTION: (According to policies and procedures of the issning headquarters).

Figure C-5. Format for an SOF POE (continued).
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SECTION I--MISSION.
a. Target identification data.
b. Mission statement.
SECTION II--MISSION SUMMARY.
a. Mission tasking.
b. Objective area.
¢. General concept.
d. Summary of limiting factors.
e. Probability of mission success.
SECTION III--ASSUMPTIONS.
SECTION IV--THREAT ASSESSMENT.
SECTION V--NAVIGATION AND OVERALL MISSION PORTRAYAL.
a. Launch bases.
b. Intermediate staging bases.
NOTE: This will represent the entire infiltration or exfiltration route from launch to recovery on a

suitable scale chart annotating all information deemed necessary by the planning cell for portrayal of
the mission. This should include, but is not limited to, the following:

c. LZs, DZs, and BLSs.
d. Recovery bases.
e. Abort or emergency divert bases.

f. Air refueling tracks forward arming and refueling point (FARP) (aircraft and boats).

NOTE: Includes fixed, rotary-winged aircraft, surface ships, and submarines.)

N\ /\I\/\A | AN

--infiiiration and exdiltration.
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g. Routes.
1. Ingress.
2. Egress.
3. Orbiting and holding.
4. Safe passage procedures.
5. Strip charts, navigation logs, global positioning satellite receivers, and other aids (as required).
SECTION VI--SUPPORTING PLANS.
a. Overall schedule of events.
b. Prelaunch requirements:
1. Updates to OBs.
2. EElLs.
3. Problem areas and key factors.
c. Infiltration or exfiltration platform factors and logistical considerations.
d .
1. Security preparations.
2. Departure procedures (overt or deception procedures).
3. Communication equipment requirements.
a. Infiltration or exfiltration platforms.
b. SOCC.
4. Specialized operational procedures and techniques.
5. Radio silence areas.

6. GO or NO-GO point.

N 1

| \/L IAWA\ \/\‘ IA

Figure C-6. Format for a SOF POE--infiltration and exfiltration (continued).
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7. Publish signal operation instructions (SOI).
8. Deception.
e. Emergency procedures.
1. Engine out capability.
2. Weather.
3. Faulty intelligence.
4. Infiltration or exfiltration platforms abort procedures.
a. Late departure procedures.
b. Maintenance problems.
c. Battle damage.
d. Platform destruction,
e. Bump plan.
5. Drop or other fuel-related malfunctions.
6. Lost communications procedures.
7. Mission abort procedures.
f. Evasion plan of action.
1. Crew responsibilities.
2. Immediate actions upon sinking, ditching, or bailout.

3. Evasion movement.

[,

w
>
X
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Figure C-6. Format for a SOF POE--infiltration and exfiltration (continued).
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6. Evasion team communications.
7. Search and rescue (SAR) contact procedures.

SECTION VIL..LIMITING FACTOR

a. Intelligence.
b. Weather.
c. Equipment.

d. Munitions.

h. Training.
i. Supporting forces.
j. Rules of engagement and legal issues.

SECTION VIII--SOA, SURFACE SHIP AND SUBMARINE REQUIREMENTS FROM ARSOF
AND NAVSOF TO CONDUCT INITIAL ASSESSMENT.

a. Target coordinates.

b. Maximum and minimum distances the LZs or DZs can be from the target.

¢. Timeframe in OPLAN or CONPLAN scenario (for example, Pre-D-Day or D + XX).
d. Desired launch and recovery bases.

e. Type of delivery and recovery required (for example, jump, land, fast rope, seal delivery vehicle
[SDV] or zodiac) and platform preferred.

f. Number of personnel to be transferred and approximate weight per person.

LA /\Wf\ ,\/\ /\

Figure C-6. Format for a SOF POE--infiitration and exfiitration (continued).
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g. Approximate size and weight of additional equipment.
h. Assumptions made during customer’s FA and POE.
i. Desired time over target.

j. Resupply and/or exfiltration requirements.

NOTE: Some of the information may not be readily available. Information onhand will normally suf-
fice to conduct the POE. However, all efforts should be made to obtain the above information and in-

corporate it into the POE.

Figure C-6. Format for a SOF POE--infiltration and exfiltration (continued).
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APPENDIX D
TARGET ANALYSIS PROCESS

This appendix explains CARVER, which is an SOF
term. CARVER is used by ARSOF SIOs and operation-
al personnel throughout the ARSOF targeting and mis-
sion planning process to assess mission, vaidity, and

requirements. It isalso used in technical appreciation
and target analrsi s. Thisappendix provides a step-by-
step example 0

how to use CARVER.

CRITICALITY, ACCESSIBILITY, RECUPERABILITY, VULNERABILITY,
EFFECT, AND RECOGNIZABILITY FACTORS

The CARVER selection factors assist in selecting the
best targets or components to attack. Asthe factorsare
considered, they are given anumerical value. This value
represents the desirability of attacking the target. The
values are then placed in adecision matrix.  After
CARVER values for each target or component are
assigned, the sum of the values indicate the highest value
target or component to be attacked within the limits of
the statement of requirements and commander’s intent.

CRITICALITY

Criticality means target value. Thisis the primary con-
siderationintargeting. A target is critical when its
destruction or damage has a significant impact on
military, political, or economic operations.

Targets within a system must be considered in relation
to other elements of the target system. The value of a
target will change as the situation develops, requiring the
use of the time-sensitive methods which respond to
changing situations. ~ For example, when one has few
locomotives, railroad bridges may be less critical as tar-
gets, however, safeguarding bridges may be critical to
maneuvering conventional forceswhich require use of
such bridges. Criticality depends on several factors:

o Time: How rapidly will the impact of the target at-
tack affect operations?

o Quality: What percentage of output, production, or
service will be curtailed by target damage?

o Surrogates. What will be the effect on the output,
production, and service?

« Relativity: How many targets are there? What are
their positions? How is thelir relative value deter-

mined? What will be effected in the system or com-
plex “stream’?

Table D-1 shows how criticality values are assigned on
CARVER matrixes.

Table D-1. Assigning criticality values.
CRITERIA SCALE

Immediate halt in output, production, or 9-10
service; target cannot function without it

Halt within 1 day, or 66% curtailment in 7-8
output, production, or service

Halt within 1 week, or 33% curtailment in 56
output, production, or service

Halt within 10 days, or 10% curtailmentin ~ 3-4
output, production, or service

No significant effect on output, production, 1-2
or service

ACCESSIBILITY

A target is accessible when an operational element can
reach the target with sufficient personnel and equipment
to accomplishits mission. A target can be accessible
even if it requires the assistance of knowledgeable in-
siders. This assessment entailsidentifying and studying
critical paths that the operational element must take to
achieve ts objectives, and measuring those things that aid
or impede access.  SOF must not only be able to reach
the target but must also remain there for an extended
period. The four basic steps identifying accessibility
ae—

o Infiltration from the staging base to the target area.

D-1
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« Movement from the point of entry to the target or
objective. N
» Movement to the target's critical element.

e Exfiltration.

Factors considered when evaluating accessibility in-
clude but are not limited to —

o Active and passive early warning systems.

o Swimmer detection devices.
o Air defense capabilities within the target area.
 Road and rail transportation systems.
o Type of terrain and its use.
» Concealment and cover.

o Population density.

» Other natural or synthetic obstacles and barriers.
o Current and climatic weather conditions.

The analysis along each critical path to the target
should measure the time it would take for the action ele-
ment to bypass, neutralize, or penetrate barriers and
obstacles along theway. Accessibility ismeasuredin
terms of relative ease or difficulty of movement for the
operational element and the likelihood of detection. The
use of standoff weapons should always be considered in
such evaluations.  Table D-2 shows how accessibility
values are assigned on CARVER matrixes.

Table D-2. Assigning accessibility values.
CRITERIA SCALE

Easily accessible, standoff weapons can be 910
employed

Inside a perimeter fence but outdoors 7-8
Inside a building but on ground floor 5-6

Inside a building but on second floor or in 3-4
basement; climbing or lowering required

Not accessible or inaccessible without 1-2
extreme difficulty

RECUPERABILITY

A target’s recuperability is measured in time; that is,
how long will it take to replace, repair, or bypass the
destruction of or damage to the target? Recuperability

D-2

varies with the sources and type of targeted components
and the availability of spare parts avalability. Factors
which  should be considered  when  assessing
recuperability include, but are not limited to, the
availability of -

o Onhand equipment such asrailroad cranes, dry
docks, and cannibalization.

o Restoration and substitution through redundancies.
o Onhand spares.

o Equivalent OB equipment sets that backup critical
equipment or components, and the effects of
economic embargoes and |abor unrest.

Table D-3 shows how recuperability values are assigned
on CARVER matrixes.

Table D-3. Assigning recuperability values.
CRITERIA SCALE

Replacement, repair, or substitution requires  9-10
1 month or more

Replacement, repair, or substitution requires  7-8
1 week to 1 month

Replacement, repair, or subgtitution requires  5-6
72e[r)10urs to 1 week

Replacement, repair, or substitution requires  3-4
241072 hours

Same day replacement, repair, or subgtitution  1-2

VULNERABILITY

A target isvulnerableif the operational element has the
means and expertise to successfully attack the target.
When determining the vulnerability of a target, the scale
of the critical component needs to be compared with the
capability of the attacking element to destroy or damage
it. In generd, the attacking element may tend to —

o Choose special components.

o Do permanent damage.

o Prevent or inhibit cannibalization.
[ ]

Maximize effects through the use of onsite
materials.

o Cause the target to self-destruct.



Specifically, vulnerability depends on-

o The nature and construction of the target.
¢ The amount of damage required.

o The assets available; for example, personnel, exper-
tise, motivation, weapons, explosives, and equip-
ment.

Table D-4 shows how vulnerability values are assigned
on CARVER matrixes.

Table D-4. Assigning vulnerability values.
CRITERIA SCALE

Vulnerable to long-range laser target 9-10
designation, small armsfire, or charges
of 5 pounds or |ess

Vulnerable to light antiarmor weaponsfire  7-8
or charges of 5 to 10 pounds

Vulnerable to medium antiarmor weapons ~ 5-6
fire, bulk charges of 10 to 30 pounds, or very
careful placement of smaller charges

Vulnerable to heavy antiarmor fire, bulk 34
charges of 30 to 50 pounds, or requires
special weapons

Invulnerableto all but the most extreme 1-2
targeting measures

EFFECT

The effect of atarget attack is a measure of possible
military, political, economic, psychological, and
sociological impacts at the target and beyond. Thisis
closely related to the measure of target criticality. The
type and magnitude of given effects desired will help
planners select targets and target components for attack.
Effect in this context addresses all significant effects,
whether desired or not, that may result once the selected
target component is attacked. Traditionally, this element
has addressed the effect on the local population, but now
there are broader considerations.  Effect is frequently
neutral at the tactical (ODA) level.

For example, the primary effect of the destruction of
two adjacent long-range radar sitesin an early warning
System may be to open a hole in the system that is of suf-
ficient size and duration to permit the attacker to launch
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asuccessful air or missile nuclear strike against the
defender. Effects can also include —

o Thetriggering of countermeasures.

o Support or negation of PSY OP themes.
« Unemployment.

o Reprisalsagainst the civilian populace.
o Collateral damage to other targets.

Possible effects can be speculative and should be
|abelled as such. Effects of the same attack may be quite
different at the tactical, operational, and strategic levels.
For example, the destruction of a substation may not af-
fect local power supply but cuts off all power to an ad-
jacent region. Table D-5 shows how effect values are

assigned on CARVER matrixes.
Table D-5. Assgning effect values.
CRITERIA SCALE
Overwhelmingly positive effects; no 9-10

significant negative effects

Moderately positive effects; few sgnificant  7-8
negative effects

No significant effects; neutral 5-6

Moderately negative effects; few significant ~ 3-4
positive effects

Overwhelmingly negative effects; no 1-2
significant pogitive effects

RECOGNIZABILITY

A target’s recognizability is the degree to which it can
be recognized by an operational element and/or intel-
ligence collection and reconnaissance assets under vary-
ing conditions. Weather has an obvious and significant
impact on visibility. Rain, snow, and ground fog may
obscure observation. Road segments with sparse vegeta-
tion and adjacent high ground provide excellent condi-
tions for good observation. Distance, light, and season
must also be considered.

Other factorswhich influence recogni zability include
the size and complexity of the target, the existence of dis-
tinctive target signatures, the presence of masking or
camouflage, and the technical sophistication and training
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of the attackers. Table D-6 shows how recognizability
values are assigned on CARVER matrixes.

Table D-6. Assigning recognizability values.
CRITERIA SCALE
The target is clearly recognizable under all 9-10

conditions and from a distance; it requires
little or no training for recognition

The target is easily recognizable at small-arms  7-8
range and requires a small amount of training
for recognition

P>
—
m

CRITERIA

The target is difficult to recognize at night 5-
or in bad weather, or might be confused with

other targets or target components; it requires

some training for recognition

(o))

The target is difficult to recognize at night 3-4
or in bad weather, even within small-arms

range; it is easily confused with other targets

Or components, It requires extensive training

for recognition

The target cannot be recognized under any
conditions, except by experts

1-2

CARVER MATRIX

These CARVER factors and their assigned vaues are
used to construct a CARVER matrix. Thisisatool for
rating the desirability of potential targets and wisely a-
locating attack resources.

To construct the matrix, list the potential targetsin the
|eft column. For strategic level analysis, list the enemy’s
systems or subsystems (electric power supply, rail sys-
tem). For tactical level analysis, list the complexes or
components of the subsystems or complexes selected for
attack by your higher headquarters. ((Figure D-1 shows a
sample matrix for a bulk electric power supply facility.)

As each potential target is evaluated for each
CARVER factor, enter the appropriate value into the
matrix.  Once al the potential targets have been

evaluated, add the values for each potential target. The
sums reﬁreﬁent the relative desirability of each potential
target; this congtitutes a prioritized list of targets. Attack
those targets with the highest totalsfirst.

If additional men and/or munitions are available, alo-
cate these resources to the remaining potential targets in
descending numerical order. This allocation scheme will
maximize the use of limited resources. The SIO can use
the CARVER matrix to present operation planners with
avariety of attack options. With the matrix he can dis-
cuss the strengths and weaknesses of each COA against
the target. Having arrived a conclusions through the
rigorous evaluation process, the SIO can comfortably
defend his choices.

SITE RECONNAISSANCE

During target systems analysis, it is advantageous (in a
permissive environment) to have a reconnaissance ele-
ment perform a site survey. This reconnaissance can
take place at the specific target Site or at asimilar Sitein
amore accessible location.

Preparation for reconnaissance and analysis of anin-
dustrial establishment or other technically sophisticated
complex is one of the more difficult missions for the
ARSOF SIO. Reconnaissance could be done in support
of DA missions or to assist a host nation to defend a
potential target in a FID environment. Target analysisis
a cooperative effort between the operationa element and
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intelligence personnel.  This analysis seeks to answer
PIR, IR, and SIR in the categories of CARVER.

Target analysisisthe responsibility of the SIO, but a
reconnaissance team can often be used to answer SIR
that cannot be satisfied by any other means. Preparation
for a Site reconnaissance requires review and under-
standing of the following process. Site reconnaissance —

o Canbeovert, covert, or clandestine.

« Can be conducted as part of alarger area assess-
ment or a distinct mission activity.
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BULK ELECTRIC POWER SUPPLY
POTENTIAL TARGETS o A R v E A TOTAL
FLJEL TANKS 8 9 3 8 5 6 41
FUEL PUMPS 8 6 2 10 5 3 34
BOILERS 6 2 10 4 5 4 31
TURBINES 8 6 10 7 5 9 45
GENERATORS 4 6 10 7 5 g 41
CONDENSERS 8 8 5 2 5 4 34
FEED PUMPS 3 8 5 8 5 6 33
CIR. WATER PUMPS 3 8 5 8 5 4 33
GENERATOR STEP UP 10 10 10 9 5 9 53
TRANSFORMER
Figure D-i. Compieted CARVER matrix.

* Can take place across the operational continuum.
« |soften more than a traditional reconnaissance and
less than afull-scale analysis. Comprised of four
cyclic steps.
SIO AND RECONNAISSANCE
TEAM REVIEW

Thefirst step isajoint SIO and reconnaissance team
review of the commander’s guidance and stated require-

ments. This sets out what is to be accomplished regard-

ing the target. In aFID environment, thisincludes an
evaluation of the threat to the target.

GATHER, ORGANIZE, AND EVALUATE
INFORMATION

The second step isto gather, organize, and evaluate
available information about the target; and to identify
gapsinthedata. Maps, photographs, flow charts,
blueprints, diagrams, and other data are provided by the

SIO and are examined, as appropriag, in light of the mis-
sionandthePIR and IR.

Aninitidl CARVER report and targeting folder that
highlights gapsin the data may be prepared at this step.
Thefolder Isused to develop a detailed collection and
reconnaissance and surveillance (R& S) plan.

SURVEY THE TARGET

Thethird step isasurvey of the target by the reconnais-
sance team. The team —

o Gathers information validating data gathered and
conclusions drawn up to this step.

o Satisfiesintelligence and information requirements.

o Gives the supported targeting analyst and/or opera-
tional element a “fedl” for the target.

D-5
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If the survey is overt and with the cooperation of per-
sonnel working at the site, the operational element fol-
lows these basic rules:

D-6

Look for those things that would be important if the
gite had to be attacked in the future. Note layout,
construction, location, and composition of key com-
ponents, security, and communications.

Dress neatly but not conspicuously.

Find out what the key components of the site are
likely to be by pre-visit research; check this against
what you see or are told on the site. Note manufac-
turers and model numbers of key components. Find
out which, if any, of these components are made by
cast methods or are otherwise difficult to replace.
Determine who the key personnel at the site are and
what they do.

Be conscious of where you are on site at all timesin
relation to key components; notice what type of
machinery or equipment is in your immediate
vicinity.

Discern how the site is similar to other sitesin its
class. Note any significant differences.

Take brief but good notes.

Be polite and attentive when someone from the site
Is speaking. Direct questions, one at atime, to your
host. Do not badger guides with persistent ques-
tions about subjects they are unsure about or do not
want to discuss.

Avoid making comments about percelved lax
Security.

Do not wander away from the tour group or into
restricted areas. such conduct will offend your host.

Do not smoke where there is even a remote fire
hazard or without the permission of your host.

Ask for informational handouts, such asillustrated
ublic relations literature, that provide technical in-
ormation about the site. Be especially dert for

flowcharts and layout diagrams.

The fourth step _
report and transmit it to the SIO. The following are min-
imum recommended data requirements for areconnais-
sance report prepared by a reconnaissance team:

Do not volunteer any more information about your-

self or your purpose than is necessary to accomplish
your mission.

o Avoid immature discussions concerning sabotage or

destruction of components onsite. Hosts are often
concerned about security and, fearing widespread
dissemination of their vulnerabilities, may ﬁre\/ent
them from offering useful information or hosting
return visitsin the future.

o Get permission before taking any photographs.

COMPLETE THE RECONNAISSANCE
REPORT

ISto complete the reconnaissance

o R&S plan employed.

o Site, system, or complex layout diagram with north

arrow and scale.

During the CARVER assessment, the operational
element normally focuses on accessibility, vul-
nerability, and recognizability.

Map coverage of 1:250,000, 1:50,000, and 1:25,000
extending out from the target and including sig-
nificant installations and activities noted by the team
that areinside the AO and Al.

High-angle overhead, oblique overhead, and ground
Photography of the target with annotations of instal-
ations, activities, and differences observed by the
operationa element.

Site communications and € ectronics data can be
gathered by an attached SOT-A.

Locations of the nearest fixed-wing capable airstrip
and fixed-wing capable instrumented airstrip;
ggound distances from each of the above airstrips to
the target; and the nearest DZs LZs, and BL Ss.

Summary of local human and material resources
available to support special operations.

o List of sources used.
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SITE RECONNAISSANCE TRAINING

Since target analysisis the responsibility of the SIO, the
SIO trains reconnaissance teams or surrogates in techni-
cal appreciation and CARVER anaysis. When training,
consider the following:

Know the characteristics and lowest common
denominators of the type target being surveyed.
Thisis a strong base for assessing vulnerabilities.

It is best to get verification from at least two dif-
ferent sources for every critical fact.

It isimportant to know the separate capabilities of
the attacking and defending forces.

When doing amap or sketch reconnaissance of the
target and its environment, it is helpful to inventory
the areain a clockwise fashion, starting at the far-
thest point considered and moving in circles of
decreasing size to the center of the target.

Although persons working or living near the target
can provide important information, one should be
wary of the advice of local “experts.” Often they
have little or no training or experience in target

evaluation, and may know less than they think they
do.

Assessments should focus on the CARVER ele-
ments separately, and as they interrelate.

When conducting assessments, three heads (and
three sets of eyes) are better than one or two. A
second opinion is helpful, but athird will provide
greater insight and prevent potential deadlock.

It ishelpful to do separate analyses of like sites, and
then to compare the results.

Where security considerations permit, CARVER
reports should be signed and dated to fix respon-

sibility, facilitate scheduled updating, and identify
future reconnaissance team and analyst training re-
quirements.

The farther one is from the risks of an operation, the
more feasible the operation appears and the more
academic the intelligence requirements seem. It is
important to integrate both planning staff and
operators in the analysis process.
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USSOCOM United States Special Operations
Command

USSPACECOM United States Space Command

UTM universal transverse mercator

Uuw unconventional warfare
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validate requirements

Washington office
Worldwide Warning and Indication
Monitoring System
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UALLICILICIU dI'Ca CYAludlvIl { DAL}, OC0 albU 1o,
irst step in IPB process, 10-5

for PSYOP, 10-7
for Rangers, 10-6
for SF, 10-6

QA

for SOA, 10-7
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bullseye concept
focus of ARSOF commanders, 10-3

C

C2. See command and control.

C’I. See command, control, communications, and
intelligence.

CA. See Civil Affairs.

captured enemy document (CED)
exploitation of, 4-13, 5-5

captured enemy materiel (CEM)

a
4-13, 5-5

SN e

exploitation o

Captured Materiel Exploitation Center (CMEC)
in support of TECHINT, 4-13

CARVER. See criticality, accessibility, recuperability,
vulnerability, effect, and recognizability.

CED. See captured enemy document.
CEM. Sece captured enemy materiel.,
CI. Sce counterintelligence.

CINC intelligence planning team
part of 82 section, 6-2

Civil Affairs (CA)
ARSOQF mission, 1-1
battalion (GS) (AC) functions, 8-2
brigade (RC) functions, 8-2
command (RC) functions, 8-2
command responsibilities, 8-5
support to IEW system, 8-9

civil-military operations estimate
in support of situation development, 2-7

CM&D. See collection management and dissemination.

Index-2

COIN decision support template. See also templates.
use of, 10-29

collecting
definition of, 2-4
part of intelligence cycle, 2-3

collection management
ASPS responsibilities, 4-9
CM&D section responsibilities, 4-9
formats, A-1
liaison national elements functions, 3-13
MI detachment responsibilities, 4-8
SOC J2 responsibilities, 3-12

collection management and dissemination (CM&D)
part of intelligence process, 2-3
responsibilities, 4-9

collection plan
exceptions to procedures, A-12
formats, A-2 through A-S
linear battlefield, A-1
nonlinear battlefield, A-1, A-10
steps to complete, A-1, A-6, A-10, A-12

combat information
definition of, 1-5
SIO responsibilities, 2-4

COMINT. See communications intelligence.
command and control (Cz)

of COCOM, 3-1

organization structure, 3-1

part of EW coordination, 2-8
command and staff responsibilities, 8-5
command, control, communications, and intelligence
’n

part of EW coordination, 2-8

communications countermeasures (C3CM), 2-8



communications intelligence (COMINT), 1-5

concealment and cover overlay. See also overlays.
used in IPB process, 10-10

rounterintelliconce (f‘ l\
........................

Cl/security division functions, 3-10
functions, 2-8

IEW mission task, 2-8

in support of CA, 8-8

in support of SOA, 6-4

operations, 2-8

ranger regiments functions, 5-3, 5-7
SFG(A) functions, 4-11, 4-14
support, 4-14, 5-7

counterterrorism (CT)
ARSOF mission, 1-1
in support of SFG(A), 4-2

criticality. See also CARVER.
definition of, D-1

criticality, accessibility, recuperability, vulnerability,
effect, and recognizability (CARVER)

matrix, D-4

SOF procedures, D-1

used in FA process, 9-3

CT. See counterterrorism.

DA. See direct action.

data bases
definition of, 1-7
for PSYQP, 10-34

for threat mreararmn 10-24

DC. See displaced civilian.

decision point (DP)

Py ....‘ on 1N N9
definition of, 10-28
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decision support template (DST). See also templates.
use of, 10-26

deliberate targeting process
definition of, 2-7

in cunnort of ta raet dev
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direct action (DA)
AFSOF mission, 1-1
in support of SFG(A), 4-1

direct liaison authority (DIRLAUTH)
command arrangement agreements, 3-1

directing
definition of, 2-1
intelligence estimate, 2-1

MDCI support, 2-4
part of intelligence cycle, 2-1

DIRLAUTH. See direct liaison authority.

displaced civilian (DC)
exploitation of, 10-29

disseminating and using
definition of, 2-5
part of intelligence cycle, 2-5
primary means of, 2-5

templates in support of METT-T, 10-35

doctrinal templating. See also threat evaluation.
uses of, 10-24

DP. See decision point.
DST. See decision support template.

durable data. Sec data bases.
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economic organizations
history of, 10-18
included in factor analysis, 10-17
SIO responsibilities, 10-17

effect. See also CARVER.,
definition of, D-3

electronic counter-countermeasures (ECCM). See also

electronic warfare.
definition of, 2-8

electronic support measures (ESM). See also electronic
warfare.
definition of, 2-8

electronic warfare (EW)
defensive (C°CM, ECCM, MIJI), 2-8
IEW mission task, 2-7
in support of SFG(A), 4-14
in support of ranger regiments, 5-7
in support of SOA, 6-4
in support of C systems, 1-6
offensive (C31, ECM, ESM), 2-8
team functions, 2-9

electronics intelligence (ELINT), 1-5
ESM. See electronic support measures

evaluation. See intelligence cycle.
processing operation, 2-4

event template. See also templates.
purpose of, 10-25

EW. See electronic warfare.

F;

)
4

factor analysis
1PB process, 10-17

feasibility assessment (FA)
CARVER, 9-3
definition of, C-1
IPB process, 9-3
procedures for, 9-3
requirements for, 9-1

FID. See foreign internal defense.
fire support, 5-4
FISINT. See foreign instrumentation signals intelli;
foreign internal defense (FID)
ARSOF mission, 1-1

in support of SFG(A), 4-3

foreign instrumentation signals intelligence (FISI}
1-5

n
\" |

gather, organize, and evaluate information
in support of site reconnaissance, D-9

generic data. See data bases.

geographic analysis. See also terrain analysis.
in FID and UW, 10-14, 10-16
population analysis, 10-16
SIO responsibilities, 10-14

government response
SIO evaluation of, 10-19

graphics
used in IPB process, 10-1



group MI detachment. See also organic IEW support.

s

group S2. See also organic IEW support.

human intelligence (HUMINT)
assets in support of PSYOP, 7-5
definition of, 1-5
in support of CA, 8-7
in support of c systems, 1-6

te S K
in s"pport of ranger E"‘gi"i’l“ﬂls, I3

in support of SFG(A), 4-13
in support of SOA, 6-3

HUMINT. See human intelligence.

IEW. See intelligence and electronic warfare.

IEW ¢ unnort
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division, ODCSINT, 3-5

from higher headquarters, 4-12, 5-4, 6-3, 7-4, 8-6
nonorganic, 4-12, 5-4, 5-7

organic, 4-3, 5-4

ATMMOMNT

to ARSOF orgamzauons lV

Q.1
to CA operations, 8-1

to PSYOP, 7-1

to ranger regiments, 5-1
to SFG(A), 4-1

to SOA, 6-1

imagery analysts section
ponsibilities of, 4-10
imagery intelligence (IMINT)

definition of, 1-6

in support of CA, 8-8

in support of C> systems, 1-6
support of PSYQOP. 7.6

nd kl‘l\lll.ullulu‘

in support of ranger regiments, 5-5
in support of SFG(A), 4-13

in support of SOA, 6-4

e
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imagery interpretation team
part of S2 section, 6-2
function of regimental S2 section, 5-3

3.7
IMINT. See imagery intelligence.

indications and warnings (IZW)

ARSOF as consumer and producer of, 2-9
at national level, 2-9

at theater level, 2-9

IEW mission task, 2-14

system, 9-4

W W/ TRAC wat
VY VY LIVID WAl

information requirements (IR). See also PIR.
approval authority, 2-4
basis for intelligence collection, 2-4
mtelhgence cycle products, 2-1

Ant: e =la
CbtlUll plai, A= 1 I“\ ‘l

intelligence and electronic warfare (IEW)
assets, 2-4
mission, 1-1, 1-3
mission tasks:
counterintelligence, 2-8
electronlc warfare, 2-7
indications and warning, 2-9
situation development, 2-5
target development, 2-7
system, 1-1, 1-5, 2-1
TASOSC responsibilities, 3-8 through 3-11

intelligence cycle
collecting, 2-4
directing, 2-1
disseminating and using, 2-5
four- step process, 1-7, 2-1
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intelligence data base
MI officer responsibilities, 1-7
SIO responsibilities, 1-7, 2-1
ARSOF three-tiered concept, 1-7
parameters of, 1-7, 1-12

Baonan dlicainlingag grznnanting DCVND 7.8
HETILT Ul aLlpllllca suppul uub ES3EVUL, /-0

intelligence estimate. See also intelligence cycle.
purpose of, 2-1

intelligence preparation of the battlefield (IPB)
dcfinition of, 10-1
distinctive tool for SOF, 10-4

arsiiunlants £
cquivaicms 1

in support of ARSOF, 10-1, 10-4
OCOKA, 10-8

process of, 1-7, 1-10

SIO responsibilities, 10-1

use of terrain overlays, 10-8

7]

<
>

as part of SFG(A) MI detachment, 4-11
IPB. See intelligence preparation of the battlefield.
IR. See information requirements.

~

IROL. See imagery reconnaissance objectives list.

1
J

joint psychological operations task force (JPOTF). See
also IPB.

Jjoint special operations area (JSOA)
TIP data, 2-6
target categories in, 2-7

joint special operations targeting process, 9-1

index-6

joint special operations task force (JSOTP)
mission, 8-2

joint target coordination board
feasibility assessment, 9-3

JPOTF. See joint psychological operations task force.
JSOA. See joint special operations area.

JSOTP. See joint special operations task force.
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lines of communication (LOC)
maps and overlays, 2-6, 10-19
TIP data, 2-6

LOC. See lines of communication.

logistics sustainability overlay. See also terrain overlays.
nsed in IPR nrocess. 10-16

[EhIulE 3 3 PAULLOS, AUT AU

AMAQINT C " N H
MASINT. See measurement and signature intelligence

MC&G intelligence products
for PSYOP, 7-7
for ranger regiments, 5-8
for SFG(A), 4-16
for SOA, 6-5



ADCI. See multidiscipline counterintelligence.

meaconing, intrusion, jamming, and interference
(MLJI). See electronic warfare.

measurement and signature intelligence (MASINT)
definition of, 1-6

medical section. See organic support.
medical support, 5-4

METT-T. See mission, enemy, terrain, troops, and time
available.

MUJI. See meaconing, intrusion, jamming, and
interference.

mission, enemy, terrain, troops, and time available
(METT-T)

edge in combat, 1-4

exploitation of, 1-6

‘emplates in support of, 10-35

mission support plan (MSP). See also SOMPF.
preparation of, 9-6

mission tasking package (MTP)
format, C-2
used to nominate targets, 9-1

mission tasks. See intelligence and electronic warfare.

missions
collateral and secondary, 4-1

MSP. Sece mission support plan.
MTP. See mission tasking package.

multidiscipline counterintelligence (MDCI)
function of intelligence staff, 2-4
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named area of interest (NAI)

definition of, 2-4

examples of, 10-34

used in collection plan, A-11

National Command Authority (NCA)
response to international situations, 1-1
National Security Agency (NSA)
in support of SFG(A) TCAE, 4-10

NCA. See National Command Authority.
NEOQ. See noncombatant evacuation operations.

nonbelligerents
evaluation factors for, 10-22
SIO evaluation of, 10-30

noncombatant evacuation operations (NEQO)
event template, 10-29
in support of CA operations, 8-1, 10-8

nonlinear battlefield indicator worksheet

uxau ut,uuu\ 1Ul prcpdrlﬂg, A-10

nonorganic IEW support
of CA elements, 5-7, 8-6, 8-9
of PSYOP elements, 5-8, 7-4, 7-7
to ranger regiments, 5-4, 5-7
to SF, 4-12

to SFG(A), 4-12
to SOA regiments, 6-3, 6-5

NSA. See National Security Agency.

0

OB. See order of battle,

observation and fields of fire, concealment and cover,
obstacles, key terrain, and avenues of approach
(OCOKA). factors, 10-8

Index-7
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concealment and cover, obstacles, key terrain, and

avenues of approach.

ODA. See organic support.

definition of 1 -4
IEW system in, 2-1
national security objectives, 1-1

p erations nter (OPCEN)

order of battle (OB)
function of regimental S2 section, 5-3
part of S2 section, 6-2
team, 5-3, 6-2

organic IEW support
to CA, 8-5
to ranger regiments, 5-1, 5-4
to PSYOP, 7-3
io SF, 4-3
to SFG(A), 4-1,4-12
to SOA, 6-1

organization
of CA operations, 8-2

ST ANTS

ol P YOP operallons 7-1

organization and c?
mission and functions, 3-1

other considerations
in coliection plan, A-12

developed m terrain analysis, 10-8
LOS, 10- 16

obstacle, 10-16

target analysis, 10-25

weather effects, 10-20

Index-8
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concealment and cover, 10-10
LOC, 10-14

logistics sustainability, 10-10
population status, 10-8, 10-17
trap or key facilities, 10-10

n
r

pattern analysis. See also trend analysis.
use oI, 1U-24

perishable data. See data bases.
PIR. See priority intelligence requirements.

plan of execution (POE). See also SOMPF.

farmat nf
iormat Ui,

nreparatlon of, 9-6

I o

POE. See plan of execution.

potiiticai organizations

history of, 10-18

included in factor analysis, 10-18
SIO respon51b1lme s, 10-18

population analysis. See also terrain analysis.
geographic analysis, 10-8
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SIO responsibilities, 10-17

population status overlay, 10-8
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definition of,
intelligence cycle products, 2-1
SIO responsibilities for, 1-7

use in collection plan, A-1, A-4

processing
definition of, 2-4
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part of intelligence cycle, 2-4



ARSOF mission, 1-1

elements, 4-15

estimate, 2-6

support to SFG(A), 4-14
support to ranger regiments, 5-8

PSYQP. See

Rangers
ARSOF mission, 1-1
opcrations and missions, 5-1

RDT. Sce reactive doctrinal template.

[

use 0%, 10-29

reactive doctrinal template (RDT)

raras s o~

used in COIN operations, 10-24

reactive situational template (RST)
definition of, 10-29

recognizability. Scc also CARVER.

definition of, D-3

reconnaissance detachment, 5-5

function of regimental S2 section, 5-3

reconnaissance team review
procedures, D-5, D-6

recording. Sce also intelligence cycle.

processing operation, 2-4

X7

RVER.

recuperability. See also CA
definition of, D-2
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S2 responsibilities, 5-1

request for information (RFI), 2-6

request for intelligence or information (RII)
purpose of, 2-5

Requirements Management Division. Sce organization
2
and C°,

RET. See reaction event template.
RFI. See request for in
RII. See request for intelligence or information.

RST. See reactive situational template.

S

security countermeasures division, 3-11

function during POE de velopment, 9-6
in CA operations, 8-1, 8-5
responstbilities, iv, 1-7, 10-1, D-9

SF company. See organic IEW support.

SIGINT. See signals intelligence.

signals intelligence (SIGINT)
assets in support of PSYOP, 7-6
definition of, 1-5
in support of CA, 8-8
in support of c systems, 1-6
in support of ranger regiments, 5-5
in support of SFG(A), 4-13
in support of SOA, 6-3

Index-9
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SIO. See senior intelligence officer.

S10 courses of action

for threat forces, government, and nonbelligerents,

an AN

10-20
SIR. Sce specific information requirement.

site reconnaissance
definition of, D-4
part of CARVER proccss, D-4

SIO responsibilities, D-4
steps, D-5, D-6

situation development
arca assessment, 2-6
arca aluuy 2-6
civil-military estimate, 2-7
definition of, 2-5
IEW mission task, 2-5
IPB as a foundation, 2-1

PSYOP estimate, 2-6
TIP data, 2-6

situation template. Sec also templates.
purpose of, 10-24

SOA. See Special Operations Aviation.

SOF IEW requirements system, 1-7, 1-8

social organizations included in factor analysis
history of, 10-18

SIO responsibilities, 10-17

SOMPF. See special operations mission planning folder.
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Special Forces (SF)
OPCEN, 4-8

opcratlonal base, 4-7
part of ARSOF, 1-1

Special Forces Group (Airborne)
missions, 4-1

Special Operatidns Aviation (SOA)
part of ARSOF, 1-1

Special Operations Forces (SOF)
operational needs, 1v
targeting process, 9-1

special operations mission planning folder (SOMPF)
assembly of, 9-6
part of TIP, 9-4
structure, 9-6, C-1
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ARSOF mission, 1-
in support of SFG(A), 4-2
type of missions, 4-15

specific information requirements (S1K).
part of collection plan, A-1, A-11

SR. See special reconnaissance.

SSO communications sections
in support of SFG(A), 4-9

-
L

tactical intelligence team

lo ]

function of regimental S2 section, 5-2
TAI Sce target area of interest.
target area of interest (TAI)

definition of, 2-4
examples of, 2-4, 10-26, 10-34



.arget development
adaptive targeting, 2-7
definition of, 2-7
deliberate targeting process, 2-7
IEW mission task, 2-7
IPB as a foundation for, 2-1
use of MASINT, 1-6

target intelligence package (TIP)
data, 2-6
format for, 9-4
in support of situation development, 2-6
part of SOMPF, 2-6

tasking list. See also collection plan.
used in collection plan, A-12

TASOSC. See Theater Army Special Operations
Suppori Command.

TECHINT. Sce technical support.

AE. See technical control and analysis clement.

sis eiement (TCAE)

h‘)
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technical intelligence (TECHINT)
definition of, 1-6
in support of CA, 8-8
in support of ranger regiments, 5-7
in support of SFG(A), 4-13
in support of SOA, 6-4
templates
for threat evaluation, 10-21, 10-24
for threat integration, 10-24, 10-26, 10-29
types of:

decision support template, 10-26
disaster relief template, 10-29
event template, 10-25

NEO event template, 10-29
reaction event template, 10-29

latn 1024
reactive doctrinal template, 10-24

reactive situational template, 10-29
situation template, 10-24

ale,

used in IPB process, 10-1

terrain analysis. See also IPB.
for CA, 10-16
for PSYOP, 10-16

for Danmarc 10-16
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for SF, 10- 14

for SOA, 10-16

key terrain, 10-8

second step in IPB process, 10-8
overlays, 10-8

terrain team
as part of OPCEN, 4-11
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Theater Army Special Operations Support Command

(TASOSC)
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ISE functions, 3-8, 3-9
SIO responsibilities, 3-9
USACAPOC responsibilities, 3-10

threat and counter-propaganda teams, 7-3

threat, counter-propaganda analysis, and AV teams, 7-5

threat evaluation. Sec also templates.
fourth step in IPB process, 10-21
for CA, 10-24
for PSYOP, 10-23

for Rangers, 10-23

for SOA, 10-23
use of doctrinal templates, 10-24

threat integration. Sec also templates.
final step in IPB process, 10-24

for A 1024
10T LA, 1U-54

for PSYQP, 10-34

for Rangers, 10-29

for SF, 10-29

for SOA, 10-33

SIO responsibilities, 10-25
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templates used for, 10-24 throu 1gh 10-2
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time phase line (TPL)
purpose of, 10-28

A tavrat cemtalll o o oo ol

TIP. See target intelligence package.

trap or key facilities overlay. See also terrain overlays.

used in IPB process, 10-10
trend analysis. Sce also pattern analysis.
use of, 10-24

U
unconventional warfare (UW)

ARSOF mission, 1-1
in support of SFG(A), 4-2

United States Air Force (USAF)

liaison team, 5-4

weather team, 4-6, 5-4

USACAPOQOC. See US Army Civil Affairs and
Psychological Operations Command.

USAF. See United States Air Force.

US Army Civil Affairs and Psychological Operations
Command (USACAPQC)

Cl/Security Division, 3-10

IEW Division, 3-10

responsibilities of, 3-10

US Army Special Operations Command (USASOC)
major subordinate commands, 3-4
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USASFC. See US Army Special Forces Command
(Airborne).

UW. See unconventional warfare.

v

vulnerability. See also CARVER.
definition of, D-2

w

weather
analysis, 10-20
effects on CA, 10-21
effects on DA and SR operations, 10-21
effects on PSYQOP, 10-21
effects on SOA/SF/Rangers, 10-20, 10-21
team, 5-4

third IPB step 10-20

Worldwide Warning and Indication Monitoring System
(WWIMS). See also indications and warnings.

purpose of, 2-9

watch centers, 2-14

WWIMS See Worldwide Warning and Indication
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